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FOREWORD’

The papers reunited in the present volume have been submitted to The Sixteenth International
Scientific Conference “Strategies XXI — Strategic Changes in Security and International Relations”,
planned to be hosted by National Defence University “Carol I” in Bucharest, Romania, 09-10 April
2020.

Throughout the last year, the transformations in international relationships, the security
challenges and crises emerging in almost all areas around the world, have demonstrated that
predictability is still an illusion. The recent events in the entire world, not only in the Eastern and
Southern regions of Europe have proven that detailed analyses are needed in order to reveal the
impact of those challenges on strategic relationships.

Increasing the importance of artificial intelligence, the nonproliferation policy, the spread of
terrorist acts, the tense transatlantic relation, the Syrian crises and the Turkish actions, the tensions in
the eastern part of Europe as well as in the proximity of the Black Sea and the Mediterranean Sea
areas, and last but not the list, the global scale COVID-19 Pandemy, are just a few of the security
challenges that the states from the region and also the international and regional organizations are
dealing with. All this spectrum of threats, especially its synergic effect, influences dramatically the
entire human existence and is playing a substantial role in reshaping both global, regional and
national security policies and strategies; that is why there are many questions regarding the way the
international community should respond to these kinds of threats. Already formulated questions:
., Should credibility of conventional deterrence and collective defence be rebuilt in the light of Russian
new policy and its subsequent hybrid strategy?, or Crisis management operations should be the key to
the future type of operations, and in that case should EU and NATO efforts improve their capabilities
in that direction?” remains, and new others just rise from now on: Considering the current global
scale Covid-19 Pandemy, is it the national or regional crisis management the proper, efficient and
effective answer, or should be a global approach the correct answer for such challenge we are facing
now and we will face, surely, in the next couple of years?”

In the future it is certain that the societies will be even more interconnected than they are
today, continuing, either to benefit from globalization, either to loose due to no understanding its
trends. The interaction between great powers, the less economically developed states, and non-state
actors will achieve new dimensions, cyber attacks and sponsoring the terrorism will be new ways of
exerting influence. Yet today terrorism, asymmetric and hybrid threats, health and environmental
challenges, economic volatility, climate changes and energy insecurity endanger our people and the
entire globe.

The center of gravity of global economic power is continuing to shift between Euro-Atlantic
Region and Asia-Pacific Region, resulting a change in the balance of power and an increasingly inter-
polar world. While the US is likely to remain the world leading military power, its military advantage
is likely to be diminished and challenged increasingly by China and the Russian Federation. The
BREXIT heavily contributed to the complexity of the situation. Hybrid activity is the enabler of
repositioning on the global chess table. Rising powers, such as Brazil and India, will take a strategic
interest beyond their own regions in pursuit of resources.

As the security of a nation should be the first duty of the state institutions, we should get
deeply involved in finding solutions for promoting a sustainable peace and a more secure world, in
using national capabilities to build prosperity and to use all the regional and international
instruments of power to prevent conflicts and, when necessary, to engage the various spectrum of
challenges in a comprehensive approach.

The new security challenges, supported by the overlapping processes such as globalization
and fragmentation, combined with new concepts, forms and means of struggle for power and
resources are added to the classic types of threats, risks and vulnerabilities generating crises. As
nowadays situation proves, in case of inadequate answers, these new types of crises may evolve into a
much shorter time, without geographical limitations, in all confrontation spaces and environments and



can quickly reach the stage of a total war, the highest manifestation of crises, a phase after which,
most likely, all of us will have lost.

The attempts to redefine the security environment have revealed the major factors that can
influence the future of peace and security and at the same time they may be the cause of future violent
conflicts. An inventory of possible characteristics of these factors highlights the change of their nature
as well as their multiple forms of propagation. Due to the diverse, complex, interconnected,
unpredictable and multidirectional character of the new threats, it becomes increasingly difficult to
adopt and apply measures for crisis and conflict management.

In addition to the above, as the topics are becoming more consistent and gaining ground,
more and more academic debates are taking place in the international relations and security areas,
emerging both at the theoretical and practical level.

This year’s Conference itself provides — as its organizing committee has stated — a forum for
discussion on topics related to the security and international relations, military phenomena and
related subject matters.

Taking into consideration that only a comprehensive international scientific effort won't
prevent a conflict, but without it we cannot find the proper solutions, the mission of the International
Conferences Strategies XXI is to facilitate communication between the international multidisciplinary
teams.

The main areas of interest proposed for the submission of the papers cover the following
sections:

» Theoretical Aspects of Security and International Relations

» Processes and Phenomena of Globalization

» Defence Studies

« Military History, Geopolitics and Geostrategy

« Crisis Management and Conflict Prevention

* NATO and EU Policies and Strategies

» Humanitarian International Law

« Information Systems, Intelligence, and Cyber Security

* Public and Intercultural Communication and Social Security

« Defence Resource Management

» Education Sciences.

The conference attracted over 97 papers but, in the end, after a very careful evaluation, only
73 (75,2%) papers were accepted. Considering 26 evaluators for the 11 up mentioned sections, there
were 24 (24,8%) rejected papers, 16 (16,5%) papers accepted with amendments, and 57 (58,7%)
papers accepted as such.

Finally, we would like to thank to all participants who shared their expertise with colleagues
for this volume. We also hope that the papers included in this volume will give new ideas to the
readers in their quest for solving various problems.

The publisher is honored to inform the authors and readers that the previous Proceedings of
the International Scientific Conference “Strategies XXI — Strategic Changes in Security and
International Relations” are indexed in the ProQuest Central database.

The conference would not have been possible without the joint effort of the organizing
committee (Security and Defence Faculty / “Carol I” National Defence University) and the evaluating
board, to whom we are deeply grateful.

Brigadier General Dorin Corneliu PLESCAN, Commandant (Rector),
“Carol I National Defence University

Professor Daniel GHIBA, PhD, Vice-Dean for Scientific Research,
Security and Defence Faculty,

Associate Professor Cosmin OLARIU, PhD and

Lecturer Cristian ICHIMESCU, PhD, Conference Administrators,
Chairs of International Scientific Conference “Strategies XXI1”, 2020
“Carol I"” National Defence University, Romania
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FORMALIZED SCENARIO BUILDING ADAPTATION
FOR CONFLICT PREVENTION

Adriana ILAVSKA
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Martin CHOVANCIK, Ph.D.
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Abstract: Scenario-building methods are broadly employed to assist prediction and planning across a broad
field of applications. Security environment analysis and conflict prevention planning has predominantly relied
on long-term trend assessments by experts and infrequently on basic scenario building. The mode of scenario
building was characterized by high-volume or extreme case methodology. The high number of possible scenarios
and assignment of probabilities present key disadvantages. The paper proposes an adaptation of Trend Impact
Analysis (TIA) methodology to security environment analysis and conflict prevention by illustrating this
application on a dataset of 12 monitored trend factors specifically tested on a set of 316 cases. The application
shows that TIA combines the advantages of quantitative and scenario-building methods to systematically reduce
the number of probable scenarios and increase the precision of predictions necessary for effective analysis and
conflict prevention. This application is highly relevant to both state and international medium and long-term
conflict prevention and threat mitigation strategies.

Keywords: conflict prevention, scenario-building, trend impact analysis.

Introduction

Prediction in social sciences and namely impactful security issues has always been a
core challenge of security analysts, military planners, and political scientists. While a plethora
of approaches have been applied, refined, adapted, discarded, and reinvented - the post-Cold
War transformation of addressing conflict has established several dominant patterns. These
are characterized by a rapid and profound transformation of peacekeeping and peace
enforcement, but also quite significantly, a re-focus on conflict early warning, prediction, and
prevention®.

While conflict resolution approaches have been tested by fire throughout the 1990s
and daily ever since, conflict prevention remains much more elusive and overlooked - but
may also be quite effective and cheap. Its methods span from structural prevention programs
such as UN Good Offices or the European neighborhood Policy, to sophisticated quantitative
methods predicting hotspots with machine-learning?, and stand-by mediation teams ready for
deployment.

! Bredel, Ralf, Long-term conflict prevention and industrial development: the United Nations and its specialized
agency, UNIDO (Leiden: Brill, c2003); Babbitt, Eileen F. “The Evolution of International Conflict Resolution:
From Cold War to Peacebuilding,” Negotiation Journal 25, no. 4 (October 1, 2009): 539-49,
https://doi.org/10.1111/j.1571-9979.2009.00244.x; Gross, Eva.EU conflict prevention and crisis management:
roles, institutions, and policies ( London: Routledge, 2014); Zartman, I. William. Preventing deadly conflict
(Malden, MA: Polity Press, 2015).

2 Basuchoudhary, Atin, James T. Bang, Tinni Sen, and John David. Predicting hotspots: using machine learning
to understand civil conflict (Lanham, Maryland: Lexington Books, 2018).
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Whether considered an element of preventive diplomacy or pre-emptive diplomacy?,
most prolifically written about by Michael S. Lund in his many works, tools of conflict
prevention are rapidly developing around the same core concepts - long-term peacebuilding
efforts coupled with predictive methods to concentrate and intensify these efforts in specific
times and locations. These methods are often less understood and even more frequently
laborious and distrusted. If prediction and early warning serve as necessary identifiers of risk
areas where violence is likely; scenario building offers the production of actionable
probability assessments to address emanating threats.

Proactive engagement in early stages of conflict is necessary for both operational and
structural prevention®. In an emerging crisis, fundamentals for early warning are provided by
an analysis of structural causes and triggers. Identification of structural causes supports long-
term structural prevention. On the other hand, operational prevention is based mostly on
detecting proximate causes and triggers. Monitoring them enables faster reaction, crucial for
containing escalation®. However, early warning is in itself inefficient in averting, containing,
or mitigation and almost irrelevant to long-term planning of capacities within the observing
country - despite significant progress in its methodology®. It is a base for creating targeted
responses and guiding decision makers to take the best and most effective action under the
time constraint’. Even in this regard Early warning systems are plagued by the curse of the
“response gap”: the actual follow-up of warnings by action®.

In spite of the considerably long tradition of early warning and conflict predictions,
both topics are still controversial in the field of conflict research®. N.N. Taleb identified
several issues of human predictions and predictions in “soft” sciences. Besides the individual
bias, one of the main problems of qualitative approach is overestimating predictions. Humans
tend to exaggeratedly rely on their own estimations if they are based on a large amount of
information'®. To address this issue, the prediction process became more formalized and
engaged quantitative methods. Firstly, traditional extrapolation techniques were introduced
into predictions. Forecasting techniques became more sophisticated since the 1960s*!.
However the central issue of quantitative techniques could not be eliminated neither by
improving computational power nor by enlarging used data sets. The problem lies in the main
assumption of extrapolation, that the future will be similar to the past2. Therefore,

3 Steven A. Zyck and Robert Muggah, “Preventive Diplomacy and Conflict Prevention: Obstacles and
Opportunities,” Stability 1, no. 1 (September 25, 2012): 6875, https://doi.org/10.5334/sta.ac.

4 Susanna Campbell and Patrick Meier, “Deciding to Prevent Violent Conflict: Early Warning and Decision-
Making within the United Nations,” 2007, 32, https://irevolution.files.wordpress.com/2011/07/campbell-meier-
isa-2007.pdf.

5 Herbert Wulf and Tobias Debiel. 2009. Conflict Early Warning and Response Mechanisms. A Comparative
Study of the AU, ECOWAS, IGAD, ASEAN/ARF and PIF. no. Crisis States Working Papers Series No.2.

® Hegre, H., Karlsen, J., Nygard, H. M., Strand, H., & Urdal, H. 2013. Predicting Armed Conflict, 2010—-20501.
International Studies Quarterly, 57(2), 250-270. https://doi.org/10.1111/isqu.12007

" Claus Neukirch, “Early Warning and Early Action — Current Developments in OSCE Conflict Prevention
Activities,” 2013.

8 Wulf, H., & Debiel, T. 2010. Systemic disconnects: Why regional organizations fail to use early warning and
response mechanisms. Global Governance, 16(4), 525-547; Bock, J. G. 2014. Firmer Footing for a Policy of
Early Intervention: Conflict Early Warning and Early Response Comes of Age. Journal of Information
Technology & Politics, 12(1), 103-11; Rohwerder, B. 2015. Conflict Early Warning and Early Response.
Governance Social Development Humanitarian Conflict Helpdesk Research Report, 13.

% Lars-Erik Cederman and Nils B. Weidmann, “Predicting Armed Conflict: Time to Adjust Our Expectations?,”
Science, no. 355 (2017): 474-76, https://doi.org/10.1126/science.aal4483.

10 TALEB, Nassim Nicholas. The black swan: the impact of the highly improbable (London: Penguin, 2008)

11 William R. Huss, “A Move toward Scenario Analysis,” International Journal of Forecasting, 1988,
https://doi.org/10.1016/0169-2070(88)90105-7.

12 William R. Huss and Edward J. Honton, “Scenario Planning-What Style Should You Use?,” Long Range
Planning, 1987, https://doi.org/10.1016/0024-6301(87)90152-X.
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extrapolation techniques can produce only surprise-free predictions. But our world, especially
the world of security issues and conflicts, is definitely not surprise-free.

Jointly, the deficiencies of - early warning, the response gap, and surprise-free

extrapolation techniques in forecasting - create the need for a methodology ascertaining the
risk of said surprise and predicting the possible fallout of that surprise. In the field of security
analysis and conflict prevention, the preferred method is scenario building.
Scenario building allows for planning out possible surprises in the trends as well as the
necessary responses ahead of time. Compared to prediction and early warning, scenario
building offers both - the alternative outcomes of a situation which we might then be alerted
of by an early warning system, and the range of actions to follow these alternatives.

However, much like with forecasting - the determination of probabilities is fraught
with deficiencies. What is more, to adequately cover a security issue, threat, or prediction of
conflict impacts - dozens of scenarios have to be produced. The current method of
minimization rests with expert consultations, worst case scenario building only, or other
eleminitation methods to reduce the number of scenarios®3.

The proposed text offers an example of employing a tool not used in conflict
prevention and threat mitigation scenario building - Trend Impact Analysis (TIA) in
conjunction with Qualitative Comparative Analysis (QCA) - as a method of increased
prediction preciseness and a method automatically assigning probabilities to scenarios. The
obvious benefit to security analysis and conflict prevention being the reduced number of
scenarios with already designated probabilities - focusing resources and conflict prevention
capacities to the scenarios deemed most impactful in respective sectors. We introduce a real-
world analysis of a small state’s optimization of scenario building to rationalize resource
dedication to highest impact scenarios in individual spheres - migration is used as an example,
due to the ease of quantification, but the process is applicable to any defined threat possibly
emanating from a conflict scenario.

Scenario-building approach: Trend Impact Analysis

Predictive analyses in the field of security or politics are still rare. It seems scepticism
still prevails originating in the supposed inability of predicting social reality because of its
overwhelming complexity!®. A scenario-based approach to the future might be more
acceptable even for sceptics because a scenario is not “a future reality but rather a means to
represent it with the aim of clarifying present action in light of possible [...] futures.”* It
makes scenarios suitable for long-term evaluation of the future in uncertain environments
characterized by lack of data and a considerable number of variables that are extremely
difficult or impossible to quantify. Scenarios were introduced in the 1950s by Herman Kahn
and even though their application is mainly in business, the initial application was related to
military and strategic studies'®. The first comprehensive model for scenario-building was

13 Schwenker, Burkhard, and Torsten Wulf. Scenario-Based Strategic Planning : Developing Strategies in an
Uncertain World (Munich: Springer Gabler, 2013) Martelli, Antonio. Models of Scenario Building and
Planning: Facing Uncertainty and Complexity (New York: Palgrave, 2014).

14 Kalous Miroslav, “Analysis of several pioneering studies in the field of Czech political and security scenario-
building.” Obrana a Strategie. 18(1):131 - 146. doi:10.3849/1802-7199.18.2018.01.131-146.

15 Philippe Durance and Michel Godet, “Scenario Building: Uses and Abuses,” Technological Forecasting and
Social Change, 2010, p.1488 https://doi.org/10.1016/j.techfore.2010.06.007.

16 William R. Huss, “A Move toward Scenario Analysis,” International Journal of Forecasting, 1988,
https://doi.org/10.1016/0169-2070(88)90105-7.
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published in 1975 but it took almost another 3 decades for the use of the method to spread.
Only in the last 15-20 years scenarios are on the upswing®®.

In the context of a gradual evolution of scenario-building, three main alternative
approaches can be identified. The first category of techniques is based on intuitive logic, the
second category is more formalized, and engages cross-impact analysis. The third category,
trend impact analysis based scenarios, combines more traditional forecasting techniques with
qualitative factors'®). This is a desirable combination for predictions in security studies.

However, it is important to emphasize once again, scenarios are not forecasts. Their
primary task is not to anticipate the future but they do promote thinking of the environment as
a network of independent relationships rather than a cluster of variables. A scenario exercise
is more a simulation than a forecast, it is a model which duplicates structure and actions of the
environment?®. It can be a huge advantage in combination with their strong narrativity
because through scenarios using trend impact analysis, issues identified by formalized and
precise methods can be translated into terms of the real world and become actionable.
Intelligibility of results of scenario exercise in conflict prevention for all relevant actors in the
process is the crucial factor for interconnecting long-term planning, early warning, and early
and appropriate action.

Trend impact analysis seems to be the best candidate for meeting the goal of
integrating forecasting into planning. The common practice of TIA application follows rules
of traditional surprise-free extrapolation, combines them with inputs from qualitative methods
and ties both together by narrative targeted to future actions. The very first step to final
scenarios is identifying key scenario drivers for the chosen problem. By doing that, the
researcher demarcates scenario space and can work with time series and trends in the defined
space. So-called naive extrapolation follows. Variables and their trend is analyzed by
traditional quantitative methods. After surprise-free extrapolation, the innovation of TIA
transpires. The next step is introducing impacting events, there are a few ways to identify
these events, i.e. literature review, experts’ opinions, results of the Delphi method. When the
set of events is assembled, every event must be specified in more detail. Namely, when will
the event’s impact on trend occur, how long will it take till the event causes the most
significant shift in the trend, what is the highest possible impact and how long will it take
until the shifted trend becomes a new standard. Equally important is to define the probability
of every event and also probabilities of details on the event’s development. With the specified
scale of possible impact and probabilities, it is possible to revisit the original extrapolation
and adjust it to different events. At this point, a single extrapolation breaks up into dozens of
scenarios.

Unlike the other approaches to scenario-building, trend impact analysis assigns
probability and impact to every scenario and significantly facilitates the process of choosing
relevant options and developing narratives in particular scenarios®.

From the method description, it is clear TIA offers a solution for many issues that
need to be addressed to achieve the integration of forecasting into planning. Unguantifiable
variables cannot be neglected and tools for the prediction cannot be indifferent to the
unexpected turning points. Both points are addressed by integrating experts' opinions,

17 George Wright, Ron Bradfield, and George Cairns, “Does the Intuitive Logics Method - and Its Recent
Enhancements - Produce ‘Effective’ Scenarios?,” Technological Forecasting and Social Change, 2013,
https://doi.org/10.1016/j.techfore.2012.09.003.

18 Martelli, Models of Scenario Building and Planning: Facing Uncertainty and Complexity.

1 William R. Huss and Edward J. Honton, “Scenario Planning-What Style Should You Use?,” Long Range
Planning, 1987, https://doi.org/10.1016/0024-6301(87)90152-X.

20 Martelli, Models of Scenario Building and Planning: Facing Uncertainty and Complexity.

21 William R. Huss and Edward J. Honton, “Scenario Planning-What Style Should You Use?”; Martelli, Models
of Scenario Building and Planning: Facing Uncertainty and Complexity.

12



literature reviews comprising mostly case studies, and taking into account possible twists in
trends caused by unexpected events. Another important point for linking both aspects of
successful conflict prevention and management is macro environment analysis and
interconnection of long-term analysis and consideration of short-term changes®2. TIA, which
successfully covered previous issues, is not so strong in addressing the latter, however, in the
conflict prevention macro environment it becomes crucial. Therefore we decided to modify
TIA in a few steps to increase the chance it will comprehensively cover a broader
environment and combine long-term and short-term factors.

Trend Impact Analysis adaptation: small state action in conflict prevention and threat
mitigation - example of migration to Czechia

Small states are the ideal users of TIA in conflict prevention. With limited resources to
conduct extensive assessments of threats through scenario building and equally limited
resources to engage in threat impact mitigation and prioritization - TIA offers a rationalization
of both types of resources. Exemplified by a threat of irregular migration, Czechia is utilized
as a small state with limited capacities pro-actively seeking to improve its security in guarding
against negative impacts of possible armed conflict in the proximate neighborhood. The
impacting “surprise” therefore is established to be an armed conflict. Conflicts and especially
civil wars are well-recognised drivers of forced migration?® and for preventing forced
migration it is important to focus on conflict prevention®*. Irregular migration is identified by
Czechia as a security risk it wishes to mitigate. A lot of attention is paid to migration as a
factor increasing crime and causing the growth of the labor black market, but there is also an
issue of cultural consequences. If it is combined with the rise of xenophobia and lack of
integration, social cohesion can be endangered®® and also stability of state institutions if the
migration is massive and institutions are failing to manage it. Therefore it is necessary to
monitor how migration evolves in time?®.

Regarding monitoring migration, countries usually have to focus primarily on
geographically close regions. For European countries the potential threat can come from
Europe itself, Middle East, North Africa, Central Asia, Caucasus, and Russia. Those countries
should be regularly inspected and if an internal conflict, as a source of migration, may occur -
preventive action to manage the conflict and attenuate possible consequences should be
launched. For the case of the Czech Republic regions of interest remains the same, in three
main groups - Western Europe, Post-Communist space, Middle East and North Africa - 86
individual countries will be included into analysis and inspected on possibility of conflict

22 William R. Huss, “A Move toward Scenario Analysis.”

23 Christina Davenport, Will Moore, and Steven Poe, “Domestic Threats and Forced Migration, 1964-1989,”
International Interactions 29, no. 1 (2003): 27-55, https://doi.org/10.1080/03050620304597; Will H Moore and
Stephen M Shellman, “Whither Will They Go? A Global Study of Refugees’ Destinations, 1965 - 1995,” vol. 51,
2007; Timothy J Hatton, “The Rise and Fall of Asylum: What Happened and Why?,” Source: The Economic
Journal, vol. 119, 2009; Mathias Czaika and Mogens Hobolth, “Do Restrictive Asylum and Visa Policies
Increase Irregular Migration into Europe?,” European Union Politics 17, no. 3 (2016): 345-65,
https://doi.org/10.1177/1465116516633299; Tilman Briick et al., “Determinants and Dynamics of Forced
Migration to Europe: Evidence from a 3-D Model of Flows and Stocks,” 2018, www.iza.org.

24 Tilman Briick et al., “Determinants and Dynamics of Forced Migration to Europe: Evidence from a 3-D Model
of Flows and Stocks”.

%5 Khalid Koser, “Irregular Migration, State Security and Human Security A Paper Prepared for the Policy
Analysis and Research Programme of the Global Commission on International Migration and Does Not
Represent the Views of the Global Commission on International Migration,” 2005.

2% Khalid Koser, “When Is Migration a Security Issue?,” Brookings, 2011,
https://www.brookings.edu/opinions/when-is-migration-a-security-issue/ Sergei Metelev, “Migration as a Threat
to National Security,” Indian Journal of Science and Technology 9, no. 14 (2016),
https://doi.org/10.17485/ijst/2016/v9i14/91086.
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escalation. Analysis is performed within the time frame 1989 - 2017. Area specification
emerged directly from the problem and also helped to define scenario space. These definitions
themselves determined general conceptualization of a variable for analysis - migration to the
Czech Republic per year.

Data on migration are available on website of The United Nations’ Refugee Agency?’.
Fig.1 presents basic extrapolation of the trend in the horizont of 5 years. This concerns the
first step of TIA - establishing a trend for a particular threat identified by the country in
question (Czechia):

Migration to the Czech Republic:
1989 - 2023 extrapolation
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Fig. 1: Migration to the Czech Republic: 1989 - 2023 extrapolation

In classical scenario-building, at this point it is usual to engage a group of experts or
confront literature in order to list a set of events which in case of occurrence would have an
impact on the migration to the CR. However, keeping in mind not only general critique of
possible researchers' biases and issues of validity and reliability but also one of requirements
to achieve effective conflict prevention - necessity to incorporate macro environment analysis,
we decided to choose a different approach in this step.

Credible capturing of the environment is challenging, it is a very tangled task which
cannot be completed by neither qualitative nor quantitative methods exclusively. However if
both approaches are combined, it can minimize pitfalls of an attempt to cover as much of
environment complexity as possible. One of a few effective and transparent methods
combining qualitative and quantitative approach is Qualitative comparative analysis. QCA is
by definition qualitative a comparative methods approach. The main focus is on the
systemizing of the process of comparison in order to increase the number of cases that can be
actually compared. The method is still case oriented?® but thanks to the formalized analysis by
mathematical apparatus of set theory, a large number of cases can be analyzed. Therefore
QCA also resembles a quantitative approach and combines the advantages of both. The main

27 Data available on website: http://popstats.unhcr.org/en/overview.

2 De Meur, Giséle, Benoit Rihoux, and Charles C. Ragin. “Qualitative Comparative Analysis (QCA) as an
Approach,” In Configurational Comparative Methods: Qualitative Comparative Analysis (QCA) and Related
Techniques, ed. by Benoit Rihoux and Charles C. Ragin (Thousand Oaks: Sage, 2009), 1-18.
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principle lies in treating the case as a combination of factors producing a specific outcome.
Examined factors are the same for all cases, but factors and also outcomes may acquire
different values. As every case is represented by combinations of factors, it is possible to
systematically compare many complex situations. QCA comprises more techniques, often
used is csQCA - QCA on crisp sets where values of factors and outcome are dichotomous?®.
The aim of the analysis is to structurally look for patterns in empirical data°.

The method was chosen because it allows us to describe the environment of every case
in detail but at the same time, the description is structured and formalized. If only experts’
opinions are considered there is a change of neglecting some variables or overlooking
complex relations among them. Analysis with set theory apparatus also enables testing of
different combinations and evaluating their relevance.

In the case of the Czech Republic, 316 cases of escalation opportunities between 1989
- 2017 in countries of Western Europe, Postcommunist space, Middle East and North Africa
were a basis for creating the QCA model. The result of the analysis is a set of causal paths
leading to escalation into an armed conflict. They are combinations of economic (youth
unemployment; GDP at purchasing parity power; income inequality), social and demographic
(population growth; ethnic power relations), political (conflict in last 50 years in the country;
conflict in neighbourhood; irredentist or secession claims; political violence and terror;
repressiveness of regime; institutionalized democracy), environmental (conflict because of
basic sources) and military (global militarization index) conditions. These conditions had
been chosen from the larger set of possible relevant factors, the original set was composed in
order to cover as broad a range of environment characteristics as possible in correspondence
with literature on sources of conflict. 12 aforementioned conditions were chosen out of the set
based on the results of the testing of their combinations by Boolean algebra apparatus.

Tab. 1: Conflict causal paths

No. Conflict causal path

path 1 GDP_PPP*IRED_CLAIM*~TER_CLAIM*NEIGH_CONF

path 2 GDP_PPP*CONF_50*DEM_POLITY*ZAKL ZDROJE

path 3 ~GINI_DISP*EPR_ED*~NEIGH_CONF*~GMI_BICC

path 4 ~GINI_DISP*CONF_50*~DEM_POLITY*ZAKL_ZDROJE

path 5 ~POP_GROWTH*~EPR_ED*TER_CLAIM*PTS_S

path 6 ~YUEMP*~GINI_DISP*IRED_CLAIM*~TER_CLAIM*NEIGH_CONF

path 7 ~YUEMP*GINI_DISP*IRED CLAIM*TER_CLAIM*~NEIGH_CONF

path 8 YUEMP*POP_GROWTH*~NEIGH_CONF*DEM_POLITY*~ZAKL_ZDROJE
path 9 YUEMP*IRED CLAIM*CONF_50*NEIGH_CONF*DEM_POLITY

path 10 ~GDP_PPP*EPR_ED*~TER_CLAIM*~NEIGH CONF*~GMI_BICC

path 11 GDP_PPP*CONF_50*NEIGH_CONF*PTS_S*~GMI_BICC

path 12 GINI_DISP*IRED_CLAIM*~NEIGH_CONF*ZAKL_ZDROJE*GMI_BICC

path 13 ~POP_GROWTH*IRED CLAIM*~NEIGH_CONF*PTS_S*ZAKL_ZDROJE

path 14 ~IRED_CLAIM*TER_CLAIM*NEIGH_CONF*~DEM_POLITY*ZAKL_ZDROJE
path 15 YUEMP*~GDP_PPP*GINI_DISP*POP_GROWTH*~NEIGH_CONF*GMI_BICC

2 Berg-Schlosser, Dirk, and Giséle De Meur. “Comparative Research Design: Case and Variable Selection”. In
Configurational Comparative Methods: Qualitative Comparative Analysis (QCA) and Related Techniques, ed.
by Benoit Rihoux and Charles C. Ragin (Thousand Oaks: Sage, 2009), 19-33.

30 Schneider, Carsten Q, and Claudius Wagemann. Set-Theoretic Methods For The Social Sciences:

A Guide To Qualitative Comparative Analysis. (Cambridge:Cambridge University Press, 2012)
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No. Conflict causal path
path 16 YUEMP*GDP_PPP*POP_GROWTH*CONF 50*NEIGH_CONF*PTS S
path 17 YUEMP*GDP_PPP*~TER_CLAIM*NEIGH_CONF*PTS_S*~DEM POLITY

By discovering causal paths leading to conflict in different parts of the world (Tab. 2)
many factors describing macro environment and its changes were combined into 2 types of
impacting events - low intensity conflict escalation and high intensity conflict escalation. All
conditions are structural, therefore their changes are not as dynamic and allow long-term
analysis. On the other hand, some structural factors can be significantly changed by external
impact or internal disruption. The advantage of QCA model is that such changes can be
immediately incorporated and reflected in results. In this respect, the short-term aspect is also
taken into consideration.

Knowing causal paths leading to the conflict escalation enables collection of more up
to date data for countries of interest and checks whether any of the countries’ combinations
correspond with conflict causal paths. If so, it is an important early warning element because
it is possible to identify potential threats in pursuance of evolution of conflict sources. It is a
way to identify a potential escalation opportunity even before existing early warning systems
start to detect early stages of conflict. The result of this step in analysis is not only the list of
countries which may be at risk of conflict escalation but also the number of conflict causal
paths which complies with the current situation in the country. The probability of escalation
can be partially estimated based on simple logic, the more corresponding causal paths, the
higher probability of escalation. Another part of probability estimation is focused on cases
from the original set of 316 cases in model. All causal paths are empirically anchored and can
be matched with particular cases in the original set and then it is possible to count the cases
which correspond with the conflict causal path in the past.3! “The strength” of the causal path
can be defined by this number (Tab. 2) and the second component of probability is thus
estimated.

Tab. 2: The strength of causal paths

Strength of the

No. Matched cases® path
path 1 MDA2016,MDA2017 1
path 2 MLI2017 3
path 3 1ISL2016,IRL2016,1SL2017,IRL2017,LUX2017 1
path 4 AFG2017,DZA2017,UKR2017 9

IRN2016,AZE2016,RUS2016,TKM2016,UZB2016,
path 5 IRN2017,ARM2017,AZE2017,RUS2017,TKM2017,UZB2017 4
path 6 NOT FOUND 1
path 7 GBR2016 1
path 8 NOT FOUND 2
path 9 IRQ2016,GE02016,IRQ2017,GE02017 4
path 10 1ISL2016,IRL2016,ISL2017,IRL2017,LUX2017 1

MLI2016,TJK2016,UZB2016,ML12017,TJIK2017,
path 11 UzB2017 5

31 The results of QCA includes for every path also calculation of the frequency of cases when conflict causal
path occurred but did not lead to the escalation. If the rate exceeded 80% the causal path was not evaluated as
conflict causal path.

32 Cases codes are composed of ISO Alpha 3 countries’ codes and the examined year.
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Strength of the

No. Matched cases® path
path 12 YEM2017 3
path 13 NOT FOUND 3

SYR2016,AFG2017,DZA2017,EGY2017,MAR2017,SSD2017,SYR2

017
path 14
path 15 NOT FOUND

MLI2016,SDN2016,5SD2016,TJK2016,MLI12017,
path 16 SDN2017,SSD2017,TJK2017 7
path 17 NOT FOUND

This approach, assessing the potential risk of conflict escalation in every country,
leads to the first reduction of relevant cases which need to be reflected. It significantly
decreases the number of cases which need attention and in the next step suffices to evaluate
impact only for countries which were determined by previous analysis. From all countries
entering the analysis, only 24 face an increased risk of conflict escalation in the examined
time period (in this case 2 years). Instead of 86 cases to further evaluation, only 24 will be
subjected to further analysis.®® After the probability assessment, countries are divided into 3
groups: high probability, medium probability and low probability. The last group will be
taken into consideration only if these cases have potentially significant impact on migration.
The major reduction of countries staying in the “perimeter” of analysis reduces the number of
scenarios needed in the final phase. It also lower expenses of early warning and conflict
prevention and focus can be shifted to the operational planning and early action.

Every causal path can be matched with cases in the original set. Thanks to that, it is
possible to retrospectively ascertain intensity (expressed by battle deaths) of every particular
escalation and with this in mind is possible to assess potential impact of other cases of
escalation via the same causal path. Many authors examined the relation between conflict
intensity and the volume of migration flows and found positive correlation®!. Conte and
Migali®® analyzed, along with many different factors, the role of the medium-level (25-1000
battle deaths) and high-level (1000+ battle deaths) conflict intensity in international
migration. According to their results, high-level intensity conflicts increase the migration flow
significantly more than medium-level intensity conflict. Abel et al.®® chose a different
approach, they utilized different variables for different conflict intensity but worked with only
variable “Battle Deaths” and examined how relation of all independent variables to the
dependent variable evolves in 2 years subperiods. Numbers differed slightly for subperiods,
but in each of them the variable “Battle Deaths” had a positive influence on migration flows.
The impact of the conflict on migration will be calculated for each case as the combination of
the mean of coefficients presented by Abel et al.®” and intensity of conflicts in causal path
which correspond with combination of conditions in particular case. Estimated value of the

33 MDA, MLI, ISL, AFG, IRN, GBR, TJK, IRQ, YEM, SYR, SSD, AZE, RUS, TKM, UZB, ARM, IRL, LUX,
DZA, UKR, GEO, SDN, EGY, MAR.

3 Timothy J Hatton, “The Rise and Fall of Asylum: What Happened and Why?,” Source: The Economic
Journal, vol. 119, 2009; Guy J. Abel et al., “Climate, Conflict and Forced Migration,” Global Environmental
Change, 2019, https://doi.org/10.1016/j.gloenvcha.2018.12.003; Alessandra Conte and Silvia Migali, “The Role
of Conflict and Organized Violence in International Forced Migration,” Source: Demographic Research 41:
393-424, accessed February 27, 2020, https://doi.org/10.4054/DemRes.2019.41.14.

% Alessandra Conte and Migali S, “The Role of Conflict and Organized Violence in International Forced
Migration”.

% Guy J. Abel et al., “Climate, Conflict and Forced Migration”.

37 bidem.
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impact (the presented example uses a 3% increase) will be used to calculate the overall
increase in international migration and the respective increase of migration to the Czech
republic will define trend modification.

After the impact estimation for every case, particular situations for scenario-building
can be chosen based on impact. Situations can be combinations of more cases, taking into
account cases with high probability (even if they have low impact) but also for the cases with
high impact (even if they have low probability). Estimating the other details of the impact
follows - time frame of when the impact on migration becomes evident is according to
aforementioned studies 1-2 years and the same is true for the highest impact - the basic
surprise-free trend extrapolation can be modified. Fig. 2 presents an example of a case of
South Sudan which has been attributed with a high possibility of conflict escalation and at the
same time, the escalation would have considerable impact on migration flows. Modifying a
trend based on the results of one country is not a complex situation for scenario-building, it
merely demonstrates an increase with a single country source. The course of the trend did not
change, because Fig. 2 presents a situation when South Sudan is the only country
experiencing conflict escalation. If a complex situation is described (e.g. if all countries with
higher probability than South Sudan or higher impact than South Sudan are included) the
displayed trend would change more significantly and likely even reverse.

Migration to the Czech Republic:
2016 - 2023 extrapolations
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Years
m—Curprise-free extrapolation — ee——TLA modification data- The UN Refugee

Fig. 2: Comparison of surprise-free extrapolation and Adapted-TIA trend modification

Modified trend extrapolation is the base for building a scenario. It exposes possible
future dangers and leads the narrative in scenario. Using the QCA brings another advantage
which is revealed in the last step. Thanks to the method’s affiliation to the qualitative
methods, it is case oriented and the practice of the QCA requires knowledge of every case.
Familiarity with cases and their context is a very good starting position for scenario-building,
it enables incorporating operational planning and setting the main course of preventive actions
which are more relevant for the particular situation. Looking at the bigger picture in situations
improves reactivity of the scenario and it contributes to achieving another goal of successful
conflict prevention — better integration of planning and forecasting.
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Conclusion

Conflict prevention needs to incorporate early warning and prediction with measures
and actions addressing the identified threat to be effective. Achieving successful
interconnection of both aspects is one of main goals of successful and effective conflict
prevention. For smaller countries, taking into account their limited resources and the need of
prioritization, scenario-building with application of Trend Impact Analysis offers a superior
method. To demonstrate the relevance of the method for small states’ conflict prevention and
threat mitigation, an example of migration to Czechia was chosen.

Trend impact analysis in scenario-building reacts to criticism of prediction and
forecasting by a systematized methodology. In order to avoid surprise-free predictions and
neglecting unquantifiable variables, TIA combines quantitative and qualitative methods.
However, there are still pitfalls the original TIA method does not address. It still produces a
considerable amount of scenarios and by engaging experts’ opinions brings back human
imperfections excluded before by relying on quantitative approach in the earlier phase. To
prevent these problems from decreasing effectiveness and success of conflict prevention, we
decided to modify the Trend Impact Analysis technique by engaging qualitative comparative
analysis into the process.

QCA has proven to be a powerful tool in decreasing the number of scenarios. The
method’s formalized procedure and structured results enable systematic minimization of
scenarios. Unlike the current methods of minimizing the number of scenarios in TIA, which
are dependent on experts’ assessments, QCA-led reduction is no less based on expert
knowledge than the aforementioned one but it also incorporates classical probability
calculation. It has been also demonstrated how this systematic minimization reveals patterns
which could have been unnoticed. The example of the Czech Republic shows that traditional
focus on major conflict-prone countries like Egypt, Libya or Sudan is insufficient, and other
sources of migration should be considered with assessed probabilities. Mali, Algeria or Sudan
which are not primary interests of Czechia have a high probability of conflict escalation in
spite of their medium impact potential. On the other hand, attention should be also paid to
countries with a lower probability of conflict escalation but high possible impact such as
Azerbaijan. By systematizing the procedure, we thus arrive at an impact-driven (the impact
being the likelihood of armed conflict escalation) assessment surpassing the weakness of
classical extrapolation techniques - the assumption that the future will be similar to the past -
and better defining the source of perceived threats - in this case irregular migration.

Another articulated advantage of QCA directly addresses the main prerequisite for
conflict prevention. The interoperability of predictions and planning and actions is more
coherent because of QCA practice. Because of its qualitative aspect, the deep knowledge of
cases is required which indirectly adds value to planning. To summarize, there are fewer
scenarios which are more relevant and their impact on planning is better targeted, therefore
conflict prevention has more potential to be successful.

Adapted-TIA makes the method more flexible regarding sensitivity. In every step of the
analysis the researcher or examining body may control to what extent the number of scenarios will
be reduced - meaning sensitivity may be adjusted by controlling thresholds of probability and
thresholds of impact and setting them as low or as high as preferred. This is a highly relevant result
for smaller countries which may opt for higher sensitivity in one threat area and lower sensitivity in
another - yet still retaining the same methodology and procedure. On the input side, in this
particular case, also the intensity of the armed conflict can be set to low, medium or high or even
the combination of these intensities thus producing the desired level of sensitivity to migration..
These parameters are defined while defining the QCA model.

Incorporating Qualitative Comparative Analysis into Trend Impact Analysis based
scenario-building brought significant progress in addressing issues central to conflict
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prevention in small countries with limited sources. The illustrated case of migration to
Czechia above serves as demonstration of the transparency and systemic nature of steps in
Adapted-TIA application. Engagement of QCA does not disrupt the structure of TIA
technique or scenario-building, therefore suggested adaptation can be easily applied to the
broad spectrum of threats. The main advantage is that the Adapted-TIA model can be further
developed and trained not only to achieve better results but also to cover more topics central
to conflict prevention.
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Abstract: The fact that we are living in the Era of Information is undeniable. Technology seized a huge part of
our daily lives, information gathering is so facile nowadays and the instant access to data makes society
intellectually lazy. In brief, humans’ lives got a lot easier and, at first sight, this is not a negative aspect.
However, easy lives do not mean lack of danger. The number of current threats is potentially higher comparing
to the past, potentiated by the low level of awareness and the significate degree of recklessness in society. People
are getting used to reacting to threats, which makes them vulnerable to crises or to the so-called “black swans”.
The current reality requires us to be constantly prepared for anything that might harm us and, in this case, being
reactive is simply not enough. Therefore, in the Era of Information, society must develop proactive mindsets in
order to outline a new reality: the Era of Anticipation.

Keywords: proactive; awareness; prevention; crises; risks; society.

Introduction

”Remember, action today can prevent a crisis tomorrow 1. This quote belonging to the
American author Steve Shallenberger captures the most important effect humans’ actions can
generate — the power of change. All the things we do have consequences on the world we live
in, they can affect the context that surrounds us, the relations we bind and the dynamics of the
everyday life. Owning such a major capability can be misleading sometimes, because the
effects can have both positive and negative impacts.

The recent years were marked by major crises among the world — the conflict in
Ukraine, the global refugee crisis or even the current, ongoing Coronavirus crisis are just a
few examples. Whether we are talking about political instability or imbalances, social
movements or violent conflicts, worldwide, in every moment there is a crisis situation going
on, with a lower or a higher level of intensity. Also, the causes can vary from a natural event
to human actions, but crises have a destabilizing outcome on society overall and they can
lessen the national, regional or global security.

Therefore, the current security landscape’s unpredictability, the unconventional
character of the new challenges and threats and risks’ uncontrollable diversification potentiate
the probability of crises’ manifestation.

The expression “the world is facing a crisis” is increasingly used in order to describe
the current security environment, shaped by the challenges provoked by globalization.
Nowadays, the effects of shocks taking place in a singular region or state propagate across the
borders, affecting economies, citizens and countries. The growth of the global village dictates
that traditionally irrelevant risks in some countries produce significant effects in other regions.
The European security is facing massive threats that increase the unpredictability of the
continent — armed conflicts, jihadist terrorism, cyber attacks, hybrid threats, the weakening of
the disarmament efforts, energy insecurity and climate change — leading to the need of

! Brigham Young University-ldaho, Proactivity, available at https://www.byui.edu/human-resources/training-
and-development/proactivity and accessed on 03.02.2020.
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strengthening the available capabilities. These global threats create a ‘“collective
consciousness”? so complex that nobody can escape from.

In today’s European society, active involvement of citizens could play a vital role in
tackling social or security challenges, emanating the need to develop a more proactive civil
society in Europe. Therefore, this paper aims to identify ways in which individuals can
contribute to the process of crises management, influence the development of policies for this
purpose and strengthen the security environment.

A theoretical and psychological framework

Barry Buzan was one of the theorists that contributed the most to the societal
understanding of security. After he broadened the concept of security to assimilate political,
economic, social and environmental threats®, Buzan argued that the individual must be
perceived as the main referent element for security®. Therefore, this correlation was the first
one that connected the idea of security (in terms of national security) to the individual.

A significant part of societal constructions about how individuals behave in a crisis
situation reveals that people panic in a state of helplessness, desperately needing support from
the authorities. For example, in 2005, in the United States, during the Hurricane Katrina, the
national authorities had to face, beside the hazard itself, a societal breakdown — individuals
were portrayed as irrational and helpless®. Fundamentally, the thought of a crisis induces us a
state of panic, a place of uncertainty and covers us with the fear of losing control.

Despite the fact that crises are sometimes inevitable, they represent a part of life and,
therefore, society does not have to fear them. By preparing for crises and having a structured
plan in place, humans might be able to avoid them or, at the very least, reduce their effects’
intensity. However, the remark “preparing for a crisis” can be easy said but difficult to
operate.

This paper focuses on a significant behavioral element that people can use in order to
prevent crises or to prepare for them: proactivity. The term “proactive” was originally used in
a technical sense by Paul Whiteley and Gerald Blankfort, but with a different meaning than
the one we currently utilize. They characterized proactive inhibition as the “impairment or
retardation of learning or of the remembering of what is learned by effects that remain active
from conditions prior to the learning”®. Nowadays, a relevant definition for the proactive
behavior refers to anticipatory, self-starting, future-focused behavior that aims to bring change
in certain situations’. The situations previously mentioned can definitely be crisis situations
and a type of proactivity can prove itself useful in managing them. A proactive behavior
involves creating change, not merely anticipating it. While change can be evoked
unintentionally (for a negative as well as a positive outcome), people can also engage in
cognitive restructuring by psychologically reframing or reinterpreting situations®.

2 Durkheim, Emile, Regulile metodei sociologice, Cultura Nationala, Bucharest, 1924, p. 32.

3 Buzan, Barry, Waever, Ole and de Wilde, Jaap, Security: A New Framework for Analysis, Lynne Rienner
Publishers, London, 1998, pp. 21-23.

4 Buzann Barry et al., Security: A New Framework for Analysis, pp. 50-52.

5 Tierney, Kathleen, Bevc, Christine and Kuligowski, Erica, Metaphors Matter: Disaster myths, media frames
and their consequences in Hurricane Katrina, in Waugh, William L. (ed.), Shelter from the Storm: Repairing the
National Emergency Management System after Hurricane Katrina (Special Issue of The Annals of the American
Academy of Political and Social Science Series), vol. 604, SAGE Publications, Philadelphia, 2006, pp. 72-74.

& Whiteley, Paul and Blankfort, Gerald, The Influence of Certain Prior Conditions Upon Learning, in Journal of
Experimental Psychology, vol. 16, APA Publishing, 1933, pp. 843-851.

" Grant, Adam and Ashford, Susan, The dynamics of proactivity at work, in Research Organizational Behavior,
vol. 28, Elsevier, 2008, pp. 33-34.

8 Bateman, Thomas and Crant, Michael J., Proactive Behavior: Meaning, Impact, Recommendations, in Business
Horizons, vol. 42, Issue 3, Elsevier, 1999, p. 63.
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An old saying states that “the best way to manage a crisis is to prevent it; the second
best way to manage it is to prepare for one®. Rather than being proactive, society is usually
reactive. Therefore, most of the time, the results are ineffective and inefficient responses to
crisis situations. Despite the fact that major crises were experienced during history, some
important lessons were not learned, both at the institutional level and the societal one.

Times have changed and living in the current reality implies living in an era on
insecurity, an era of uncertainty, nurtured by unexpected disasters, catastrophes and crises.
According to Maslow’s hierarchy of needs, at the base of the “pyramid” are situated the
physiological and the safety human needs°. Physiological needs, considered universal human
needs, refer to the internal motivation and they consist in food, water, warmth and rest. Once
a person’s physiological needs are relatively satisfied, their safety needs dominate behavior.
Our safety needs appear in the early childhood, since children have a need for safe,
predictable environments and they naturally react with fear or anxiety when these are not met.
Maslow pointed out that safety needs of the adults living in developed nations are more
apparent in emergency situations such as wars and disasters'. Briefly, the safety and security
needs include health, employment, property, family and social stability.

Therefore, humans will naturally tend to satisfy these two categories of needs, leading
to the hypothesis in which, correctly conducted, the human brain can assess and manage the
potential weaknesses, vulnerabilities and issues, at least at an individual level. A small
impulse coming either from an external actor or from the individual himself can model the
human nature’s reporting to risks and threats, especially in the context of what is known as
the “risk society”.

The survival of the risk society: preventive thinking and acting

Risk society refers to a sociological theory developed by Ulrich Beck, invoking “a
systematic way of dealing with hazards and insecurities induced and introduced by
modernization itself”*2. Beck divides modernity into sub-periods: first modernity (containing
early modernity — from 1500’s to about 1800 — and high modernity — 1800 to 1960 —) and
second modernity (since 1960 to present), which he describes as a risk society'®. The main
idea of Beck’s theory is that new risks require society to reconfigure itself in order to deal
with them.

While a proactive approach focuses on mitigating problems before they appear, a
reactive approach is based on responding to events after they have happened. Therefore, the
biggest difference between these approaches is the perspective humans provide in assessing
risks, threats, actions or events. The proactive thinking approach encourages taking
responsibility for one’s life or for society, meaning that proactive people think before they act.
They recognize they cannot control everything that happens to them, but they can control
what they do about it.

When addressing the United Nations General Assembly in 1999, Secretary General
Kofi Annan cautioned that “building a culture of prevention is not easy. While the costs of
prevention have to be paid in the present, its benefits lie in a distant future. Moreover, the

® Frandsen, Finn and Johansen, Winni, Organizational Crisis Communication, SAGE Publications, Croydon,
2017, p. 70.

10 Maslow, Abraham, A theory of human motivation, in Psychological Review, vol. 50, Issue 4, APA Publishing,
1943, pp. 370-377.

11 Silton, Nava, Flannelly, Laura, Flannelly, Kevin and Galek, Kathleen, Toward a Theory of Holistic Needs and
the Brain, in Holistic nursing practice, vol. 25, Lippincott, Williams & Wilkins Publishing, 2011, pp. 258-259.
12 Beck, Ulrich, Risk Society: Towards a New Modernity, SAGE Publications, London, 1992, pp. 21-22.

13 Beck, Ulrich and Lau, Christoph, Second modernity as a research agenda: theoretical and empirical explorations in
the 'meta-change’ of modern society, in British Journal of Sociology, vol. 56, no. 4, 2005, pp. 525-557.
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benefits are not tangible; that are the disasters that did not happen”*. Thereby, decision
makers face a politicians’ dilemma about funding pre-disaster risk awareness and risk
reduction measures.

On the other side, individuals might think that it is not their duty to protect themselves
against high-risk national security threats such as terrorist attacks. The popular perception is
that this is exclusively the national authorities’ job or it is the intelligence services’
desideratum to prevent and counter the terrorist phenomenon, due to their resources and
powers.

Preponderantly, this affirmation is a true fact, but citizens can significantly help to
reduce the threat generated by terrorism or extremism. No intelligence service or law
enforcement agency can effectively protect the national security without the support and
cooperation of the citizens they serve. Therefore, existing and orienting oneself in this world
increasingly involves an understanding of the confrontation with catastrophic risks®.

Most people do not dare to pick up their ideas for a better and safer society and put
them in practice, due to the lack of confidence or the indecisiveness to choose the right
momentum to get started. That is why state institutions may resort to a number of techniques
to increase social involvement in risk assessment and crisis management, from the ordinary
but very important process of information exchange to the creation of citizen advisory
committees and citizen cadre opportunities.

Prevention consists in early interventions before any illegal activity takes place.
Reporting suspicious activities can help in the process of disrupting the terrorist activities and
planning cycles. The societal support on this particular issue is much more relevant
considering the fact that most terrorist acts are well organized and well planned. Being
proactive is the only choice society can resort to — although it is the intent of the terrorist to
instill fear in you, it is your vigilance that the terrorist fears the most'®. “If You See
Something, Say Something” is the motto of a Homeland Security’s awareness campaign
launched in July 2010. The campaign aimed to be a simple and effective program with the
purpose to raise public awareness of indicators of terrorism/terrorism-related crime and to
emphasize the importance of reporting suspicious activity to the proper state and local law
enforcement authorities®’.

Furthermore, the campaign encourages citizens to report suspicious activities to local
law enforcement or persons of authority using the SW’s: who? (did you see), what? (did you
see), when? (you saw it), where? (it occurred) and why? (it’s suspicious). Having the 5W’s
always in mind is one of the first steps to becoming proactive, regardless of the
circumstances. A society whose collective mindset is reported to the SW’s is rather a
proactive one and it is more likely to prevent a massive shock or to be prepared for it in case it
occurs.

Enabling thinking about problems and dangers more frequently and in a more
profound way and considering that many risk factors may not be intuitively apparent will
provide us with a better awareness of our environment. Since we live in a knowledge based
society, in an Era of Information, the more critical we think the more superior our knowledge
will be.

14 UN Office for Disaster Risk Reduction, International Strategy for Disaster Reduction: Newsletter for Latin
America and the Caribbean, Issue 15, 1999, available at https://www.eird.org/eng/revista/No15_99/paginal.htm
and accessed on 12.02.2020.

15 Beck, Ulrich, Critical Theory of World Risk Society: A Cosmopolitan Vision, Blackwell Publishing, Oxford,
2009, p. 6.

% The Irvington Police  Department, Safeguard New York, n. d., available at
http://www.irvingtonpolice.com/files/Safeguard_Mass_Transit_1_.pdf and accessed on 14.02.2020.

17 The Department of Homeland Security, If You See Something, Say Something Campaign Overview, 2015,
available at https://www.dhs.gov/publication/if-you-see-something-say-something™-campaign-overview and
accessed on 14.02.2020.
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A European institutional approach

One of the main objectives set at a European institutional level is raising the proactive
citizen involvement in the functioning of the supranational organization, including their
contribution to the risk management process.

Since chemical, biological, radiological and nuclear risks represent a major concern
for the European Union, one way to reinforce the role of professionals is by preparation and
civil society engagement. In 2012, the Community Research and Development Information
Service (CORDIS) launched the EU-funded PROACTIVE project, aiming to enhance
preparedness against chemical, biological, radiological and nuclear security risks and the
overall Security Union approach to fight crime and terrorism by increasing practitioner
effectiveness in managing large, diverse groups of people®®,

The project provides human-centred recommendations for EU standards concerning
the integration of chemical, biological, radiological and nuclear technologies and innovations
that are better adapted to the needs of all citizens.

In the recent years, various policy documents of the Organization for Security and Co-
operation in Europe (OSCE) have firmly encouraged participating states to proactively engage
civil society and other community actors into the organization’s efforts to prevent and counter
violent extremism and radicalization that lead to terrorism.

In 2018, OSCE the published a guidebook for South-Eastern Europe, entitled “The
Role of Civil Society in Preventing and Countering Violent Extremism and Radicalization
that Lead to Terrorism”. The document defines civil society as “a diverse body of civil actors,
communities and formal or informal associations with a wide range of roles, who engage in
public life seeking to advance shared values and objectives™?°.

Besides the European Union and OSCE, nongovernmental organizations also have a
huge impact on the societies’ risk assessment processes. One tangible example is the Society
for Risk Analysis — Europe (SRA-E), that aims to bring together individuals and organizations
interested in risk analysis/management/assessment/governance/communication in Europe.
The interdisciplinary society encourages all the citizens interested in studying risks to
communicate, cooperate and develop new methodologies for risk management?®, emphasizing
with the European dimension in the promotion of interdisciplinary research and education.

Developing proactive communication with citizens

Social media data is viewed as an essential resource for emergency response
operations. Over the last years, the use of social media has gained the attention of
professionals operating in crises response organizations and institutions. In the crisis
management literature, it has been recognized for decades that citizens are self-reliant when
there is social disruption and in crisis situations, whether those are incidents, emergencies or
large-scale disasters?t. Therefore, social media platforms provide a significant opportunity for
people to keep each other informed and for governments to dispose additional resources in
crisis response situations.

18 CORDIS, PRedictive reasOning and multi-source fusion empowering AntiCipation of attacks and Terrorist
actions In Urban EnVironmEnts, 2015, available at https://cordis.europa.eu/project/id/285320 and accessed on
18.02.2020.

19 OSCE, The Role of Civil Society in Preventing and Countering Violent Extremism and Radicalization that
Lead to Terrorism, 2018, available at https://www.osce.org/secretariat/400241?download=true and accessed on
20.02.2020.

20 gociety for Risk Analysis, Who we are, available at http://www.sraeurope.eu/who-we-are and accessed on
21.02.2020.

21 Boersma, Kees, Ferguson, Julie, Diks, Dominique and Wolbers, Jeroen, From Reactive to Proactive Use of Social
Media in Emergency Response: A Critical Discussion of the Twitcident Project, in Gilbert, Silvius (ed.), Strategic
Integration of Social Media into Project Management Practice, IGI Global, Hershey, 2016, pp. 236-237.
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While one of the biggest issues governments face is to maintain clear and direct
communication with their citizens, the technologization and the rise of the digital age can
outline the optimal solution to this issue. The tools that can be used to address this problem
and employ a better and proactive communication consist of different digital and online
solutions that the majority of the citizens can access.

For example, Community Engagement Solutions (CES) can establish collaboration
between local/national institutions, higher education organizations and large communities.
CES encourage ongoing discussions, are inclusive and allow the connections between
governments and citizens on important issues, as they take part in public consultations.

On that note, Citizen Request Systems provide citizens with a facile way to report
issues and a streamlined channel for government staff to provide updates??. The solution
improves a two-way communication between citizens and government, allowing residents to
send reports and information to the correct government entity through digital means and also
to track these reports, so they can follow them all the way through to completion.

Some relevant e-government tools also include polls and surveys, essentials for getting
feedback and for giving the residents an opportunity to share their views on different matters
and issues.

Social media — its success is that it makes connecting so simple. Generally, we
experience crises through the media and the Internet. This aspect can be used the other way
around, as a key to proactive communication for governments to focus on building a well-
rounded solution for managing potential crises. Social media is, at the moment, the key to
good governance, since it helps the governments agencies to make a real and consolidated
relationship with their citizens. When governments try to build a social media presence this is
called a proactive social community management. Thus, social media can play an essential
role in political mobilization and it unquestionably has a transformative effect on the
organization of collective action.

However, this this digital era, both proactive and reactive social strategies are
important and they should work together, because neither one will accomplish strategic risk
management goals by itself. The use of social media can enable the sharing of social security
information in an efficient and effective manner, responding to citizens’ questions quickly and
building trust within communities and governments.

An integrated approach requires analyzing the relationship between technology,
people and cities/regions from a perspective centered on citizenship, similar to the philosophy
of the Smart City, whose development has been possible from the point of view of technology
and Big Data. Decision making acquired new participation and accountability systems that
imply the empowering of the citizens. The concept supports the citizens that desire to actively
participate in the decisions that affects them, including those regarding the risks and threats
that can negatively influence their existence.

Conclusions
We live in a world out of control. Many risks that we confront at the moment are
global by their nature. The Era of Information is defined by a multitude of dangers and threats
and we have to adapt to it, to predict its changes and positively influence its process.
The polarization of risks expands the need of proactiveness within societies and a
more acute awareness. There are factors that we, as single individuals, generally cannot
control, such as climate change, population growth, the global economy or the technological

22 Civic Live, Four Tools to Make Proactive Communication with Citizens Easy, n. d., available at
https://www.civiclive.com/resources/Four-Tools-To-Make-Proactive-Communication-Easy and accessed on
25.02.2020.
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disruption. Therefore, we are vulnerable to the risks associated with the future evolutions of
these factors.

However, we are able to control some elements and shape their evolutions to a greater
or lesser degree. Our current actions can have impact on structural measures or on community
education, for example, and we, as individuals, can support decision-making one way or
another.

The risks of modern society are surrounding us and we must learn to live with them
and to try to reduce their probabilities and impacts to a minimum level and actively use the
tools of crisis and risk management. Risk and crisis management require an integral approach
(from state, corporate and citizens perspectives) due to the high environmental, human, legal
and financial implications it contains. Citizen involvement in this whole process has a
fundamental role, circumscribed to the phrase “we are the people — we are the government”.

Combining the government and individuals’ duties in the process of preventing risks is
the key to effectively chart the coordinates of a safer reality — the Era of Anticipation — in
accordance with Theodore Roosevelt’s motto: “the best thing we can do is the right thing, the
next best thing is the wrong thing, and the worst thing we can do is nothing”?3,
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Abstract: Crisis management must be understood as a continuum: it does not begin with conflict, nor does it end
with peace. Within our scientific enquiry we aim to highlight the importance of conflict prevention mechanisms
during peace-time, with special emphasis on legal and political instruments within international organizations,
such as the UN, the EU. By understanding how complex normative bodies or high level political commitment
contributes to the fundamental pillars of international security and stability we can strengthen crisis
management mechanisms and processes. Furthermore, it is specifically relevant that we understand how crisis
management, as a process, is made subject to internationalization within a fragmented legal order, making the
challenges in achieving security goals all the more complex and multilayered.
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Introduction

In the opening of the 2017 introduction to crisis management course held at the “Carol I”
National Defence University, Professor Daniel Ghiba stated that to start applying the
philosophy of crisis management only when the conflict has escalated is a failure in itself.
Crisis management is usually referenced in direct relation to conflict prevention, and it is in
this conceptual framework that its’ true substance is revealed. In truth, crisis management is a
continuum, because crisis is a constant. Whether latent, potential, even hypothetical, the
funeral light of crisis beams through the cracks of bad instructional choices, insufficient
investment in the promotion of human rights and welfare of people or the heavy burden of
historical wrongs impossible to forget and which seem irreconcilable at an initial glance.

It is in this arid environment that the fertile idea of approaching international relations,
the very maintenance international peace and security, as stated in the preamble of the
normative corollary of the modern world, The Charter of the United Nations, becomes not a
singular act, but a continuous effort to preserve the peace, to promote the ideas of equality and
to create an environment that thrives on cooperation rather than confrontations.

Embedding our thought patterns with the notion that all actions are directed at
maintaining the peace continuum in equilibrium creates the elasticity of international relations
and brings international institutions to the forefront of the peace process.

Faced with the complexity of the current international crises, it seems necessary to
create a comprehensive theoretical basis making it possible to favor strategies bringing
together all the diplomatic, financial, civil, cultural and military instruments, as well in the
phases of appropriate prevention and management of crises, but also the sequences of
stabilization and reconstruction after a conflict.
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The core purpose of the International Crisis Management theory is to deepen specific
and specialized subjects in crisis management today!, to acquire up-to-date and precise
information, on issues of immediate concern and to put in direct contact the actors concerned.

In everyday language, a crisis constitutes a sudden change, often decisive, favorable or
unfavorable, a brief, sudden or a violent attack, a decisive or perilous period of existence, a
shortage or insufficiency of important or vital raw materials, food, strategic resources etc.
Politically and internationally, it represents a disruption of balance, an intermediate period,
characterized by a brief, sudden and violent outburst. To understand a crisis, it os therefore
necessary to grasp all its dimensions and understand the disruptive and triggering factors
which can lead to appeasement, stagnation or open conflict. It is also necessary to understand
its actors, their motivations, their instrumentalization by other actors, and the media coverage
of the phenomenon, which although external to the crisis has the potential of ultimately
obscuring the origins of the crisis. Finally, to understand a crisis is also necessary to analyze
the impact of external actors, whether recognized or not by the international society.

Today’s international society is marred by a plethora of crises: planetary crises (€.g
energy crises, health crises, economic crises), international political crises (e.g Iraqg), regional
political crises (e.g Sudan, West Africa) and local political crises (e.g Haiti). All these crises
can remain in a latent state or can turn into often very deadly conflicts, often fought with
rudimentary means. It is a question of precisely understanding its origins and reality. State-
actors and the various international institutions cannot do without the development of crisis
management theory which conditions the intervention procedures, the specific instruments at
their disposal, the working methods, the financial means and the type of political, economic
and social transition to be put in place. The management of crises conditions and resolution is
crucial as long as their trajectories are never linear. Moreover, the complexity of a crisis has
generated a complexity of its management, of the international systems necessary to control it,
which sometimes are inadequately equipped and poorly coordinated.

The main problem consists in the fact that some of the international institutions
responsible for crisis management are still unsuitably equipped to analyze, alert and adapt to
crisis. Reflections on the crisis phenomenon also represents a reflection on the strategy to end
the crisis, both at the level of local actors and of committed international actors. The crisis
management strategy no longer means the withdrawal of a state-actor or an organization after
intervention, but the establishment of a peacebuilding strategy that can lead to a gradual
reduction in the presence of the international community. The crisis exit strategy is an
intrinsic part of a continuum in managing a crisis or conflict. Today it is no longer a question
of interposing between parties to a conflict, of maintaining peace in a static manner, but of
developing programs which rebuild a society in crisis or a failed state, building the
unfortunately ever brittle peace process. Crisis exit strategies are therefore long-term
strategies, meaning long-term engagement strategies, which must allow the coordination of
the international community efforts as crisis management constitutes one of its main
challenges.

We used to summarize the articulation periods of a crisis under the troika Emergency-
Rehabilitation-Development. As of late, we have started to finally add the word prevention.
To address this articulation of different periods of a crisis, we will mention the following four
main issues: the typology of crises, the fast- and slow-burning crises?, the distinction between

L Coman, R., “Why and how do think tanks expand their networks in times of crisis? The case of Bruegel and the
Centre for European Policy Studies”, Journal of European Public Policy, Taylor & Francis Online Review,
2018.

2 A proposed framework in order to better understand crises distinguish between how they are comprehended as
“fast-burning” and “slow-burning” phenomena. Those who view crises as fast-burning typically rally material
and ideational resources to address issues with high political intensity. When a crisis is perceived as slow-
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continuum and contiguum?®, and, finally, prevention as a link between emergency and
development.

Presenting the articulation between the periods of the crisis first requires reiterating
that there is no such a thing as a “standard crisis”. An initial typology makes it possible to
distinguish five types, even if the classification exercise is always perilous: consular crises,
crises linked to armed conflicts, natural disasters, health crises including food crises as well as
epidemics of viral or bacteriological origin and technological disasters.

Consular crises are clearly separate because they concern the repatriation of foreign
nationals staying in a country affected by one of the other four crises. They are a one-off
action benefiting from strong attention from the public authorities of the sate of origin and
requiring few intervening actors. Beyond the fact that a state must provide protection measure
for its own citizens, we must remain attentive to the fate of nationals of developing and poor
countries, stranded in an affected state, and without immediate solution. It is the mandate of
the International Organization for Migration (IOM)*, to deal with such situations and other
state-actors have often been willing to have shared their capabilities with other less organized
third countries.

For the other four types of crisis, we generally speak of a continuum because it is
recognized that a single emergency response is not nearly enough. They must be dealt with
over a prolonged period of time and the per se management of the crisis is followed by a
series of activities; we are especially referring to a lasting humanitarian action that goes far
beyond media coverage and public relations management.

Humanitarian action in crisis management must be sustainable as this is exactly the
case in which we are talking about a continuum. In reality, if we wanted to be more precise
and not enclose humanitarian crisis management in a bubble, we should rather speak of
contiguum for at least three reasons.

A first reason is the increasingly frequent juxtaposition of successive crises. This may
cause us to simultaneously manage an ongoing, heightened crisis when already engaged in the
resettlement phase for the previous one, sometimes affecting the same victims from the same
region.

The second reason constitutes the link between the time management of the crisis and
its period of development. The crisis management cycle represents a fracture in the
development curve. The period of development can be suddenly torn apart by the emergence
of the crisis and can be slowed down by the humanitarian intervention. The development
curve is influenced by the intensity of the crisis determining the humanitarian response by
compiling the efforts of victims and of those who help them.

The third reason why we should think more of a contiguum than a continuum is the
role of prevention. Risk prevention of conflicts or disasters is essential for both the
development and emergency stages of a crisis. Armed conflicts are a reminder of the need for
the law of war. Before conflicts arise, state-actors must respect their commitments to apply
international humanitarian law (IHL)® based on the Geneva Conventions. The first basic
principle of IHL consists in the distinction between civilian and military objectives. But in
nowadays’ reality, civilians are those who bear the brunt of war and armed tension. Thus, if

burning, the key concern is with how the issue is framed and how social expectations are changing. Thinking of
fast- and slow-burning crises permits analytical distinctions in how authorities and social actors view crises and
how they consider actual conditions and future narratives. The framework assists in specifying how authorities
and expert and civil society groups develop policy programmes and frames, as well as changes to European
societies’ experiences and expectations; see Leonard Seadbrook, Eleni Tsingou, “Europe’s fast- and slow-
burning crises”, Journal of European Public policy, vol. 26, Issue no. 3, 2019.

3 Latin for bordering on, neighboring, contiguous.

4 International Organization for Migration herein after “IOM”.

5 International Humanitarian Law hereinafter “IHL”.
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the International Committee of the Red Cross (ICRC)® is vigilant in helping state-actors in
training their armed forces, police etc. the respective provisions of IHL, we note a real
vacuum in bringing awareness of IHL norms to failed sates or third-world countries. This
vacuum calls for a measurable response dedicated to crisis management in terms of
prevention; indeed, the widest possible dissemination of IHL represent an essential part not
only of the prevention of conflicts, but also of war crimes. Once the conflict is over, during
the crisis’ decline or reduction, the principle of prevention is found again through
disarmament programs and the reintegration of combatants.

The United Nations

Since the dawn of human history, power has always been associated with military
force. Ultimately, the ability to impose a specific behavior on the others, as well as the ability
of the other to resist that will, depended on the ratio of military forces. If the development of
the East-West system marks the end of the idea of global confrontation as a model of conflict
since the end of the Second World War, we can ponder about the changes that have occurred
since the end of the 1980s concerning the status of the conflict itself and the role of military
power in international relations.

Some doctrinarians may have believed that the global society was in the process of
progressive unification around common values (e.g free trade, democracy) and that this
political and economic unification would naturally be extended in the form of common rules
for managing international conflicts. The last years of the 1980s and the first of the following
decade were thus those of the so-called “spring of the UN”, characterized by an exceptionally
consensual atmosphere that prevailed within the Security Council and, for the first time since
the signing of the United Nations Charter, the maintenance of peace and international security
by the mechanisms of collective security seemed to be at hand. An unexpected consequence
was the fact that these years were also marked by the return of the military to the fore. With
the inhibition of nuclear deterrence lifted, new windows of opportunity open up for the armed
forces, especially for the middle powers, severely restrained since the Suez crisis’.

Another consequence of these developments is that the use of military force, which
constitutes one of the most important attributes of sovereignty, must increasingly be decided
and implemented in a multinational framework. There are two reasons for this change. The
first is of a pure technical nature: apart from the United States, no state alone has sufficient
means to project a significant force, for a long period, far from its national territory. The
second reason is political: state-actors are increasingly reluctant to take action that would not
be legitimized by a UN mandate. Most of the time, the search for legitimacy involves the
constitution of multinational coalitions.

The UN legal framework is defined by Article 53(1) of Chapter VIII of the United
Nations Charter® which stipulates that the Security Council may use, when it deems it
appropriate, such regional organizations or agencies for coercive actions carried out under its
authority. From the outset, in the logic of collective security which animated them, the

® The International Committee of the Red Cross hereinafter “ICRC”.

" The Suez Crisis, or the Second Arab—Israeli war, also called the tripartite aggression in the Arab world and
Sinai War in Israel, was an invasion of Egypt in late 1956 by lIsrael, followed by the United Kingdom and
France.

8 UN Charter, Article 53(1): “The Security Council shall, where appropriate, utilize such regional arrangements
or agencies for enforcement action under its authority. But no enforcement action shall be taken under regional
arrangements or by regional agencies without the authorization of the Security Council, with the exception of
measures against any enemy state, as defined in paragraph 2 of this Article, provided for pursuant to Article 107
or in regional arrangements directed against renewal of aggressive policy on the part of any such state, until such
time as the Organization may, on request of the Governments concerned, be charged with the responsibility for
preventing further aggression by such a state.”
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drafters of the Charter had therefore imagined that the United Nations could “subcontract” the
use of force by means of regional organizations. The international milieu would soon offer
multiple opportunities to apply this provision.

2015 was the year of three major reviews conducted simultaneously on peace and
security in the UN system. The institutions and mechanisms put in place to achieve and
consolidate peace operate according to a multilateral logic of a bygone era, while depending
too much on the mitigation of crises once they arise rather than approaches to peace and
security that are long-term and sustainable. The Independent high level group responsible for
studying the peace operations concluded that the efforts of prevention “remain unsatisfactory
compared to better-resourced peace operations that are deployed during and after an armed
conflict”®. A militarized vision of conflict prevention underestimates the transformative vision
of a more egalitarian world, fairer and more peaceful which is that of Resolution 1325, and
neglects a proven and available tool for accomplish this goal. Resolution 1325 of the Security
council reaffirms the important role that women play in the conflict prevention and resolution
and in peacebuilding and stresses the importance of their participation on an equal footing in
all efforts to maintain and promote peace and security and that they are fully associated with
it, and that they should be more involved in decisions taken for the prevention and settlement
of disputes.!!

The use of armed conflict, whatever underlying causes, has a disastrous impact on the
sate-actors it affects. The economic costs, the long-term implications for public institutions
and the normalization of violence accompanied by its related effects represent only a few
repercussions of the conflict. Fragile and failed states affected by conflicts ranked among the
poorest in terms of achieving the Millennium Development Goals.'? As noted in the report of
the Expert Advisory Panel for the 2015 Peacebuilding Review by Felicity Ruby, Secretary-
General of the International League of Women for Peace and Freedom at the time of the
adoption of the resolution 1325: “The adoption of resolution 1325 by the Security Council
marked a turning point that we can rightly welcome, but we must also use it to challenge the
foundations of commercialization and militarization of international peace and security”*3.

The Secretary General’s Good Offices represent a significant tool for resolving
conflicts through of preventive diplomacy. This tool has been increasingly used and its
expanded use during the last twenty years, and successive Secretaries General, their envoys
and senior officials of the Secretariat have attempted to mediate in virtually every major
armed conflict on the UN program.}* As noted in Chapter 10: “Interveners and key
stakeholders in this report, the United Nations must do more to ensure that women hold
positions of responsibility and management, especially with regard to the Good offices of
Secretary General where today only four women sit on a staff of 18 members”.°

Local women’s and civil society organizations are developing comprehensive
peacebuilding strategies and promoting essential conflict prevention methods at local level.
These efforts have also been recognized by the Security Council in its resolutions and in

® Uniting Our Strengths for Peace - Politics, Partnership and People, UN Document A / 70/95 — S / 2015/446
(Independent high-level group to review United Nations peace operations, 16 June 2015), para. 62.

10 UN Security Council, Security Council resolution 1325 (2000) [on women and peace and security], 31
October 2000 S/RES/1325, 2000.

11 See Resolution 1325 of the UN Security Council.

12 “Pragile and Conflict-Affected States: Signs of Progress to the Millennium Development Goals”, The World
Bank, May 2, 2013, http://www.worldbank.org/en/news/press-release/2013/05/02/fragile-and-conflictaffected-
states-signs-of-progress-to-the-millenniumdevelopment-goals.

13 Felicity Ruby, “Security Council Resolution 1325: A Tool for Conflict Prevention?”, in Rethinking
Peacekeeping, Gender Equality and Collective Security, 2014, p. 182.

14 “Report of the High-Level Independent Panel on United Nations Peace Operations”, 2015, para. 67.

15 1bidem.
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particular resolution 2171 (2014)', as well as in the review of the United Nations
peacebuilding system?’. In Liberia, Palava'® or “peace huts” have been established as safe
spaces where women can come together to mediate and resolve community disputes,
including in the event of incidents of gender-based violence.*®

In late 2013, the Secretary-General launched the initiative “Human rights first”, with
the aim of ensuring that the UN system takes effective and swift action, as required by the
Charter and UN resolutions, to prevent or respond to large-scale violations of human rights or
international humanitarian law. As the United Nations works to implement this initiative,
including through its high-level advisory group, it must also ensure that gender analysis is
integrated into all areas of action and that the recommendations pay particular attention to
promoting and protecting the human rights of women. It is also important to understand the
gender dimension of the human rights violations that are being monitored in order to trigger a
system intervention.?°

The International Court of Justice

The International Court of Justice (ICJ)?! could not remain indifferent to the
successive crises which shook the Balkans. Applications were made in 1993 by Bosnia and
Herzegovina then six years later by Croatia, April 29, 1999, against the Federal Republic of
Yugoslavia. Yugoslavia lodged a complaint against ten member countries of the North
Atlantic Treaty Organization (NATO)?, which, following the failure of the Rambouillet
Agreement?®, decreed the initiation of air strikes on Yugoslav territory.

These proceedings have in common the fact that all three alleged violations of the
The Convention on the Prevention and Punishment of the Crime of Genocide of December 9,
1948%, positioning this hated crime at the very peak of the international judicial scene.
Taking into account the circumstances which were specific to each case, the three applications
also invoked various violations of international law relating to the principle of the prohibition
of the use of force, the principle of non-intervention, international humanitarian law,
international protection of human rights or international environmental law.

In the same manner the motion to institute proceedings filed by Bosnia and
Herzegovina, that of Yugoslavia included a request for the indication of provisional measures

16 Resolution 2171 (2014), United Nations document S/RES/2171 (United Nations Security Council, 21 August
2014), para. 18-19.

17 “Report of the Advisory Group of Experts for the 2015 Review of the United Nations Peacebuilding
Architecture (2015) ”, para. 46.

18 The “palava hut” represents an indigenous reconciliatory and non-adversarial process of justice and conflict
transformation used to resolve dispute relating to such issues as divorce, land, theft, and occasionally murder and
rape by many ethnic groupings in rural Liberia.

19 “From Conflict Resolution to Prevention: Connecting Peace Huts to the Police in Liberia”, UN Women, the
September 19, 2012, http://www.unwomen.org/en/news/ stories / 2012/9 / from-conflict-resolution-to-
preventionconnecting-peace-huts-to-the-police-in-liberia.

2 These efforts could be reinforced by the presence Women in the High Level “Human Rights First” Advisory
Group.

21 The international Court of Justice hereinafter “ICJ”.

22 The North Atlantic Treaty Organization hereinafter “NATO”.

23 The Rambouillet Agreement was a proposed peace agreement between the Federal Republic of Yugoslavia and
a delegation representing the Albanian majority population of Kosovo. It was drafted by NATO and named for
the Chateau de Rambouillet, where it was initially proposed in early 1999. The agreement is significant because
of the fact that Yugoslavia refused to accept it; thusly, NATO used the Yugoslavian refusal as justification to
start its intervention in the Kosovo War. Belgrade’s rejection was based on the argument that the agreement
contained provisions for Kosovo’s autonomy that went further than the Serbian and Yugoslav governments
deemed as reasonable.

24 The Convention on the Prevention and Punishment of the Crime of Genocide of December 9, 1948 hereinafter,
the Genocide Convention.
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invoking the urgency of the situation and the risk of escalations. Yugoslavia thus asked the
Court to indicate that each state challenged by it must “immediately cease to use the use of
force and (...) refrain from any act constituting a threat of recourse or a use of force against
the Federal Republic of Yugoslavia™Z.

Divided by the principle of the consent of the parties to establish its jurisdiction?, the
Court assessed the scope of this principle in the present case in order to decide that it did not
have prima facie jurisdiction in any of the proceedings. It could therefore not enforce orders
for provisional measures.

The argument was that of its lack of jurisdiction?” and the justiciability of the disputes
was in no way called into question: the disputes were political, but they were also legal and
were liable to be subject to judicial review.

In nuce, the limits to the intervention of the International Court of Justice is the
principle of the consent of the parties.

The requests for provisional measures were based on different credentials. If each of
the ten applications purported to base the jurisdiction of the Court on Article IX of the
Genocide Convention?®, Yugoslavia, having deposited a declaration of recognition of
jurisdiction on the basis of Article 36, paragraph 2 of the Statute of the Court on April 25,
1999, also attempted to take advantage of the declarations made in the application of this
article by Belgium, Canada, Spain, the Netherlands, Portugal and the United Kingdom. It also
invoked Avrticle 38, paragraph 5 of the Regulation?® in respect of Germany, the United States,
France and Italy. In addition, Yugoslavia invoked the Convention of Conciliation, Judicial
Settlement and Arbitration of March 25, 1930, concluded between Belgium and the Kingdom
of Yugoslavia, as well as the Treaty of Judicial Settlement, Arbitration and Conciliation, of
March 11, 1931, between the Netherlands and the Kingdom of Yugoslavia.

The Court did not order provisional measures, considering that it did not have prima
facie jurisdiction. For the court, the veil of the appearance of jurisdiction with which it had
draped certain previous cases was not sufficient in this case. It did not therefore find it useful
to deal with the other conditions relating to the decision to enforce or not orders for

2% Case relating to the lawfulness of the use of force (Yugoslavia v. Belgium), para. 15 of the Ordinance on the
request for provisional measures (hereinafter “the Ordinance”). For ease of reading, references to Court orders
will be taken from the decision in respect of Belgium, unless the problem addressed is specifically addressed
only against another part. All the orders and pleadings can be consulted on the C.1.J.’s website: www.icj-Cij.org
% Principle reaffirmed in the judgment of 30 June 1995 on East Timor (Portugal v. Australia), C.1.J. Rec. 1995,
p. 101, para. 26: “The Court will recall in this regard that one of the fundamental principles of its Statute is that it
cannot settle a dispute between States without the latter having consented to its jurisdiction (...)”

27 Consider paragraphs 45 and 46 of the order; para. 45: “Considering that the Court has concluded above that it
had prima facie jurisdiction to entertain the request of Yugoslavia neither on the basis of article 36, paragraph 2,
of the Statute, nor on that of article 1X of the Genocide Convention; and that it considered that it could not, at
this stage of the procedure, take into consideration the additional basis of jurisdiction invoked by Yugoslavia;
(...); para. 46: “Considering, however, that the conclusions reached by the Court in these proceedings in no way
prejudge the jurisdiction of the Court to hear the merits of the case, or any question relating to the admissibility
of the application or the merits itself, and that they leave intact the right of the Yugoslav Government and the
Belgian Government to assert their means in the matter.”

28 Article IX of the Genocide Convention reads as follows: “The differences between the Contracting Parties
relating to the interpretation, application or execution of this Convention, including those relating to the
responsibility of a State for genocide or any of the other acts listed in article Ill, will be submitted to the
International Court of Justice, at the request of a Party to the dispute”.

2 Article 38 (5) of the Regulation reads as follows: “When the applicant intends to base the jurisdiction of the
Court on consent not yet given or manifested by the State against which the request is made, the request is
transmitted to that State. However, it is not included in the general role of the Court and no procedural act is
carried out as long as the State against which the application is made has not accepted the jurisdiction of the
Court for the purposes of the case.”
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provisional measures, in particular having regard to the situation and its urgency. While
adopting this position, it nevertheless showed that it was sensitive to these aspects.

It did so, by noting its obiter dicta calling for the respect of the principles and norms
of international law.

The Court was thus able to face the predicament of many judges who wanted the
Court not to remain silent in the context of a dispute emphasizing important questions in
reference to the international legal system. Judge Higgins’ words are revealing in this respect:
“Finally it should not be thought that the Court, because it has had to address the question of
its prima facie jurisdiction in the case brought by the Federal Republic of Yugoslavia, is
indifferent to the great suffering in Kosovo and Yugoslavia. Indeed, the preambular
paragraphs of its Order show otherwise. (...)*°.

Using a vocabulary carefully chosen and attentively weighed to reflect the different
positions of the judges, the fundamental principles of international law relating to the
maintenance of international peace and security are set out, emphasizing the importance of
respecting the obligations of the Charter, as well as the rules of international humanitarian
law. It should also be noted that the wording of some of the obiter dicta is not very different
from that of measures ordered by the Court, in particular in Nicaragua v. United States®!: in
fact, the 1CJ had then asked the two parties, by way of provisional measures, not to aggravate
the dispute. This formula has been used since then in various other cases. In addition, the role
of the Security Council is discussed, albeit in the form of indicia, to remind it of its
responsibilities under Chapter V11 of the Charter.

If Yugoslavia has brought its disputes before the Court within the framework of the
Genocide Convention, it was undoubtedly primarily to benefit from an arbitration clause
which would establish the jurisdiction of the judicial organ. To do so, it argued that the air
strikes constituted violations of the Convention. The Court’s response was that of a brief and
final appeal to the definition of the crime of genocide, and to its prima facie non-application
to the cases before it. The Court retained eight cases on its role under the 1948 Convention;
however, it is very unlikely that the Court will diverge from its interpretation of the concept
when the cases come to the merits. Another trend is that of “securing” international relations
by means of strengthening the role of international actors. The impact of the Balkan war and
the conflict in Kosovo are also being felt in this area. We only have to see directions in the
European and pan-European spheres, whether it be the European Union or NATO.

The European Union

Crisis management operations and missions were indeed introduced into the Union
Treaty, as an EU competence, only by the Treaty of Amsterdam which offers a first definition
widely used, that however has some variants, to the Western European Union®? system. Thus
Article 17(2) proposed a first definition of the scope of the Petersberg missions® that the EU
is authorized to develop. These are 4 categories of external operations: humanitarian and
evacuation missions, conflict-prevention and peacekeeping missions, combat force missions
in crisis management, including peacekeeping, missions for post-combat stabilization and

30 Lawfulness of the use of force (Yugoslavia v. Belgium), separate opinion of Judge Higgins, para. 30.

31 Military and paramilitary activities in and against Nicaragua (Nicaragua v. United States of America) -
Provisional Measures, Order of May 10, 1984, ICJ Rec. 1984, pp. 169.

32 WEU was created by the Treaty on Economic, Social and Cultural Collaboration and Collective Self-Defense
signed at Brussels on 17 March 1948 (the Brussels Treaty), as amended by the Protocol signed at Paris on 23
October 1954, which modified and completed it.

33 These missions were set out in the Petersberg Declaration adopted at the Ministerial Council of the Western
European Union (WEU) in June 1992. On that occasion, the WEU member countries declared their readiness to
make available to the WEU, but also to NATO and the EU, military units from the whole spectrum of their
conventional armed forces.
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assistance. At that time, they were often described as Petersberg missions in reference to the
WEU missions and operations which this organization decided in 1992 to adopt in response to
the new context created by the fall of communism.

The Lisbon Treaty on the EU (TEU) has perfected the institutional framework aimed
at increasing the EUs’ responsiveness to situations outside European borders, raising the
effectiveness of the means available for promoting peace and security. Article 42(1) specifies
that the tasks that the Union develops in order to carry out within the framework of its
Common Security and Defence Policy (CSDP)**, namely peacekeeping, conflict prevention
and strengthening international security, in accordance with the principles of the UN Charter,
are missions the shall be undertaken using capabilities provided by the Member States. It
further states that the CSDP shall include the progressive framing of a common Union
defence policy. Pursuant to articles 42(5) and 44, the treaty provides that the Council can
entrust the accomplishment of a mission to a group of states if they so desire and have the
necessary capacities; in this particular case, it is these States which, in association with the
High Representative, agree among themselves on the management of the mission and
regularly inform the Council of its completion.

The promotion of human rights and the European Golden Standard in Human rights
constitutes the highest threshold in crises management in the European context. To better
understand the role that the European Court of Human Rights when called upon to play a role
in crisis assessment and management, it is useful to take a step back and take a broader look at
the concept of crisis and the place it occupies in contemporary societies.

The judgments of the European Court of Human Rights which deal with the concept
of crisis and risk management number in the hundreds.*® It is therefore not possible to paint a
precise and detailed portrait of how the concept is treated by this abundant case law. The
subjects concerned are also very numerous, even if it appears that the issues related to Articles
2, 3 and 8 are predominant®. In the following lines, we will focus on the issues most
commonly addressed by the Court, with the ambition to modestly outline some trends that
emerge from a first examination of the mass of decisions available.

In the field of the European Convention on Human Rights, one could start from the
idea that any situation which entails a violation of a right necessarily corresponds to serious
prejudice. In numerous cases relating to Article 2 for example, the Court did not ask whether,
before the death occurred, there was a crisis situation in which the violation of the right to life
occurred; the Court limited itself to analyzing, prima facie, whether there was a serious crisis
that could result in death and whether the state responded appropriately to try to prevent such
situation. In other words, the assessment of gravity cannot directly concern the question of the
violation of the Convention, which will only be decided after the judgment of the Court.

We have to mention the ECHR in the context of the Copenhagen requirements, that all
states are members of the Convention and that it has infused the normative system Europe,
promoting democracy through human rights.

Thanks to the Copenhagen criteria, we could shape the reforms of the EU states and
thus the political, economic and social reconstruction of the candidate countries. Thus the EU
imposes on its candidates, formerly subjected to a totalitarian regime, high democratic
standards: promotion of gender equality, recognition of minorities, end of the death penalty,

34 The Common Defense and Security Policy hereinafter “CDSP”.

3 As far as we can consider that this is a relevant quantitative index, we note that on March 31, 2019, the
introduction of the word “risk” and “crisis” in the search engine “Hudoc” of the European Court of Human
Rights showed over 3,000 results among the substantive judgments delivered by a chamber or the Grand
Chamber of the Court.

% In this sense, see L. Seminara, “Risk Regulation and the European Convention on Human Rights”, European
Journal of Risk Regulation, 2016, pp. 733-734.
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end of torture, recognition of international institutions and respect for the environment.
Turkey, through its judicial reforms and the recognition of the Kurdish community, was a
model of goodwill for integration; Likewise, Croatia, finally joining the EU, has agreed to
cooperate with the International Tribunal to turn the page on the Balkan war following the
dismantling of Yugoslavia. The EU’s “soft power” instruments, embodied by the Copenhagen
criteria, can boast of having exported its democratic model, a dynamic of solid development
and, above all, peace on a continent so often torn apart. The EU has received the Nobel Peace
Prize in 2012 for all of its actions in favor of “peace and reconciliation, democracy and human
rights in Europe.” Thus, the enlargement policy conditioned by the Copenhagen criteria was
the most effective foreign policy of the Union.

However, it should be noted that this “soft power” instrument necessarily remains
limited to the candidate countries for the EU, those which are ready to comply with this
exercise in convergence. As soon as the number of candidate countries is reduced (either
because they have been already integrated or because the attractiveness of the EU is
decreasing for certain states) the strength of the Copenhagen criteria disappears.

The progressive development of human rights is intrinsically linked to the desire to
create an environment based on the values of representative democracy, perhaps the greatest
legacy Europe has brought humanity.

To conclude our scientific enquiry, we must highlight that institutionalism, as the
palimpsest that has stored, filtered and rendered the knowledge to effectively promote peace
and security is one of the main guarantees of employing crisis management as a continuous
process.

Crisis management is not a concept liked solely to security or international relations,
but to organizational theory as well, and the approach must be employed by all institutions
alike, whether public of private.

The institutionalist and neo-institutionalist literature has written extensively on the
integrationist effects of international organizations and how the moral authority enjoyed by
such institutions has the effect of infusing the international milleu with the necessary tools for
the promotion of peace and security in a comprehensive approach. The crisis management
continuum must be understood as a sum of actions directed at the maintenance of stable peace
and the promotion of the highest standards in human rights. The activity of all international
actors, especially international organizations and jurisdictions, acts as a permanent guardian
and protector, collecting lessons and evening out discrepancies when necessary. Peace and
stability are maintained in equilibrium only through crisis management.

We would like to strenuously point out that the importance of the Organization for
Security and Cooperation in Europe was not overlooked, it was purposely and surgically
excised in view of a further and elaborate future study to be conducted by the authors.
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Abstract: In the global context of the process of increasing gender equality, international relations are adapting
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Introduction

International relations, until now, had been taking the experiences of men and women
about the state for granted, disregarding that the experiences are varying according to each
gender, inside and outside the border of the state. The states being in a continuous change, the
process of globalisation and fragmentation are weakening the state from above and beyond,
thus, states, sovereignty and international relations require an adaptive thinking in order to
respect the global dynamics and gender relations seriously.

Gender differentiation, among with ethnicity, exceeds other socially defined attributes
such as class and nationality, because of their quality of being beyond our capability to
manipulate or change them. Therefore, being a woman is a permanent determinant in
conducting relationships in societies that most of them continue to be patriarchal.

Whether we discuss about contemporary situations or history, women’s status in the
society represent an active and still developing bias. They represent that part of the society
that is seen as being prised but defenceless, valued but abused, crucial yet overlooked. The
role that women had in society, their part in the changing of events, had been often neglected
throughout the history in the textbooks and stories that are commonly known. Their
contribution in the international events is often unnoticed in comparison to the ones of men, in
what was described as being "a man’s world”. Because of the unnequal access to power and
favorable circumstances, women tended to engage in strategies that were adressing the
distribution of positions in the hierarchical structure of power. !

A conflict in the international arena is ”a dynamic phenomenon structured on phases
or succesive stages, identifiable according to its evolution; the gradual phasing out of the
conflict is clearly linked to the feedback of stakeholders involved in awareness, perception,
and interpretation of favouring, enhancers factors.”?. The dynamic of the conflict can also be
presented in the form of a house: the house per se represents just a part of the problem, while

! Abedin, S. M. , ”Women in search of equality, development and peace: a critical analysis of the platform for
action, fourth world conference on women, and the Islamic perspective”, Journal of Muslim Minority Affairs,
volume 16, 1996, pp. 73-98

2 Toma Plesanu, Dorin-Valeriu Badulescu, ,,A new approach to the life cycle of the conflict”, “Proceedings/ The
14" International Scientific Conference “Strategies XXI”/Strategic changes in security and international
relations”, Volume 2, “Carol I” National Defence University Publishing House, 2019, pp. 26-32
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its foundation structure represents the part of the conflict that is not visible. The house
concludes the general data of the conflict, the observable attitude, the evidence, while the
foundation that is hidden from the eye, in the underground, represents the motives of the
parties involved, the tension that led to its eruption, the feelings gathered through time. But
how can women find their place in the construction or the destruction of the conflict house?

Paving the road to equality, by women for women

The main points of interest in the study of international relations are states and
sovereignty. In trying to understand the way that we, as a population, organise politically,
states continue to monopolise our defying term, therefore this is the reason that people
identify themselves as being American, Chinese or Russian. Some of the critiques believe that
the state, along with citizenship, could be considered gendered. The question asked is
according to what the “body politic” becomes associated with male bodies, and the reason
why women are finding it so hard to become a full citizen of their state. One of the
explanations of this is the fact that the state lays its high politics mostly in its military and
security concerns, which are fully associated with men, and in its foreign policy.?

Having this in mind, is more notable that, since the classical democracy in Ancient
Greece, women did not have a chance to actively participate in the development of the polis?,
as they were not considered to be a citizen of it. In order to be a citizen and have a role in the
direct participation of the polis, you needed to be, firstly, a man. Therefore, since the
beginning of the early democracies women were assumed the roles of witnesses, not being
able to have a say in the decision-making groups.

During the Roman Empire, women were enjoying considerable social flexibility due to
the Etruscan and Hellenistic ideas. Due to the Private Law?®, they were able to gradually
achieve independence at a larger extent than the women from Ancient Greece, but they where
still excluded from all the participation in public affairs, whether as voters, senators or
magistrates. The only exceptions were priesthoods, where they could be accepted as Vestal
Virgins. Therefore, their citizen status was still denied, their participation in politics and
public affairs not accepted. The answer about their general involvement in the public life is
only through men, by counselling (when their opinion was required), cajolement,
manipulation or, sometimes, manipulation.

Their activity remained behind the scenes, as it is also portrayed by Even Tanaquil, the
prototype of woman of character and determination who leaves a lasting mark on the political
field. Even Tanaquil was from a powerful Etruscan family in Tarquinii, Etruria. The only
thing that she was able to do was to make her husband, the son of an immigrant, who could
not be able to gain power in Tarquinii, the Etruscan king of Rome, and Servius Tullius, her
protége, his successor. Even with this degree of intervention in politics, an intervention which
would not had happened if she was able to become a queen herself, people criticized it.®

In the early modern Europe, political histories are characterized by being focused on
generations of men: one king follows another in succesion, from fathers to sons and
grandsons, brothers and nephews. England is one example of this practice, with over 200
years of patriarchal power structures, from Edward 11l to Henry VIII and Edward VI. After

3 Jan Jindy Pettman, ”"Worlding Women: A feminist international politics”, Routlege, 1996, pp. 12-20.

4 Transliteration of the Greek word for “city-state”. In Plato and especially Aristotle, polis has the normative
connotation of the best form of social organization. —Oxford/ Concise Dictionary of Politics and International
Relations”.

5 Rafael Domingo, ICS Professor of Law, University of Navarra - “Roman Law: Basic Legal Concepts and
Values”, SSRN Electronic Journal, January 2017, pp. 7-12.

6 Richard A. Bauman, “Women and Politics in Ancient Rome”, Routlege, 2003, pp. 1-12.

43



the death of Edward VI, something interrupts the usual development when he is succeeded at
the throne by his sister, Mary.

The idea of a women on the throne of England was terrifying to many, John Knox, the
Protestant reformer, being among them. In his writing, “The First Blast of the Trumpet
against the Monstrous Regiment of Women”, he states that “to promote a woman to bear
rule, superiority, dominion, or empire above any realm, nation, or city is repugnant to
nature,” an "insult to God, and a “subversion” of order, equity, and justice, and since he
concluded that rule by women is the “most detestable and damnable” of all the “enormities”
faced by men”."

John Knox’s argument is constructed as if women had never had a position of power,
had never ruled as queens before since biblical times. The plans of the international “house”
was in the hands of a woman: establishing the allies, establishing the foreign policy and
controlling the institutions of the nation. History was, until then, the result of a long list of
men, each of them leaving their legacy behind, for people who were already being used to
appreciate, understand and commemorate them. The population was not prepared nor ready to
accept immediately the idea of a queen, therefore, serving and recognising her achievements
were often left behind or not taken into account.

This dormant state in which women were founding themselves, as being witnesses to
history making, started to slowly shift at one point in history that marked an unique event up
to that moment: First World War, or, as it was called then, the Great War. The war was met
then with a surprisingly enthusiasm due to the raise of nationalism in the decades before.
Many young people were inflicted with feeling of greatness towards their countries and men
were encouraged to train in militaristic programmes in order to combine their nationalist
feelings with the army. Therefore, when the war began, men left everything behind - their
jobs and families to fulfil the biggest duty of them all: to defend the country. But what were
women left to do? History was again in the hands of men, being in the front line and
acknowledging the turn of the events.®

The Great War brought to light the ambivalent characteristics of a women: the ability
to encourage, to sustain the morale, to empower men to fight the war, but also the adaptability
and ambition to take the matter into their hands in the absence of them, to keep the things
running at the home front. The governments took advantage of the situation and used it to
work its best interests.

Even though feminine characteristics are not universally identical, there are some traits
that are considered to be generally available, and propaganda during war knew exactly how to
use them in order to extract the results needed. For example, posters used in Britain portrayed
a picture of three persons, two women and one child, who seem to be part of the same family,
as they are standing in front of the window, gazing at a marching troop of soldiers going to
war. The slogan of the poster is: “Women of Britain say- “Go!”. In this case, the women, as
the ones who are now in charge to take care of the family (as they are portrayed in the poster,
with the little child seeking security behind them), were seen as the most important subjects
who could encourage the potential recruits to enlist. The slogan suggested that the men had
their full support, in order to have their protection assured and that their role was to stay
behind.

On the other hand, the raise of enthusiasm towards nationalism did not affect only
men: women were prepared to do their part in the on-going conflict. Even if they did not have
acces to manage the visible part of the conflict, their activity opperated on a more subtle level,

" Sharon L. Jansen, “Debating Women, Politics, and Power in Early Modern Europe”, Palgrave Macmillan,
2008, pp. 11-33.

8 Kathryn J. Atwood, “Women heroes of World War 1.16 Remarkable resisters, soldiers, spies and medics”,
Chicago Review Press, 2014, 12-23.
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governments beginning to encourage women to begin public activities in the occupations left
vacant by the shortage of men. Volunteer positions in the medical services were taken by
women who could afford working without being paid and those who were depended on a
source of income would choose to work in munitions factories (usually getting more income
than elsewhere), making not only ammunition and weapons but also gear for war that, until
then, was not mass-produced, such as binoculars.

Women started to see the opportunities that they would get out of stepping from their
home and having a work place. Because they were not considered yet full citizens, without
having the right to vote, they realized that their involvement could help them prove that they
were worthy of possesing a full citizenship. But, after the end of the war, women soon
realised that they were not having any notion of how could they control the extent of their
services. In fact, in the period before the end of the war, the idea that working mothers might
affect the psychology of their children placed in daycare started to be implemented. In this
way, women could understand the message that their role, already in the shadow, in the run of
the events is just temporar and that the pre-war family structure needs to take its place back,
once the war is over.

After the Great War, in the wake of the disscusion about equal gender rights, many
women started to feel that their role in the society could evolve. An example of women
starting to be accepted in meddling in conflict mediation after the Great War is Queen Marie
of Romania. Because of the differences of opinion between the Romanian Prime Minister of
that time, lon I.C. Bratianu and the French Prime Minister Georges Clemenceau, the romanian
delegation had to leave, Queen Marie was sent to the Paris Peace Conference instead, hoping
to solve the situation. Using her diplomatic intelligence, she conducted the negotiations
herself, without the help of the ministers that were accompanying her. When leaving Paris,
she managed to obtain for her country supplies and, later that year, Greater Romania gained
recognition, therefore its territory doubled and population increased. ° Queen Marie was given
the chance to act upon not only the visible part of the situation, but also to the hidden one,
firstly knowing how to communicate with Georges Clemenceau in order to change its
perception about the romanian delegation and secondly using her charismatic qualities to
attract the people’s support.

During the Second World War, a women’s phenomenon was happening in the world.
After the inter-war period of countries acknowledging women’s right to vote, it was their time
to take an active part in the conflict and pursue their national duties, being equal to men.
Women served in many countries taking part in the war, of which are listed: 225,000 in the
British army, 450,000 to 500,000 in the United States’ army, 500,000 in German army and
about a million in the Soviet army.’® The American women formed the Women’s Army
Corps, the members being the first women that had another occupation than being a nurse
who served in the army during war.

Because of the opportunity to offer their contribution, women took part in all the
military specialties, even those considered to be the most “masculine” ones. Many nations
were still not ready to get accustomed to the idea of a woman in uniform. A lot of linguistic
problems also occurred, because there was no feminine gender for the words describing
different war positions, because until then, there were no women to do that work, such as:
“machine gunner” or “tank driver”. Nonetheless, the need for working hands was increasing,

o https://www.romaniaregala.ro/jurnal/regina-maria-incepea-acum-99-de-ani-legendara-sa-vizita-in-franta/
accessed on 5.03.2020

10 Svetlana Alexievich, “The unwomanly face of war/An oral history of women in World War 117, Random
House New York, 2017, p. 7.
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therefore the political and military leaders realized that women could supply the in the
military and industrial sectors. 1!

Conclusion

A century apart since women gained the right to vote, they became more and more
active in electoral or party politics and social movements, campaigning for education reforms,
public health and child welfare. The need of women to actively participate in the public
affairs, not just for a representative polity but also for the qualities that they bring to the
diplomatic community was acknowledged and required.

The United Nations’ Development Programme (UNDP), within the United Nations
system, focused their 2030 Agenda for Sustainable Development on gender equality. The
Gender Equality Strategy 2018-2021 was adopted by UNDP, which “commits the
organization to intensify its efforts to mainstream gender equality across all of its areas of
work”.*2 This strategy addresses the removal of structural barriers that constrained the
empowering of women’s economic growth and promoted women in the decision-making
positions.

The share of women in decision-making positions raised considerably, from women
being in the position of the leader of the United States’ diplomacy (Madeleine Albright) to
women being in the position of being the Prime Minister of England (Margaret Thatcher).
Even if in 2019, in the European parliaments of the EU member countries, women accounted
for 31% of its members?3, the challenges that they have to face are bigger than those that
occur to men, due to the still existing stereotypes, biases and lack of support for women to
pursue careers. According to the Global Gender Cap Report 2020, it will take almost a
century from now for women to become truly equal to men in Europe, although the European
Union, among its history, was the biggest advocate for women’s rights.

Gender equality represents, in the end, a fundamental human right. The process of
women regaining their power should be one from which both genders should thrive upon,
because it helps the society to develop not only socially, by respecting and supporting women
in their activities, which leads to healthier families, but also economically, due to the increase
of jobs and therefore money income. Women have the right to design not only their lives, but
also help in designing the international arena, enhancing diplomacy with their intuition,
sensibility and courage.
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Abstract: Africa where? It is a question whose answer can be extracted from the current components of the
continent's life. At present, Africa has a population of over two hundred million people, with the possibility of
doubling it by 2050. The demographic increase is supported by the youth of its inhabitants with an average age
of just over 17 years. The increase of the average life span from 35-37 years to 43-46 years is the premise of a
dynamic development as more and more countries emerge under the overwhelming burden of dictatorships,
secret police and tribal paternalism. It is imperative that the European Union remain strong and supportive,
even after the departure of the United Kingdom, share a common vision and, above all, act together. Based on
these considerations, the new European Union Global Strategy for the Foreign Policy and Security was
formulated, being focused on five major priorities: Union security, the resilience of states and societies in the
east and south of the Union, an integrated approach to conflicts, regional order based on cooperation and
global governance for the 21st century. Starting from these considerations, a number of questions have arisen:
“Where is Africa in the whole global geopolitical game?” “How important is the control of this continent for the
preservation or change of the world order?” In all its diversity, Africa is increasingly present on the
international stage, being more confident, more dynamic and more optimistic than it has ever been. In the last
two decades, Africa has shown impressive economic progress, with positive changes in several countries. An
increasing number of African regional governments and organizations are taking the lead in addressing
security, policy and poverty reduction challenges within and beyond their borders and playing a more active
role in promoting good governance and the rule of law.

Keywords: diversity, conflicts, reorientations, employment, operations, missions.

1. Africa in the current context of the evolution of the security situation

The mix of European cultures is a daily challenge that represents the main strength:
diversity is what gives power to the Union. In recent times, the existence of the European
Union is increasingly being questioned, and the situation, in general, has become more
unstable and uncertain. The last years have represented a difficult period which has been
deepened by the desire of the citizens of Great Britain to leave the European Union, a desire
expressed during the referendum of 2016. The experts in the field appreciated that Brexit
aftermath may have a domino effect over other countries and it must be admitted that the
British vote has put Europe at serious trial.

Although African leaders feared the collapse of communism in European countries
and that this would lead to a decreasing interest in the development of their countries, the
evolution of events and directions of collaboration with the outside world have expanded and
new goals and reorientations have emerged. The result of these reorientations made the
European Union the main partner of Africa. Africa was regarded by geopolitics as Freidrich
Ratzel, Rudolf Kjellen or Nicholas Spykman, as a mysterious territory, placed outside
significant planetary events, being treated arbitrarily and unfairly as the outer edge of the
periphery of human society.
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We live in a difficult world, which is increasingly contested, ever more connected, but
also more complex, taking into account our common interests, principles and priorities. The
European Union is primarily based on the values engaged in the Treaties and must make the
most of its strengths and historical achievements, but the most important thing at present is
that the member countries remain united in maintaining a truly strong Union, which will play
its role of global actor in the world. However, this difficult period can be an extraordinary
opportunity. Global economic growth, mobility and technological advancement, together with
deepening partnerships, allow us to thrive and offer the possibility of more and more people
to escape poverty and live a better and freer life. There is hope that the European Union will
continue to exist, promote peace and guarantee the security of its territory and its citizens.
Internal and external security are increasingly interdependent: peace at home depends on
peace across borders, and this implies the achievement of the objectives of the new Security
Strategy. This is why the European Union has chosen to “extend the shield of protection” so
far to defend its territory.

Also, a united and prosperous European Union depends on an open international
economic system and sustainable access to global common goods. “Technological
developments, the ability of digital communication to unite remote geographical areas, but
with common or close interests, the increasing demand for raw materials useful to the new
computer industries, rare in the world and abundant in Africa, have made this continent a
proximity territory also due to more and more diverse relationships”.?

2. Operations and missions of the European Union in the Northern and Eastern
parts of Africa — developing the story

The European Union, through its foreign, security and defence policy can act globally
as an entity. Through this policy, the member states can face the challenges that they cannot
solve on their own, thus contributing to the security and prosperity of European citizens. “The
policy is implemented by the head of the EU's foreign affairs, the High Representative of the
Union for Foreign Affairs and Security Policy (who is also Vice-President of the Commission)
and by the European External Action Service, the EU's diplomatic service.”

The European Union will continue to promote a global order based on rules, whose
fundamental principle will be multilateralism and the United Nations. There is a major
interest in promoting agreed rules to provide global public goods and to contribute to a
peaceful and sustainable world. “At present, the European Union is fully committed to
developing a global profile in the international security architecture, benefiting from a
strategic vision, integrated within its own Security Strategy, as well as the tools needed to
assume an operational role in the field of crisis management.”3

Overall, the Common Security and Defence Policy has become an important tool
within the European Union's external action mechanism, and its operations are the most
visible manifestations of EU activity in fragile states. However, in recent years, a number of
challenges have emerged that show the limits of what the European Union and its Member
States are capable and willing to do for a safer world.

The effectiveness and impact of CSDP operations require a strategic objective and
coherence between the different components of the European Union's External Action. A joint
communication by the European Commission and the HR/VP on the “global approach to
external conflicts and external crises” defined the global approach as an ambition to make the
European Union's external action more coherent, efficient and strategic by “capitalizing on

1 Nicolae Melinescu, Vecina mea, Africa, Editura Cetatea de Scaun, Targoviste, 2018, p. 8.

2 https://publications.europa.eu/ro/publication-detail/-/publication/ accessed 11.03.2020.

3 Politica Europeand de securitate si apdrare/Departamentul pentru integrare euroatlanticd si politica de
aparare/scurt istoric.
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the entire range of tools and resources.” In practice, the component of the Common Security
and Defence Policy is in fact a comprehensive approach that involves increased coordination
within a PSAC operation, as well as between a PSAC operation and other EU actors, such as
Member States, the European Union delegation and the European Commission on the site.

In the case of the military operations, civil-military interaction is a key element.
However, the comprehensive approach is more an orientation or a process than an end goal
itself. Political, cultural, administrative and even personality-related obstacles are likely to act
as inherent constraints on its full implementation.

Lately, progress has been visible in different areas, and the European Union's policy in
the field of Common Security and Defence Policy (PSAC) has begun to be much better
integrated since 2016. Recent developments, such as increased Commission staff participation
in planning and the working groups related to the CSDP, the socialization process between
the military and civilian personnel within the European External Action Service (EEAS), the
mutual recognition of the links between security and development and the development of
regional strategies have contributed, to some extent, to the formation of a culture of
coordination that cannot be compared with those that existed many years ago, when the first
operations were set up under the aegis of the Foreign Security and Defence Policy (FSDP).

In the process of establishing a PSAC mission, a number of institutions are employed:
“The operations and missions of the PSAC are formally created by the Council of Ministers of
the European Union or the Council of the European Union, usually within the Council of
Foreign Affairs, which decides unanimously (with the exception of Denmark which has the
option to renounce on different issues that will be debated and which have implications in the
field of defence). The Council of the European Union defines and implements the EU's foreign
and security policy on the basis of guidelines set by the European Council. It also includes
EU humanitarian and development aid, defence and trade. The Council, together with the
High Representative of the Union for Foreign Affairs and Security Policy, ensures the unity,
coherence and effectiveness of the EU's external action.

The Council of the European Union draws up annually, based on the conclusions of
the European Council, guidelines and recommendations for the Member States on EU foreign
and security policy”.®

The creation and development of a CSDP action is the result of a well-defined process,
which combines a political assessment of the situation, different planning stages and decision-
making procedures. This process is the responsibility of the Council of the European Union
and the High Representative and is carried out in accordance with the crisis management
procedures, which were revised in 2013. Although the specific procedures are similar for both
military operations and civilian missions, there are some variations regarding certain aspects.
To trigger a CSDP operation, an immediate response to any type of problem should not be
considered, but only as a possible option, along with other political alternatives, such as,
among others, diplomatic or humanitarian action, restrictive measures (sanctions) or non-
participation.

In ideal circumstances, in the first phase, the European Union assesses whether the
CSDP route is the most appropriate to intervene in a given situation. This exercise/phase can
be carried out through a process called “Political framework for addressing crises by the
EEAS - European External Action Service, but it is not a prerequisite for triggering a CSDP
action”.®

4 https://europa.eu/globalstrategy/sites/globalstrategy/files/eugs_ro_version accessed 11.03.2020.

> The EU and the world: Players and policies post-Lisbon, a Handbook Edited by Antonoi Missiroli, European
Union Handbook, format pdf, p. 52.

® Ibidem, pp. 52-53.
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The Council of the European Union, together with the High Representative of the
Union for Foreign Affairs and Security Policy, ensures the unity, coherence and effectiveness
of the EU's external action. “If the Council of the European Union decides that a CSDP
operation is the way forward, certain military and civilian entities of the European External
Action Service (EEAS) will plan the operation / mission under the authority of the Political
and Security Committee (PSC). Planning defines the objectives, mode of operation and assets
required for a CSDP operation. The planning process takes place at two different levels,
strategically and operationally. At the strategic level, the main planning document is the
Crisis Management Concept, which analyses and proposes different political and strategic
options of the PSAC, before the creation of the operation. It is produced by the Crisis
Management and Planning Directorate (CMPD) of the European External Action Service, in
consultation with the military personnel of the European Union (EUMS) in the case of
military operations and with the Civilian Planning and Management Capacity (CPCC).
Conduct Capability) for civilian missions”.’

The concept of Crisis Management is presented by the High Representative for
Foreign Affairs and Security Policy to the PSC (Political and Security Committee) and then to
the Council, which can approve it and, therefore, formally establish an operation. At this
stage, the Council will appoint an operation commander (or the head of the mission for
civilian missions - HoM) who will lead the operational phase of mission planning - which
involves the elaboration of the Operations Concept - CONOPS - and the Operational Plan -
OPLAN. The commander of the operation/Head of Mission leads the process of generating
the forces and aims for the Member States to obtain the necessary capabilities to carry out the
operation.

At the operational level, planning is carried out differently in the military versus the
civilian field. In the military field and in the case of “major” operations, planning is carried
out by two possible mechanisms. The first mechanism is the European Union's option to use
NATO capabilities, in accordance with the agreement “EU-NATO Berlin Plus 2003”.8 From
this point of view, we would like to point out that only Operation Althea in Bosnia
corresponds to this option. The second option is to use one of the national headquarters
(France, Germany, Greece and Italy) for autonomous operations of the European Union. Due
to Brexit, the UK headquarters will no longer be considered. A third option, which has not yet
been implemented, is based on the European Union Operations Centre. Smaller non-executive
military operations (capacity building and training operations) are commanded/controlled
from the theatre and have an element of support in Brussels, without the need to activate an
operational headquarters.

In the civil field, missions are planned by the Crisis Management and Planning
Directorates - and then by the CPCC (Civilian Planning and Conduct Capability) - which also
leads the Civil Planning and Conduct Capability missions. The CPCC director is the head of
all civil missions, but each civil mission has a Head of Mission - Head of Mission®.

The reporting system of civilian missions compared to military operations is slightly
different. In military operations, the operation commander reports directly to the European
Union Military Committee (EUMC) at regular intervals and may be invited to EUMC and / or
Peace and Security Council - PSC meetings, as appropriate. Instead, in civilian missions, the
head of all civilian missions (CPCC director - Civilian Planning and Conduct Capability)

" The EU and the world: Players and policies post-Lisbon, a Handbook Edited by Antonoi Missiroli, European
Union Handbook, format pdf, p. 52.

8 http://www.europarl.europa.eu/meetdocs/2004_2009/documents/dv/berlinplus_/berlinplus_en.pdf accessed
15.04.2019 - The Berlin Plus Agreement is a short title for a comprehensive package of NATO-EU agreements,
based on the conclusions of the Washington NATO Summit.

® Ibidem.

51


http://www.europarl.europa.eu/meetdocs/2004_2009/documents/dv/berlinplus_/berlinplus_en.pdf

reports through the High Representative for Foreign Affairs and Security Policy to the
Council, as well as to the PSC.

In the context of the general process of consolidating the Common Security and
Defence Policy, the European Union continues to refine its concepts and approaches to
different areas of interest, adopting, in line with the Comprehensive Approach on External
Conflicts and Crises, a series of Regional Strategies. - EU Strategy for the Sahel, Horn of
Africa, or the Gulf of Guinea. The Comprehensive Approach aims to make EU action more
consistent, more effective, using a strategic approach at the external level. The comprehensive
approach involves more than involving in external theatres with civilian missions and military
operations, aiming at early engagement in the planning process of an intervention of all the
actors that can have added value and facilitating overcoming the crisis (EU Member States,
specialized working groups) of the EU Council, EU Delegations from third countries, special
EU representatives, diplomatic, civil, military, development assistance and humanitarian
actors).

Civilian missions of the European Union in Africa: (EUBAM Libya) - European
Union Border Assistance Mission in Libya; (EUCAP Sahel Mali) - European Union Mission
in Mali; (EUCAP Sahel Niger) - European Union Mission in Niger; (EUCAP Somalia) -
European Union Capacity Building Mission in Somalia. European Union military operations
in Africa: EUNAVFOR MED Operation SOPHIA; EUTM RCA — European Union Training
Mission in RCA; EUTM Somalia - European Union Training Mission in Somalia; EUTM-
Mali — European Union Training Mission in Mali; EU NAVFOR Somalia — Operation
Atalanta.

The decision of the European Union to plan, conduct and subsequently develop
civilian missions or current operations is taken by the EU Member States in the Foreign
Affairs Council (FAC). “Military operations can start after the four planning stages, given
that their commanders, military personnel (EUMS), Military Committee (CMUE), Political
and Security Committee (CPS) and the Council of the European Union have different roles.
The planning stages are: I: Political framework for crisis approach (PFCA) I1: The concept
of crisis management (CMC) IIl: Military Strategic Options (MCO, except in CMC) and
Military Initiation Directive (IMD) IV: The concept of operations (CONOPS), the Operations
Plan (OPLAN) and the Employment Rules (ROE) "*°.

The cooperation between Africa and the European Union has developed and
diversified rapidly. Both, the African Union and the European Union have developed
strategies to support and guide each other's cooperation.

The cooperation with the European Union has helped the African Union to have a new
and integrated vision, a prosperous and pacifist Africa, led by its own citizens and
representing a dynamic force on the global arena.

In order to highlight this topic of the “European Union operational engagement in
North and East Africa”, it can be stated that the international security environment is
positively influenced by the processes of European and Euro-Atlantic integration, in fact by
the enlargement of the community of the sharing states and promotes the values of democracy
and the market economy, in the context of deepening regional cooperation.

In a rapidly changing global security environment, Africa is facing profound economic
and political-social changes, and its importance for the internal and external dimensions of
Europe's security and prosperity is becoming increasingly evident. Europe and Africa have
much to gain from closer political and economic ties, but also much to lose if relations based
on close cooperation, stronger, deeper and more action-oriented strategic partnerships are not
continued. There are a number of concrete priorities and initiatives for the period 2018-2020

10 The EU and the world: Players and policies post-Lisbon a handbook Edited by Antonio Missiroli, European
Union handbook, format pdf, p. 54.
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and beyond, which are to be coordinated and strengthened together with EU Member States
and refined together with African partners in response to Africa's 2063 Agenda! and in line
with The overall strategy for the European Union's foreign and security policy.

ONo O

BIBLIOGRAPHY
Nicolae MELINESCU, My Neighbour, Africa, Cetatea de Scaun Publishing
House, Targoviste, 2018;
European Security and Defence Policy/Department for Euro-Atlantic Integration
and Defence Policy / Short History;
The EU and the world: Players and policemen post-Lisbon a handbook Edited by
Antonio Missiroli, European Union handbook, pdf format;
The EU and the world: players and police post-Lisbon a handbook Edited by
Antonio Missiroli, European Union Handbook, pdf format;
African Union, Agenda 2063, 2015, https://au.int/agenda2063
https://publications.europa.eu/ro/publication-detail/-/publication/
https://europa.eu/globalstrategy/sites/globalstrategy/files/eugs_ro_version
http://www.europarl.europa.eu/meetdocs/2004 _2009/documents/dv/berlinplus_/be
rlinplus_en.pdf

11 #%% Unjunea Africand, Agenda 2063, 2015, https://au.int/agenda2063 accessed 11.10.2018.

53


https://au.int/agenda2063
https://publications.europa.eu/ro/publication-detail/-/publication/
https://europa.eu/globalstrategy/sites/globalstrategy/files/eugs_ro_version
https://www.au.int/web/sites/default/files/pages/3657-file-agenda2063_popular_version_en.pdf

THE NEED FOR THE DEVELOPMENT OF THE NEWEST EUROPEAN
GLOBAL STRATEGY FOR FOREIGN POLICY
AND SECURITY

Marian lulian COJOCARU
Ph.D. Student, "Carol I" National Defence University
iulicojocaru@yahoo.com

Dumitru Catalin BURSUC
Navy Captain, Professor, Ph.D., National Defence University "CAROL I"
catalin258@yahoo.com

Abstract: Drawing up a new European Union Global Security Strategy started from the premise that the
European Union is confronted more and more frequently with a series of major crises, occurring in the interior,
but also outside the border area. Given the persistence of a fragile security environment, the High
Representative of the European Union for Foreign Affairs and Security Policy and Vice-President of the
European Commission, Federica Mogherini, was mandated by the European Council in June 2015 to develop a
new European Union Global Security Strategy for foreign policy and security intended to enhance of European,
regional and global security. The new European Union Global Security Strategy developed the ambition of a
European Union autonomy, and this was so necessary for the promotion of the common interests of the citizens
of the Union, of the European principles and values. In the vision of the High Representative of the European
Union for Foreign Affairs and Security Policy, in this period marked by intense and especially continuous
challenges, a strong Union must think strategically, share a common vision and, above all, act jointly.

The European Union must continue to play a major role as a global security provider, as well. This is the
objective of the new European Union Global Strategy for foreign policy and security.

Keywords: defence, crises, global, borders, instability, security.

1. Security — the main EU strategic concern

“We need a stronger Europe. Our citizens deserve this, the whole world is waiting
for it

Through the new Global Strategy for Foreign Policy and Security, the European
Union has sought to strengthen its existing partnerships, but in particular to deepen its
transatlantic connection. At the same time, the new Strategy wanted to develop new
connections with the big global players and to make efficient and lasting investments, both at
local and regional levels in order to increase the cooperation between the regions.

“Our interests and values go hand in hand. We are interested in promoting our values
in the world. At the same time, our core values are an integral part of our interests. Peace
and security, prosperity, democracy and a global order based on norms are the vital interests
that underline our external action™?, stressed Federica Mogherini. The aim of the reformed
global governance was to meet the new challenges of this century. The new Global Strategy
for foreign policy and security relies on practical and principled collaboration in which all
responsibilities are shared, and the contribution comes from all members of the Union. It has
always been considered that the weaknesses of our neighbours and partners are own
weaknesses.

1 Secretariatul General al Consiliului Uniunii Europene, O strategie globald pentru politica externd si de
securitate a Uniunii Europene — format pdf, p.5.

2 Secretariatul General al Consiliului Uniunii Europene, O strategie globald pentru politica externd si de
securitate a Uniunii Europene — format pdf, p.11.
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“In developing of the new European Union Global Strategy for foreign policy and
security, it was considered that all needs for change should be analysed and subsequently
promoted through a unitary action and based on a system focused on multilateralism. The
new European Union Global Strategy for the foreign policy and security has been elaborated
specifically to manage global, regional, but also internal dynamics, to meet any new
challenges of the superpowers, as well as to deal with increasing situations more
unexpected”?

In addition, the common bilateral security and defence policy brings new elements for
the Eastern partners, new components in continuous intensification.*

The new European Union Global Strategy for the foreign and security policy (EUGS)?®
has been taken into discussion and supported in front of the European Council by Federica
Mogherini, the High Representative of the European Union for Foreign Affairs and Security
Policy and Vice-President of the European Commission, in June 28, 2016. The EUSR's motif
is undoubtedly the security, but the focus is mainly on the strategic dialogue, just because of
the EU's ability to strengthen cooperation between states on security and to reduce the
uncertainty of the European and global security environment. There is an obvious paradigm
change in relation to the European Security Strategy from 2003. The Strategic autonomy has
been the motto of the EUGS of 2016.

2. Brief presentation of the European Union CSDP evolution

The previous Strategy of the European Union dated from 2003 and had been adopted
during the mandate of the High Representative of the European Union for the Common
Foreign and Security Policy, Javier Solana. That year, for the first time, the EU had agreed on
a joint threat assessment and set goals to promote its security interests, based on core values.
Javier Solana stated: “A secure Europe in a better world is the ultimate goal of our actions”.®

The dialogue regarding the development and especially the modalities of putting the
new Global Security Strategy into practice has been very intense and has taken place in
several areas, since the preparation of the official launch of the document. This dialogue is
ongoing at the level of the European institutions and all the Member States of the European
Union.

“The European Union was seen as a force for good in the international system.
However, due to systemic changes in the international environment and crises of European
integration, its role in the world has become somewhat controversial. Using the case of the
EU Global Strategy (EUGS), this calls into question the effects of the emerging politicization
for the political integration of the European Union”.’

Prior to the presentation of the new European Union Global Strategy for the foreign
and security policy, the process of all aspects analysing and presenting the proposals has
included also the organization of informing conferences of the EU Member States, within
which the main topics addressed were relevant from the Strategy perspective. These events
provided the opportunity that, alongside the governments of the Member States, to be able to
express their positions the representatives of the academic environment and of the different
institutional research institutes or other specialized organizations, in the context in which the
process of developing a new Strategy was intended to be vast and inclusive.

3 https://www.mae.ro/node/39086, accessed 09.03.2020.

4 European Union High Representative for Foreign Affairs and Security Policy, Journal of European Studies,
vol. 31, No 2, Decembrie 2005.

S https://europa.eu/globalstrategy/sites/globalstrategy/files/eugs_ro_version.pdf accessed 10.03.2020.

® https://www.consilium.europa.eu/media/30815/qc7809568roc.pdf accessed 10.03.2020.

7 https://www.tandfonline.com/doi/full/ accessed 11.03.2020.
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Based on these considerations, the structure of the new European Union Global
Strategy for foreign policy and security was elaborated, being focused on five major
priorities: security of the European Union; the resilience of states and societies from the East
and South of the Union; an integrated approach of the conflicts; regional orders based on
cooperation; Global governance for the 21st century.

Since September 2016, under the coordination of the High Representative/Vice-
President of the European Commission, Federica Mogherini, the European External Action
Service, the EU member states have begun to work closely for the implementation of the
Global Strategy in all areas of applicability.

Security of the European Union: The Union “allows citizens to enjoy unprecedented
security, democracy and prosperity. However, terrorism, hybrid threats, economic volatility,
climate change and energy insecurity endanger the citizens and the territory of the European
Union”.2 An adequate level of strategic aspiration and autonomy is important for Europe in
promoting peace and security inside and outside its borders. Therefore, the new Strategy will
strengthen efforts on defence, cyber security, combating terrorism, energy and strategic
communications. “The Member States of the European Union must implement in practice
their commitments on mutual assistance and solidarity, enshrined in the Treaties. The EU will
step up its contribution to Europe's collective security, in close cooperation with its partners,
starting with NATO”.°

Politics reconfigures the current geopolitical situation, being exceeded the moment of
a Europe that cannot act synchronously.*®

The resilience of states and society to the eastern and southern neighbourhoods: “It is
in the interest of the European Union’s citizens to invest in the resilience of the states and
societies that extend East to Central Asia and South to Central Africa. Within the European
Neighbourhood Policy, many people want to establish closer relations with the Union: the
power of the Union of attraction can stimulate transformation. Resilience is also a priority in
other countries within and outside the European Neighbourhood Policy (ENP). The EU will
support different pathways to resilience, targeting the most acute cases of government,
economic, societal and climate/energy fragility and will develop more effective migration
policies for Europe and its partners.”!!

An Integrated Conflict Approach: When violent conflicts erupt, our common vital
interests are threatened. Through the new European Union Global Strategy for foreign policy
and security, the EU has been practically committed and based on the principles within the
peacebuilding process and will promote security through an integrated approach.
Implementing the global approach to conflict and crisis through the consistent use of all EU
policies is essential. But the meaning and scope of the global approach will be further
expanded. “The EU will act at all stages of the conflict cycle, promptly in the prevention
phase, responsibly and decisively in crises, investing in stabilization and avoiding premature
disengagement when a new crisis breaks out. The EU will act at different levels of
governance: conflicts such as those in Syria and Libya have local, national, regional and
global dimensions that need to be addressed appropriately. A lasting peace can only be
achieved through comprehensive agreements anchored in broad, deep and lasting regional
and international partnerships, which the EU will promote and support.”*?

8 Secretariatul General al Consiliului Uniunii Europene, O strategie globald pentru politica externd si de
securitate a Uniunii Europene — format pdf, p. 7.

® Ibidem, p. 8.

10 Havier Solana, Global challenges for the European Union Common Foreign Security Policy, Military
Technology, Bonn, Vol. 26, ISS 12, Dec 2002, pp. 9-14.

11 Secretariatul General al Consiliului Uniunii Europene, O strategie globala pentru politica externd si de
securitate a Uniunii Europene — format pdf, p. 7.

12 1bidem.
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Regional cooperation systems: “In a world caught between global pressures and local
opposing reactions, regional dynamics play a vital role. Voluntary formulas of regional
governance give states and peoples the opportunity to better manage security concerns, to
take advantage of the economic benefits offered by globalization, to give a broader form of
expression to cultures and identities and to influence international affairs. This is a
fundamental principle for the peace and self-development of the EU in the 21st century, which
is why we will support regional cooperation systems worldwide. In different regions - in
Europe; in the Mediterranean area, the Middle East and Africa; along the Atlantic, both
North and South; in Asia; and in the Arctic region - the EU will be guided by specific
objectives”.:®

Global governance for the 21st century: The EU is committed to developing a global
order based on international law, which guarantees human rights, sustainable development
and sustainable access to global common goods. “This commitment translates into the
aspiration to transform rather than simply maintain the current system. The EU will strive for
a strong United Nations, as a cornerstone of norm-based multilateral order, and develop
coordinated responses worldwide with international and regional organizations, state and
non-state actors”.*

3. CSDP central concepts

Along with the implementation of the new European Union Global Strategy, there
have been notable achievements in the security and defence package, in all its dimensions, the
state and societal resilience in the neighbourhood, the integrated approach to crises and
external conflicts, regional co-operative orders, governance and multilateralism based on
rules.

A coherence was desired in the process of implementing the new Security Strategy of
the European Union, in the decision-making process and in the allocation of resources, in
order to ensure the necessary means for the EU to play the role of global player.

In the field of security and defence, the most advanced in terms of implementation, a
series of progress has been recorded in support of the objectives assumed by the Union on this
level: strengthening the operational dimension of the EU's commitment by creating the
Planning Capacity and Conducting the non-executive Missions of the Union (MPCC),
launching and operationalizing a package of initiatives, including the European Defence Fund
(EDF), the Annual Coordinated Defence Analysis (CARD) and the Permanent Structured
Cooperation (PESCO); strengthening the civil dimension of the PSAC; the continuation of the
actions for the implementation of the agreed measures for the development of the NATO-EU
cooperation framework (notable progress has been made regarding military mobility, cyber
security, hybrid field, strategic communication and joint exercises).

4. Final discussions
“The new Global Strategy for the foreign policy and security of the European Union is
supported by the vision and ambition to create a stronger Union, willing to commit itself and
especially able to make a difference for all its citizens. Existing directions of action that do
not work will need to be revised, developed and implemented in line with the priorities of this
strategy. However, the new Global Strategy will require regular review, in consultation with
the Council, the Commission and the European Parliament. Each year the current state of the

13 Secretariatul General al Consiliului Uniunii Europene, O strategie globala pentru politica externd si de
securitate a Uniunii Europene — format pdf, p. 8.
1% 1bidem.
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strategy will be analyzed and updates, repositions and adjustments will be made permanently
so that it is further implemented”.*

“As regards the priorities identified by the new Global Strategy of the European
Union, the High Representative, supported by Member States with similar ideas, could
gradually introduce a more flexible decision-making practice. In other words, to keep the
strategy relevant, it must be limited in time. No action agenda can remain relevant for more
than one mandate. Therefore, it is better to provide in the Global Security Strategy of the
European Union that it will be reviewed within five years of its adoption. If we can learn from
the missed opportunities from the past, there is no reason not to get the process right this
time.”

Also, a new strategic reflection process will be launched whenever the European
Union and its Member States deem it necessary to enable the Union to make effective
progress. Our citizens deserve a true Union, which promotes our common interests by
engaging responsibly and establishing partnerships with others.

Romania has been consistently involved in the process of conceptual development of
the Strategy, and subsequently, in the implementation process. The national contributions
were built on the basis of interests, as well as the significant expertise held, mainly related to
the Black Sea region and the Eastern Neighbourhood.

Previously, but also during the presidency of the Council of the European Union,
Romania encouraged the continuation of the implementation of the new Global Strategy for
the European Union's foreign and security policy, especially in the fields of security and
defence, resilience, stabilization and integrated approach in conflict and crisis management,
regional cooperation in the Black Sea region, concomitant with the commitments towards
strengthening the role of the European Union in a rules-based multilateral international order.
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Abstract: Lately the EU legal order faced a rule of law crisis that impacted both Member States judicial systems
and EU finances area. In this respect, EU challenged itself to “enforce” rule of law at national level.
Considering that this enforcing process couldn’t be done directly but in a complementary way combining
political dialogue with legislative tools and judicial norm application, one may consider that the Union found
the solution in linking the sound management of EU spending to the rule of law. In the light of the programming
period 2021-2027 the respect for the rule of law at national level became “a prerequisite* that the EU finances
are “sufficiently” safeguarded.

Keywords: funds, rule of law, sound management.

Introduction. The concept of the rule of law promoted by the EU legal order

As recognized by the European Court of Justice, the European Court of Human Rights
and European Commission (EC) the rule of law is a multidisciplinary concept that involves
ensuring and delivering transparent and accountable “legal protection’ in all the areas
covered by the European laws, effective, impartial and independent justice system, “robust
anti-corruption frameworks 2, separation of powers, impeding discretionary exercise of
executive power and also ensuring respect for fundamental freedoms and rights and equality
under the law.

As one can see, for the European Union (EU) the rule of law concept is a
methodological and embracing one that creates an environment indispensable for the
achievement of the EU’ objectives as regards strengthening good governance in the Union’s
justice and security area.

Following this approach, the rule of law is imposed as a fundamental value for the EU
as reflected in the Treaty on European Union (TEU) and the Charter of the Fundamental
Rights of the European Union® (CFR). Thereby, in the Preamble and Article 2 of the TEU, the
Member States recognize that the rule of law is a “value”, a “common” value. Furthermore,
in the Preamble and provisions of Article 41 and Article 47 of the CFR the Member States
engage to contribute to “the development of [...] common values” guaranteeing, among other
rights, “the right to a good administration” and “the right to an effective remedy and to a fair
trial”.

! Consolidated version of the Treaty on European Union, OJ C no. 202 from 7 June 2016, pp. 13-47, Art. 19,
https://eur-lex.europa.eu/legal-content/EN/TXT/?uri=0J:C:2016:202: TOC, accessed 10 of February 2020.

2 European Commission, Communication from the Commission to the European Parliament, the European
Council and the Council, Further strengthening the Rule of Law within the Union, State of play and possible next
steps, Brussels, 3.4.2019 COM(2019) 163 final, p. 2, https://eur-lex.europa.eu/legal-content/EN/
TXT/PDF/?uri=CELEX:52019DC0163&from=EN accessed February 10, 2020.

3 Charter of the Fundamental Rights of the European Union, OJ C no.202 from 7 June 2016, pp.389-404,
https://eur-lex.europa.eu/legal-content/EN/T XT/?uri=0J:C:2016:202: TOC accessed February 10, 2020.
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In the recent Communication Further strengthening the Rule of Law within the
Union?, EC revives this broad conceptualization of the rule of law. The Commission states
that the rule of law is of quintessential relevance for the future of the Union and, in this
respect, all the public authorities must act and “every action taken by the EU’® must be
executed under the legal constraints and under the control of an independent and impartial
judicial system.

The last confirmation of this embracing conceptualization is confirmed by the EC in
the Communication, Strengthening the rule of law within the Union. A blueprint for action of
July 2019¢ which states that the rule of law is “well-defined in its core meaning”’ by the
European primary and secondary law and that the Member States, taking into account the
principle of EU law primacy and the principle of sincere cooperation, despite their different
legal systems, are bound to safeguard and respect.

Therefore, in both communications, EC highlights that, although the value of the rule
of law is fundamental ethical, it deserves enforceable meaning and also requires transpositions
into judicial regulations. This approach is justified by the fact that the respect of the rule of
law is a major obligation for Member States and any violation of this imperative worth having
legal consequences.

Since the respect of the rule of law became the “bedrock’® of the Union’s democratic
functionality, EC committed itself to urgently address the enforcement of the rule of law using
complementarily political and legal mechanisms.

EU mechanisms that protects the rule of law

As established in the above mentioned Communications of April 2019 and of July
2019, EU may apply political and legal mechanisms in order to address issues rose by the way
Member States understand or not to protect the rule of law at the national level.

The political response may trigger “the preventive and sanctioning”® Art.7 of TEU
and “the EU Framework to strengthen the Rule of Law"*° and the legal response may take the
form of infringement proceedings namely “effective judicial protection”** according to the
provision of Article 258 of the Treaty on the Functioning of the European Union?? (TFEU).

While the Art.7 of TEU and the Rule of Law Framework may be activated when the
EU law aspect is affected respectively may be activated preventively when a “clear risk of a

4 European Commission, Communication from the Commission to the European Parliament, the European
Council and the Council, Further strengthening the Rule of Law within the Union, State of play and possible next
steps, Brussels, 3.4.2019 COM(2019) 163 final, https://eur-lex.europa.eu/legal-content/EN/TXT/PDF/?uri
=CELEX:52019DC0163&from=EN accessed February 10, 2020.

5 lbidem, p. 1.

® European Commission, Communication from the Commission to the European Parliament, the European
Council, the Council, the European Economic and Social Committee and the Committee of the Regions,
Strengthening the rule of law within the Union A blueprint for action, Brussels, 17.7.2019 COM(2019) 343 final,
https://ec.europa.eu/info/sites/info/files/7_en_act_part1.pdf, accessed February 10, 2020.

" Ibidem, p.1.

8 bidem.

® European Commission, Communication from the Commission to the European Parliament and the Council, A
new EU Framework to strengthen the Rule of Law, Strasbourg, 11.3.2014 COM(2014) 158 final, p.5, https://eur-
lex.europa.eu/legal-content/EN/TXT/PDF/?uri=CELEX:52014DC0158&from=R0O, accessed February 12, 2020
10 Ibidem, p. 6.

1 European Commission, Communication from the Commission to the European Parliament, the European
Council and the Council, Further strengthening the Rule of Law within the Union, State of play and possible next
steps, Brussels, 3.4.2019 COM(2019) 163 final, p. 4 https://eur-lex.europa.eu/legal-content/EN/TXT/PDF/?
uri=CELEX:52019DC0163&from=EN, accessed February 12, 2020.

12 Consolidated version of the Treaty on the Functioning of the European Union, OJ C no.202 from 7 June 2016,
pp.47-200, https://eur-lex.europa.eu/legal-content/EN/TXT/PDF/?uri=CELEX:12016E/TXT&from=EN,
accessed February 12, 2020.
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serious breach'® (At.7 paragraph (1)) is identified or sanctionably when Member States
persists in serious breaches of law (At.7 paragraph (2)) or when Member States apply
measures that compromise “systematically and adversely”** the functionality of national
public institutions that are responsible in safeguarding the rule of law, the legal mechanism of
infringement proceedings is activated to tackle any breach in fulfilling any obligation
stipulated in the Treaties.

But with the Communications of April 2019 and of July 2019, EU clearly set out a
new practical approach establishing and, as we can see, completing the legal and political
mechanisms, another category of “warning and preventive’*> mechanisms for protecting the
rule of law. This category includes The European Semester, The annual EU Justice
Scoreboard, The Cooperation and Verification Mechanism, The Commission’s Structural
Reform Support Service, The European Structural and Investment Funds, A new mechanism
to protect the Union’s budget when generalised deficiencies regarding the rule of law in
Member States affect or risk affecting that budget'®, The European Anti-Fraud Office
(OLAF), the European Public Prosecutor's Office (EPPO) and Annual Rule of Law Report.

As one can observe analysing this category which we may entitle “strategic
mechanisms”’, half of them are teleologically oriented to the protection of the European
financial interests. This hypothesis leads us to the conclusion that the EC approaches the
protection of the EU funds from a rule of law angle.

Conversely, if EC creates this linkage between the respect of the rule of law and the
implementation of a sound financial management of EU funds and budget we may deduce
that for the EC, in the programming period 2021-2027, the European financial interests will
play a crucial role in supporting the “enforcement” of the rule of law dimension.

Why the EU funds are the new strategic mechanism for “enforcing” the Union’s rule
of law dimension

The enforcement feature of the rule of law dimension in the Commission’s proposed
regulations and communications clearly emphasizes the role of EU funds.

With the Communication A new, modern Multiannual Financial Framework for a
European Union that delivers efficiently on its priorities post-2020'" of February 2018 EC
opened the way to new operational enforcements as regard the rule of law setting that the
Financial Framework 2021-2027 is the right moment to reflect on how the connection
between EU funds and the respect for the Union's key values “can be strengthened 8.

Furthermore, in the Proposal for a Regulation of the European Parliament and of the
Council on the protection of the Union's budget in case of generalised deficiencies as regards
the rule of law in the Member States of May 2018, EC pointed out the fact that the potential of

13 European Commission, Communication from the Commission to the European Parliament, the European
Council and the Council, Further strengthening the Rule of Law within the Union, State of play and possible next
steps,  Brussels, 3.4.2019 COM(2019) 163 final, p. 5, https://eur-lex.europa.eu/legal-
content/EN/TXT/PDF/?uri=CELEX:52019DC0163&from=EN accessed February 12, 2020.

14 Ibidem, p. 6.

15 Ibidem, p. 4.

16 European Commission, Proposal for a Regulation of the European Parliament and of the Council on the
protection of the Union's budget in case of generalised deficiencies as regards the rule of law in the Member
States,  Brussels, 2.5.2018 COM(2018) 324 final, https://ec.europa.eu/commission/sites/beta-
political/files/protection-union-budget-rule-law-may2018_en.pdf accessed February 12, 2020.

17 European Commission, Communication from the Commission to the European Parliament, the European
Council and the Council, A new, modern Multiannual Financial Framework for a European Union that delivers
efficiently on its priorities post-2020, Brussels, 14.2.2018 COM(2018) 98 final, https://ec.europa.eu/
commission/sites/beta-political/files/’communication-new-modern-multiannual-financial-framework_en.pdf
accessed February 15, 2020.

18 Ibidem, p. 16.
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the Union’s budget can be achieved only if the Member States’ administrative environment
and institutional capacities is beneficial. A sound financial management of EU funding can’t
be effective unless seconded by a fruitful application of legal and administrative measures that
secure the respect of the rule of law. With this proposal EC introduced the respect for the rule
of law as a “‘prerequisite for confidence’*® that the EU spending are adequately safeguarded.

But the main added value of the “enforcement” of the rule of law dimension is
expressed in the Communications of April 2019 and of July 2019 that connect the respect of
the rule of law with fighting fraud and corruption that impact the EU spending. Within these
two communications the Commission enunciates a more proactive and practical approach as
regards ensuring the respect of rule of law in Member States in the Multiannual Financial
Framework (MFF) 2021-2027 using a set of operational mechanisms that are intrinsically
linked to the fulfilment of its responsibility as a guardian of the EU budget.

The Communications make direct references, first of all, to the European Semester
evaluations as they were proposed to be introduced in the Common Provision Regulation for
the future MFF 2021-2027%°. EC states that, taking into consideration that the European
Semester (ES) annual evaluation is a “key to boosting investment?* in all socio-economic
areas including the legal and judicial area, it is necessary that the ES country reports be used
as a practical tool for evaluating and guiding Member States sectoral investment necessities
and “programming decisions " for the Cohesion Policy during MFF 2021-2027 and, most of
all, for assessing the robustness of the rule of law dimension namely the anti-fraud
environment created by the national public authorities including those responsible for EU
spending management.

Secondly, the Communications make reference to the process of absorption of EU
structural and investment funds, a process that becomes fundamental for the consolidation of
Member States institutional capacity to fight fraud and corruption. Using the mechanism of
Commission Anti-Fraud Strategy?® (CAFS), EC expects to be very active in protecting the EU
funds. In this connection, in order to ensure a sound financial management in the MMF 2012-
20127, the Commission concentrates its efforts towards diminishing and removing the
vulnerabilities of the internal control systems and formulates its commitment to further
improve data collections regarding the fraud and corruption patters and the profiles of the
fraudsters namely to develop the Early Detection and Exclusion System and the Irregularity
Management System. Plus EC engages itself in optimizing “coordination, cooperation and

19 European Commission, Proposal for a Regulation of the European Parliament and of the Council on the
protection of the Union's budget in case of generalised deficiencies as regards the rule of law in the Member
States, Brussels, 2.5.2018 COM(2018) 324 final, p. 1, https://ec.europa.eu/commission/sites/beta-
political/files/protection-union-budget-rule-law-may2018_en.pdf accessed February 13, 2020.

20 European Commission, Proposal for a Regulation of the European Parliament and of the Council laying down
common provisions on the European Regional Development Fund, the European Social Fund Plus, the Cohesion
Fund, and the European Maritime and Fisheries Fund and financial rules for those and for the Asylum and
Migration Fund, the Internal Security Fund and the Border Management and Visa Instrument, Strasbourg,
29.5.2018 COM(2018) 375 final, https://eur-lex.europa.eu/resource.html?uri=cellar:26b02a36-6376-11e8-ab9c-
0laa75ed71a1.0003.02/DOC_1&format=PDF accessed February 15, 2020.

21 European Commission, Communication from the Commission to the European Parliament, the Council, the
European Central Bank, the European Economic and Social Committee, the Committee of the Regions and the
European Investment Bank, Annual Growth Survey 2019: For a stronger Europe in the face of global
uncertainty, Brussels, 21.11.2018 COM(2018) 770 final, p. 10, https://eur-lex.europa.eu/legal-
content/EN/TXT/PDF/?uri=CELEX:52018DC0770&from=RO accessed February 15, 2020.

22 |bidem.

23 European Commission, Communication from the Commission to the European Parliament, the Council, the
European Economic and Social Committee, the Committee of the Regions and the Court of Auditors,
Commission Anti-Fraud Strategy: enhanced action to protect the EU budget, Brussels, 29.4.2019, COM (2019)
196 final, https://ec.europa.eu/anti-fraud/sites/antifraud/files/2019_commission_anti_fraud_strategy_en.pdf
accessed February 15, 2020.
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workflows % in the anti-fraud and anti-corruption fight with all the Commission agencies and
services that are responsible to implement, in this respect, at every service level, sectoral anti-
fraud strategies or joint anti-fraud strategies.

Thirdly, in the light of this objective of optimizing the cooperation between the
Commission agencies, in the Communication of April 2019, EC expresses its commitment to
strengthen the EU anti-fraud and anti-corruption institutional framework for Union financial
security. One again the essential added value of the “enforcement” of the rule of law
dimension in highlighted. EC advocates for the fruitful cooperation between the two
institutional mechanisms namely OLAF, with its detection and investigative role of in
fighting against fraud and corruption that affects the European financial interests, and EPPO,
with its qualitative improvement that brings, once it become operational at the end of 2020, in
the process of investigating, prosecuting and bringing to judgement the crimes against Union
budget.

Fourthly, EC still keeps on its political agenda and remains firm in introducing and
using the sanctionary mechanism of suspension and reduction of funding as suggested in
Proposal for a Regulation of the European Parliament and of the Council on the protection of
the Union's budget in case of generalised deficiencies as regards the rule of law in the
Member States of May 2019 in the future financial regulations as regard the implementation
of MFF 2021-2027.

Not at least, EC engages itself to monitor the functionality of all these mechanisms
using a consolidated mechanism namely the Rule of law report, as proposed in the
Communication of July 2019. Using this report as a redressing mechanism, EC wants to
permanently have access to the “significant developments”? of rule of law in the Member
States both in terms of good practices in the implementation of “rule of law standards"*® and
in terms of “recurrent problems?’. Taking into consideration that the report will comprise
data from the ES annual country reports we may assume that this mechanism addresses also
the problems related to the anti-fraud and anti-corruption measures implemented by the
national public authorities responsible with the EU spending financial management.

Conclusions

One of the most important contributions of the Communications of April 2019 and of
July 2019 was this new approach of the protection of the EU funds from a rule of law angle.
But what is innovative in this respect is the way EC concentrates its efforts to change not only
the level of action, that seems to be relocated from the national level to the supranational
level, but the nature of action from using enhancing mechanisms to using “enforcing”
mechanisms.

This enforcement aspect of the rule of law dimension in the process of ensuring the
protection of the EU funds is emphasized by the way in which EC strategically organized the
operational mechanisms to complement and mutually reinforce one another. We have the
European Semester country reports and CAFS as preventive mechanisms, OLAF and EPPO
as criminal sanctions mechanisms, the suspension and reduction of funding mechanism and,
not at least, The Annual Rule of law report as a redress mechanism.

24 |bidem, p. 16.

% European Commission, Communication from the Commission to the European Parliament, the European
Council, the Council, the European Economic and Social Committee and the Committee of the Regions,
Strengthening the rule of law within the Union A blueprint for action, Brussels, 17.7.2019 COM(2019) 343 final,
p.11 https://ec.europa.eu/info/sites/info/files/7_en_act_partl.pdf accessed February 15, 2020.

2 |bidem.

2 1bidem.
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Besides the clear will of Member states to soundly manage the EU spending, all of
these mechanisms will unquestionably contribute to the enforcement of the rule of law
dimension in MFF 2021-2027.
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Abstract: The 2020 security environment is characterized by complexity, volatility and unpredictability, with on-
going military threats but other multiple domains that have to be addressed, taking into account their
interconnectivity. Despite the Russian military security threat, Romania has to address imminent priorities like
Brexit and the COVID 19 epidemic, generating the need for a comprehensive approach on defence and security.
The paper will address the necessity of developing the national defence strategy into a more comprehensive
national security strategy, suitable to address all the security domains in accordance with the complex security
environment. Romanian subject matter experts have to think of migrating from a national defence strategy into a
national security strategy, projecting Romania’s interest in the long term, with legal possibilities to update it due
to major shifts within the environment, rather than internal elections. Due to all challenges within the 2020
defence environment, Romania’s political and military leaders have to update the threats already perceived in
2015, address the newly emerged ones and take positive measures in order to limit the country’s vulnerabilities,
while increasing its capacity to respond. The article contains two analysing tables on the threats based on risks
and effects. All the threats represent key aspects that have to be included in future Romanian security strategies.
In order to try to determine their priority for the Romanian authorities, the analysing tables will compare threats
based on six criteria, with different ratios, context, probability, effects in the long term, vulnerability to the
threat, capability to counter, and the potential support from the allies in NATO and EU. The final score of every
threat will determine if the menace is of imminent priority, high priority, medium priority or low priority.
Keywords: aggressions, challenges, defence, strategy, threats.

Following the severe psychological wounds of World War 11, European societies
established multiple mechanisms to avoid repeating such large-scale conflicts, with NATO
and the EU as pillars of security and stability. Throughout the last seven decades, Europe
avoided military conflicts, with some exceptions within the Balkans and the former USSR,
setting up the conditions to believe that the development of diplomacy, economic prosperity
and the human superior tolerance resulted in the decrease of the military threats against most
of the European states.

However, in the 2020 complex and volatile security environment, Europe must face
diverse challenges, not excluding military aggressions, particularly after the development of
the on-going conflicts in Ukraine, but also taking into account the variety of threats emerging
from non-military security domains, such as economic, political, societal and environmental®.

Introduction
For the last 15 years, Romania has successfully maintained its western integration
path, achieving full integration within the North Atlantic Treaty Organisation (NATO) and the
European Union (EU), which added guarantees to the national security. According to the
National Defence Strategy, “the main warranty provider when it comes to Romania's security

! The security domains according to the Copenhagen School.
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is NATO”, depending on the USA to maintain its commitment in Europe and the
organisation’s solidity. The most recent strategy from 2015 “highlights the Russian
Federation's activity in the Black Sea Region”, the emerging terrorism and “Islamic
radicalization phenomenon on European level”, and the intensification of poor economic
migration from conflict areas and associated challenges to manage the flow?.

At the regional level, Romania planned to maintain the strategic balance at the
crossroad of regional security complexes and to contribute to the strengthening of the
Europeanization process by a gradual extension of the European standards. On the contrary,
the Russian Federation was assessed as trying to consolidate its status as a regional power, its
actions having an impact on the European path of Ukraine, the Republic of Moldova and
Georgia®. Very similar to the national security or defence strategies of Bulgaria, Poland and
the Baltic Republics* within the same time framework® and updated with cyber security
strategies, the Romanian Defence Strategy 2015-2019 underlines the threats posed by “the
actions performed to destabilize the eastern vicinity, the perpetuation of frozen conflicts in the
Black Sea Region, the instability in the western Balkans, cyber threats, terrorism, the
proliferation of the weapons of mass-destruction, and hostile intelligence actions™®.

In 2020 Romania remains on NATO and EU’s eastern frontiers, in the vicinity of
Russian military aggression and frozen conflicts within the Black Sea Region. Moreover, as
part of a weakened European community after Brexit, corroborated with the potential for pan-
European populism and extremism, terrorist menaces, the potential for mass migration and
additional regional and global societal and economic challenges, Romania has to handle a
multitude of external threats in all security-related domains. The current paper will analyse
the relevance of the previously assessed threats and the newly emerged ones, corroborated
with the associated vulnerabilities, trying to assess the Romanian priorities to counter the
external security challenges after 2020. Furthermore, the paper will address the necessity of
developing the national defence strategy into a more comprehensive national security strategy,
suitable to address all the security domains in accordance with the complex security
environment. The article will consist of two interesting approaches The level of military
threats to national security and The complexity of the non-military threats in 2020 and in the
end In place of conclusions: External threats assessment — Romanian priorities.

1. The level of military threats to national security
In order to characterize the level of military threats to national security we have to
assess the current relevance of war and military security, to explain the main forms of military
aggressions in 2020 and to understand the current military security concerns for Romania.

The current relevance of war and military security
After the end of the First World War, multiple peace initiatives evolved in order to
limit the prospective for a repeating massive armed confrontation. The Second World War’s

2 The Presidential Administration, National Defence Strategy 2015-2019 — A Strong Romania within Europe and
the World, Bucharest, 2015, pp. 11-13.

3 lbidem, p. 13.

4 In NATO’s common terminology the Baltic Republics or the Baltic States include Lithuania, Latvia and
Estonia.

5 Bulgarian National Assembly, National Security Strategy of the Republic of Bulgaria, 2011; Estonian Ministry
of Defence, National Defence Strategy Estonia, 2011; Seimas of the Republic of Lithuania, The National
Security Strategy, Resolution No XI11-202, 2017; The Republic of Latvia, The National Security Concept
(informative section) https://www.mod.gov.Iv/sites/mod/files/document/NDK_ENG _final.pdf; The President of
Poland, The National Security Strategy of The Republic of Poland, 2014.

® The Presidential Administration, National Defence Strategy 2015-2019 — A Strong Romania within Europe and
the World, Bucharest, 2015, pp. 14-15.
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experience consolidated the need for peace, therefore international institutions, particularly
the United Nations (UN), accelerated the process towards a more peaceful world. The UN
succeeded multiple times to discourage, limit or avoid mass military confrontation, and
despite any partial failures, appears to question the relevance of war as a tool in modern
foreign policy. However, the war, in its conventional form, did not disappear as a practice, but
rather develops within a UN peace promoted environment, usually against the weakest. The
war of the smaller state entities is usually arbitrated by the major actors, while global powers
can easily veto any involvement in their or their allies’ conflicts. The UN appears as a
subjective system, as it allows the Security Council’s permanent member to dictate the
consistency of international involvement in wars, and to block any intervention in conflicts
supporting their interests’, with a current example in the already eight-year-long Syrian
conflict.

The development of diplomacy does not reflect on the state actors’ appetite for
defence budgets. The numbers are particularly curious as the top countries by annual military
expenditure were just marginally affected by foreign aggressors in the last seven decades,
USA, China, Saudi Arabia, Russia, India, France, United Kingdom, Japan, Germany, South
Korea, Brazil, Italy, Australia, Canada, and Turkey, which share approximately 80% of the
global defence spending®. The perception of strength appears to remain unchanged in modern
inter-state relations, with super-powers’ intimidation strategy through their military
capabilities and sometimes even aggressions in support of their interests.

The present society is at the historic lowest risk of dying in armed conflicts which may
build the perception of foreseeable peace, but even in Europe, war is an on-going
phenomenon after 2014. Despite the codification of jus contra bellum as a primary rule
governing the conduct of international relations, military strength and war remain valuable
instruments to the detriment of weaker states, which either do not have the necessary
capability to wage war or prefer other means to settle their international disputes®.

Forms of military aggressions in 2020

Modern conflicts highlight the complexity of the operational environment, with state and
non-state actors, an additional cyber environment, and multiple additional targets to the
conventional military installation. Post World Wars conflicts were characterized by the usage of
proxy elements, while contemporary aggressions added hybrid tactics and cyber-attacks, all
increasing states’ deniability and preserving the perception of peace among super-pOWers.

The practice of using proxy elements in conflicts is not necessarily new, but their scale
increased exponentially during the Cold War. Moreover, due to the need of officially promoting
peace while also protecting other national interests, proxy conflicts developed in the 21% century,
with on-going examples in Afghanistan, Iraqg, Syria, Yemen, Libya, Ukraine etc.

The hybrid warfare’s characteristics became obvious particularly throughout Russian
aggression in Crimea and Eastern Ukraine®. Propaganda, deception, sabotage and other
military and non-military tactics have long been used to destabilise the enemy, but in the last
decades, they increased in speed, scale and intensity, facilitated by rapid technological change

7 United Nations, Charter of the United Nations and Statute of the International Court of Justice, Chapter V, San
Francisco, 1945.

& Emma Beswick, Which countries spend the most on their military?, EuroNews, 2018
https://www.euronews.com/2018/05/02/which-country-spent-the-most-on-its-military-in-2017- accessed Feb. 15,
2020.

% Vilém Kolin, The Role of War in International Politics, Uloha Valky V Mezinarodni Politice,
https://www.obranaastrategie.cz/filemanager/files/6265-en.pdf accessed Feb. 15, 2020.

0 NATO’s response to hybrid threats, Last updated: 08 Aug. 2019, https://www.nato.int/
cps/en/natohg/topics_156338.htm, accessed Feb. 16, 2020.
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and global interconnectivity, setting up the framework for high-efficiency hybrid operations®*.

Cyber aggressions are usually part of complex hybrid conflicts, but are also used as
independent forms of conflict bringing unique implications in communication and transport
systems or water and electricity supplies!2. They represent one of the only direct aggressions
between major powers and security organizations of the world due to the supreme level of
deniability. Moreover, cyber operations affect the vast majority of the society, not only
military installations, often putting significant pressure on political leaders, which have to
respond as fast as possible to the incidents. Also, cyber aggressions are associated with a
larger pool of combatants, from state entities to non-state actors, such as economic
competitors or terrorist organizations, which exploit the commercial of the shelf technologies
for cyber-attacks.

Overall, the modern warfare combines military with non-military procedures, the show
of force with efficient propaganda and strategic communication, and the physical battle space
with the virtual environment, sometimes reducing the gap between asymmetric opponents and
increasing the difficulty to accurately assess the threat.

Current military security concerns for Romania

Even though the end of the Cold War corroborated with the process of integration into
NATO should put Romania at a lower military security risk, the reality of 2020 appears to be
different. However, within the 2020 operational environment, with less than 200 miles from
the Russian fleet in Sevastopol and the Russian annexed Crimea, a conventional military
aggression against a NATO member, including Romania, does not look as doubtful as 10
years ago. The complexity of the modern warfare enables hybrid, cyber and terrorist
operations, particularly due to the country’s geostrategic position on the Euro-Atlantic block’s
border. Besides, military aggression against other countries and other events within the
political or socio-economic domains could affect Romania’s military security.

From the conventional aggression perspective, the last decade’s main events shaped
the current operational environment. The western diplomatic effort to integrate former Soviet
Union republics after the successful examples of the Baltic States was probably perceived as a
NATO/EU attempt to “conquer” Russia’s historic areas of influence. The possibility of
Ukraine and Georgia’s Euro-Atlantic integration triggered a spike in Russian military
expenditure, which in 2013 adopted a multi-year plan with major increases in defence
spending budgeted each year until 2020*%. Russia started to allocate a higher percentage of
GDP for defence, overpassed the average 4% allocated by the USA, which created the
conditions for the proxy and direct aggression in Ukraine and the “show of force” in Syria.

Regardless of the measures taken by the western allies, to grow NATO’s military
expenditures, particularly in Eastern Europe®®, with Romania one of the first countries to
spend 2% of the GDP for defence!®, the conventional military aggression cannot be ruled out.

11 Bret Perry, Non-Linear Warfare in Ukraine: The Critical Role of Information Operations and Special
Operations, Small War’s Journal, https://smallwarsjournal.com/jrnl/art/non-linear-warfare-in-ukraine-the-
critical-role-of-information-operations-and-special-opera, accessed Feb. 18, 2020.

2 University of Cambridge, Cambridge Dictionary, 2018, Cyber warfare  definition,
https://dictionary.cambridge.org/dictionary/english/cyber-warfare, accessed Feb. 18, 2020.

13 Nikolas K. Gvosdev, The Bear Awakens: Russia's Military Is Back, The National Interest, November 12,
2014, https://nationalinterest.org/commentary/russias-military-back-9181, accessed Feb. 18, 2020.

14 Max Roser, Mohamed Nagdy, Military Spending, Empirical View, Our world Data,
https://ourworldindata.org/military-spending, accessed Feb. 20, 2020.

15 Fenella McGerty, Jane's Defence Budgets - Global Budgets Trends, Jane’s Defence, 13 March 2018,
https://www.janes.com/article/78514/jane-s-defence-budgets-global-budgets-trends-2018, accessed Feb. 20,
2020.

1% Pactul pentru Apdrare a fost semnat. Presedintele: Este un acord implicit pentru dezvoltarea industriei
nationale de aparare, 13.01.2015, https://www.digi24.ro/stiri/actualitate/politica/pactul-pentru-aparare-a-fost-
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The main military likely threat comes from Russia, which maintains troops in Transnistria and
deployed substantial military installations within the Black Sea region. However, despite a
major shift in NATO’s integrity, the direct aggression against Romania from the East is
assessed with a low probability. Moreover, potential military aggression from other state
entity is almost certainly hard to project. For the moment all the neighbours are allies or have
no obvious intention to start any military action against Romania.

Taking into account a hybrid aggression against Romania, the country presents some
vulnerability to external propaganda targeting dissident ethnic and social groups. Romanian
population is under continuous propaganda against NATO, which should create the basis for
possible local support in case of hybrid aggression. However, the Romanian population is
largely western oriented, and generally nationalistic homogenous, therefore, in the context of
no major changes in the Euro-Atlantic unity, a hybrid conflict on Romanian soil is unlikely in
the short-to-midterm. However, due to the position in the vicinity of Russia and its proxy
elements from Ukraine and Moldova, Serbia as main Euro-Asian ally in the Balkans, and
Hungary with an inconsistent position within the European community, the development of
possible hybrid threats in the long term has to be seriously analysed and countered.

The cyber threat is probably the most credible aggression in the short-to-midterm. As a
member of NATO and the European community, with NATO and US military installations on
the ground, Romania is probably a target of the European and American contenders.
Romanian networks could face cyber-attacks especially due to their secondary effects on
NATO and EU’s interests or as a show of force and intimidation strategy for the entire Euro-
Atlantic society. From this perspective, the pool of potential aggressors resides much further
than Romania’s geographical vicinity, countries known to target NATO and EU though cyber-
attacks ranging from the Russian Federation and China, up to Iran, North Korea and others.
Romania has taken preventive measures by adopting a specific strategy to counter cyber
threats!’, integrate within the European Union Agency for Cybersecurity, and developing
cybersecurity units, including the Romanian Intelligence Service’s Cybersecurity
Department!8, the National Computer Incidence Response Team?®, and the newly established
Armed Forces Cybersecurity Command?’. Therefore, despite the high probability threat,
Romania and its partners are constantly addressing the likely menace being able to deal with
most of possible cyber incidents. Also, as Romania has not reached a high level of
digitalisation yet, comparable with its western allies, the impact of a major cyber aggression
on the Romanian society is likely to remain limited. However, one must not neglect the fact
that Romania has been actively involved in the Three Seas Initiative, whose third component
is focused on accentuated digitalization. Within the Initiative, Romania would like to enhance
its role as a regional security-provider, which is likely to step up its emphasis on digital
policies??, which will most likely become vulnerabilities for the country, and add up, in the
medium and long-term to its agenda of threats, risks and vulnerabilities.

Terrorism has been a major threat for the European society within the last decade,
particularly due to ISIS and its lone-wolf recruited fighters. Taking into account the recent
defeat of the Caliphate in their heartland from Syria and Iraq, the probability of fighters to

semnat-presedintele-este-un-acord-implicit-pentru-dezvoltarea-industriei-nationale-de-aparare-346358, accessed
Feb. 20, 2020.

17 Romanian National Government, Cyber Security Strategy of Romania, 2013.

18 https://www.sri.ro/cyberint

19 https://cert.ro/

20 https://www.cybercommand.ro/

21 Oana-Elena Branda, The Three-Seas Initiative — A New Role for Romania?, Proceedings of the International
Conference ”Defence Resources Management in the 21st century”, Brasov, ”Carol I” National Defense
University Publishing House, 2018, pp. 86-87, http://www.codrm.eu/conferences/2018/
Carte%20CoDRM%202018.pdf, accessed Feb. 26, 2020.
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return to their residence countries in Europe or from other ISIS adepts to come to Europe has
increased significantly. On the other hand, Romania has not been an ISIS recruiting pool, with
no Romanian citizen reported as a fighter in the Middle East or Europe. Furthermore,
Romania’s Islamic community is traditionally peaceful, fully integrated, and opposing any
forms of extremism, while among the mixed families with ties to the Middle East,
fundamentalist and extremist views were marginally reported. Above all those, the national
security services have proven high competence in fighting terrorism and extremism over the
last 3 decades, the risk of major terrorist incidents on Romanian soil likely staying low. Still,
Romania must address the threat seriously, to avoid further incidents or to stop the possible
facilitation networks operations through its national territories in support of the terrorist
groups in Western Europe.

Analysing other external conditions that could affect Romania’s defence strategy, an
escalation of the fight in Ukraine or a resurgence of conflict in the Republic of Moldova are
probably the most dangerous scenarios. In addition, there are other key political and economic
shifts that may affect Romania’s military security in the long term, with examples like the
American isolationist agenda, the volatile foreign policy of Turkey and Brexit.

A possible Russian intensification of the military activity in Eastern Ukraine,
generating conventional conflict against the Ukrainian Armed Forces, is highly likely to have
a negative impact on NATO in general. For Romania, a possible extension of the fighting area
towards its border, especially corroborated with the Russian Forces already present in
Transnistria, is extremely dangerous. Also, another possible Russian annexation of territories
is another red line which will probably have a major impact on NATO’s cohesion and pose
additional threats to Romania due to the almost certain Russian military strategic installations
redeployment closer to Romanian borders. However, at least in the short-to-midterm, the
conflict appears to have frozen, similarly to other Russian interventions in the USSR’s former
territories. The Russian Federation apparently consolidates Crimea and has an interest in
preserving the current instability and hybrid aggression in Eastern Ukraine, therefore the
probability of escalation is assessed as low-to-medium.

The Republic of Moldova is under heavy Russian influence, which has proxy political
elements and conducts an aggressive information operations campaign. The Russian
Federation probably maintains capabilities to initiate a hybrid conflict designed to destabilize
the Republic of Moldova, exploiting the pro-Russian elements within the society. Moreover,
the Russian Armed forces’ presence in Transnistria represents an extreme vulnerability and an
ultimate option for Kremlin to start an aggression. Both possibilities will generate extreme
security concern for Romania, a country with a unique relationship with the Republic of
Moldova, especially as many citizens from the eastern side of the Prut River have Romanian
citizenship. Romania has to intervene somehow in any possible conflict affecting its citizens
with unpredictable consequences for the country and its allies. From another perspective, the
Russian Federation already maintains a high level of control throughout the Moldavian socio-
politico-economic environment, probably assessed as sufficient. Also, the Kremlin probably
understands that a huge part of the population is western orientated, and is already involved
on multiple fronts in Europe and the Middle East, probably preferring to preserve a frozen
conflict in Transnistria and its influence over the entire country, rather than escalating a hybrid
or conventional conflict with unclear second-order effects.

From the Romanian perspective, the most important security guarantees are enabled
by NATO and the Strategic Partnership with the US, materialized in NATO and US troops on
the ground. However, under the current leadership, the US has adopted an isolationist agenda
with an avalanche of populist statements targeting an internal audience, but directly affecting
partners’ trust in the American commitment to NATO. President Donald Trump asked money
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in return of “the privilege of hosting US troops”??, maintaining a European concern over the
US genuine adherence to the Article 5 principle. Moreover, the retreat from the Intermediate-
Range Nuclear Forces Treaty brings back Cold-War fears?®, fuelling the European Army
project idea or other security cooperation format in case of an “American abandonment”. For
Romania, the scenario of US reducing its involvement in Europe would probably result in
major security concerns, in an area with on-going military conflicts and intimidation, without
other European security projects comparable with the US military power, proven through the
deployments in Kogalniceanu Airbase and the Missile Shield project in Deveselu. As the
strategic partnership is strong, with Romania investing in US military technology, an
American “retreat” from Romania appears doubtful at the moment. However, in the last 4
years, the US leadership had multiple inadvertences with its European counterparts, while in
Romania Exxon Mobil intends to sell their parts in the offshore gas project in the Black Sea?,
therefore Romanian decision-makers cannot rule out this scenario in the long term.

In a Black Sea Region dominated by the Russian Federation on one side and NATO on
the other, Romania has to rely on its bilateral and NATO partnerships with Turkey. Still, since
the National Defence Strategy 2015-2019 was published, the situation has changed
significantly in this case. Turkey maintains an uncertain status within the Nord-Atlantic
Alliance, after the Russian military equipment acquisition, its bivalent relations with Russia
and Iran, and its actions within Syria. For Romania, Turkey’s unclear options bring severe
maritime security concerns within the Black Sea, but also the threat of a possible division
within NATO, which may put under question the viability of the North-Atlantic project
overall. Turkey will probably continue to maintain cold relations with NATO, and even colder
with the EU allies of NATO, due to the divergent geopolitical views, impossibility to join the
EU, and other particular conflicts with Greece, France and others. Even though Romania
preserves a very good bilateral cooperation with Turkey, the regional picture is not favourable
and could result in divergent actions in the long term, directly affecting Romania’s military
security.

In the European security environment, Brexit is definitely the most worrying event
affecting military security. As the United Kingdom of Great Britain and Northern Ireland
(UK), decided to leave the European community, the EU has lost the most powerful military
ally. Even though the UK-EU military cooperation will almost certainly continue within
NATO and above, the UK has also to compensate for the economic losses generated by Brexit
and probably to reduce unnecessary military expenditures. UK’s involvement in Eastern
Europe, one of the most consistent among NATO European allies, will possibly decrease,
while the need for other economic partners could increase relations with Russia, Turkey, or
the non-NATO Balkan countries. Therefore, UK may create vulnerabilities for its Eastern
European allies, UK’s decisions could be influenced by non-NATO states, and in the most
dangerous case scenario, could enable UK’s tolerance to aggressions on the eastern partner.
Moreover, after Brexit France will remain the only EU country with a permanent veto in the
UN Security Council (UNSC) and is determined not to hand it over to the European

22 |eo Shane IIl, Trump wants to charge allies extra money for the privilege of hosting US troops, Military
Times, March 8, 2019, https://www.militarytimes.com/news/pentagon-congress/2019/03/08/trump-wants-to-
charge-allies-extra-for-the-privilege-of-hosting-us-troops-report/, accessed Feb. 20, 2020.

23 America withdraws from the Intermediate-Range Nuclear Forces Treaty, The Economist, Feb 1st 2019,
https://www.economist.com/united-states/2019/02/01/america-withdraws-from-the-intermediate-range-nuclear-
forces-treaty, accessed Feb. 20, 2020.

24 Gary McWilliams, Luiza llie, Christian Schmollinger, Exxon Mobil confirms may exit Romanian offshore gas
project, January 8, 2020, https://www.reuters.com/article/us-romania-energy-exxon/exxon-mobil-confirms-may-
exit-romanian-offshore-gas-project-idUSKBN1Z70XP, accessed Feb. 21, 2020.
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Block?>2%, This is specifically dangerous as the UK has manifested a clear anti-Russian
agenda, while France was rather balanced, therefore possible harassments or aggressions of
the Russian Federation to the Eastern Europe EU states might be tolerated within the UNSC.
Still, the UK has always been a vocal enemy of Russia, which will probably result in no major
shifts in its Eastern European foreign policy, probably enabling trust in military and
diplomatic support for Romania in the long term.

One must also not forget the impact that Brexit will have on NATO-EU relations.
Although the North Atlantic Alliance is not to be affected directly by the UK exit from the
European Union, its relation with the latter is bound to be affected to a certain degree,
nonetheless. From a security perspective, the change is insignificant: the United Kingdom
remains militarily involved in NATO and will continue to participate in all NATO missions.
However, the United Kingdom represented a major connector between the EU and the United
States of America. The British absence from the EU is likely to determine the US to seek
another supporter of its interests within the EU member states?’. Romania, as still one of the
junior members of the EU is highly unlikely to play that part. But the question arising is
whether, once the supporter found, will its actions be also favourable to Romania’s position
within the EU? Indirectly, of course.

Due to all these challenges within the 2020 defence environment, Romania’s political
and military leaders have to update the threats already perceived in 2015, address the newly
emerged ones and take positive measures in order to limit the country’s vulnerabilities, while
increasing its capacity to respond. By analysing the threats based on risks and effects,
Romania could prioritize resources in order to counter the menace efficiently (see the analysis
tables at the end).

2. The complexity of the non-military threats in 2020

Despite the relevance of military threats to Romania, the contemporary security
environment generates multiple other challenges to national security. The 2015-2019 National
Defence Strategy focused on military security, covering the non-military domains just by
addressing migration and partially the radicalization phenomena, but, as previously
mentioned, in accordance with the Copenhagen School economic, politic, societal, and
environmental security have to be seriously addressed. Regardless of the environmental
domain, which is mainly an internal policy issue, the external threats to Romania come from
all the other security domains.

External threats in the economic domain of security

Due to the irreversible Brexit, Romania and the rest of the EU countries will probably
face some economic difficulties provoked by the loss of an export market. However, the
Romanian economy is not as dependant on the UK market as similar examples in Europe,

% Germany calls for France to give its UN Security Council seat to the EU, France 24, Issued on: 28.11.2018,
https://www.france24.com/en/20181128-paris-france-german-proposal-un-eu-macron-merkel-security-council-
nations, accessed Feb. 24, 2020.

% Should the EU take France's seat on the UN Security Council?, Euronews, 29.11.2018,
https://www.euronews.com/2018/11/29/should-the-eu-take-france-s-seat-on-the-un-security-council,  accessed
Feb. 24, 2020.

21 Oana-Elena Branda, NATO-EU relations in the aftermath of Brexit, in Volume of the International Scientific
Conference “Strategies XXI. Strategic Changes in Security and International Relations”, Vol. 2, Bucharest,
UNAP  Publishing House, 2017, p. 78, https://www.strategii21.ro/A/2017-04.%20STRATEGIC%
20CHANGES%20IN%20SECURITY%20AND%20INTERNATIONAL%20RELATIONS/VOL%202%20Strat
egic%20changes%20in%20security%20and%20international%20relations%202017.pdf, accessed at Feb. 26,
2020.
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particularly Germany?® or the countries on the border of the English Channel?®, Brexit not
representing a milestone in the current economic growth.

A secondary economic threat after 2020 could be a possible economic migration
putting pressure on the Romanian economy, due to UK diaspora that might have to return
home or to move within the EU borders. The reality is that a potential economic migration is
likely to be absorbed by the on-going human resources crisis within the EU and Romania,
without representing a significant problem for the national authorities.

External threats in the societal domain of security

First of all, as mentioned in the National Defence Strategy 2015-2019, migration was a
key aspect assessed by Romania from the societal perspective. However, the massive
migration phenomenon in 2014-2015 affected just marginally the country, which is not a
member of the Schengen Area.

The most common societal threat within the last European decade was populism, with a
large representation within the political environment and significant impact on societal
security. Populism is one of the key modern drivers of extremism, which after 2020 could
increase especially if populist politicians exploit the expected socio-economic problems,
trying to explain them by attributing the guilt to some social groups. This phenomenon is
probably the most dangerous threat to the post World War European society, governed by
tolerance and multiculturalism, and will likely to be fuelled by economic difficulties. For
Romania, the general spread of populism and extremism is a key threat to national security,
due to their possible impact on the EU cohesion in the long term. Moreover, due to the large
Romanian diaspora, extremism might directly target Romanian citizens temporarily residing
within Western Europe. The success of political parties like “Front National” or “Fratelli
D’Italia”, with pure populist-nationalist agendas, and the recent examples of extremist
activity in Germany®®?! prove that the European society is at a crossroad, forcing the
Romanian authorities to seriously assess the phenomenon in order to act for in support of a
strong multicultural EU that will protect the rights of its citizens at home and abroad.

From a different perspective, after Brexit, the European authorities backed French and
German leaders will probably try to accelerate the integration process®2, more likely within
the economic, financial and politico-military domains, taking advantage of the favourable
context. Without the UK, a traditional voice opposing the EU federalisation, and with the
need for stability and a strongly united European block, EU might try to force a more
cohesive union, homogenous or with multiple speeds, overpassing the basic principle of
“unity in diversity”. Romania as most of the other countries must analyse this scenario,
allocating diplomatic resources to avoid any potential significant socio-cultural damage with a
major impact on the national identity in the long term.

28 Wolfgang Minchau, Why German industry should fear a no-deal Brexit, Finacial Times, 24.06.2018,
https://www.ft.com/content/c06b1762-761d-11e8-b326-75a27d27ea5f, accessed Feb. 24, 2020.

2 Alessandra Scotto di Santolo, EU to hold UK to ransom over fishing waters to get Brexit deal done by
summer, Express, Tue, Jan 21, 2020, https://www.express.co.uk/news/uk/1231190/brexit-news-uk-eu-trade-deal-
uk-fishing-waters-eu27-gavin-barwell, accessed Feb. 24, 2020.

30 Germany shooting: 'It was a shock but not a surprise’, BBC, 20.02.2020 https://www.bbc.com/news/world-
europe-51576446, accessed on Feb. 23, 2020.

31 Germany shooting: chants of 'Nazis out' at vigils after gunman Kkills nine, The Guardian, 21.02.2019,
https://www.theguardian.com/world/2020/feb/21/germany-shooting-chants-of-nazis-out-at-vigils-after-gunman-

kills-nine, accessed on Feb. 23, 2020.

32 Ursula von der Leyen and the Shape of Post-Brexit Europe, Guild Investment Management, Equities, 28
October 2019,  https://www.equities.com/news/ursula-von-der-leyen-and-the-shape-of-post-Brexit-europe,
accessed on Feb. 23, 2020.
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In addition to the mostly abstract threats to the Romanian society and culture, a possible
pandemic menace has to be taken into account, as a primary hazard that may affect the
society, economy and overall security. In the middle of the COVID19 epidemic, highly likely
to end with severe casualties and economic losses, and with the on-going world connectivity
and mass migration, the pandemic threat should be actively monitored and contingency plans
and resources should be carefully prepared in order to avoid any significant effects for the
Romanian society.

External threats in the political domain of security

From the political perspective, the current post-Brexit instability, combined with
populism across the EU might result in a very dangerous course of action involving other
EXITs. This is still a low-probability scenario, but in case of other states’ decision to leave the
European community, the domino effect is likely to generate a major threat to Romania,
whose political-economic stability and prosperity depends on a strong EU.

Regarding the political integration within the EU, an acceleration of the integration
process, especially in the case of the multiple speed option is likely to bring EU internal
divisions, due to the opposition of individual countries including Romania, or associations of
states such as the Visegrad Group. Romania has to identify this scenario and act individually
or in coalitions to protect its interest, providing a significant argument for a homogenous and
economically-stable EU.

3. In place of conclusions: External threats assessment — Romanian priorities

All the previously mentioned threats represent key aspects to be included in future
Romanian security strategies. In order to try to determine their priority for the Romanian
authorities, the analysis will compare them based on six criteria, with different ratios, context
(10%), probability (20%), effects in the long term (including magnitude, 20%), vulnerability
to the threat (20%), capability to counter (15%), and the potential support from the allies in
NATO and EU (15%). The final score of every threat will determine if the menace is of
imminent priority (over 33), high priority (28.5 to 33), medium priority (22 to 28) or low
priority (under 22). The security domain will be analysed taking on spot external threat
against Romania including military, politico-military, politico-economic, economic,
economic-societal and societal.

Table 1. Criteria and priority table

Criteria 5 4 3 2 1 PRIORITY
. Yery Possibly Frobably not Wt
Context fawourable Farairabris favourable fawvourable favourable lmiinent
Probahbility Immiinent High Medium Low Megligible High
Efects Extreme Significant | Considerable Limnited Negligible | Medium
Vulnerabiality Very kigh Higrh Medium Low Negligibdle Lo
Capability to counter [ Very low Low hedium High Wery High
Allied support Certain Probable Possible Doubtful improbable
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Table 2. The analysis of external threats against Romania

x External threat against = 3 Capability Allied
ie(um.y Romania Context | Probability Effects Vulnerability to counter | support ':::
2 Ratio 10% (x3) 20% (x2) 20% (x2) 20% (x2) 15K (15] | 15%(eL)
Russian agression 3 2 5 A a 2 “
Agression from another
date 1 1 4 2 2 2 21
Hybrid agression 3 2 4 3 2 2 27
Military |Cyber agression a q 2 3 3 2 295
Escalation of conflict in
Ukraine 4 3 4 3 3 1 30
Open conflict in the a 3 5 a 3 2
Terrorism a 2 4 2 2 2 26
The American isolationist
TR q 3 4 3 3 2 315
Politico- |Turkey’s uncertain
military 2 a 3 4 3 3 3 33
e DEaEE - | - | - B
Politico- Other EXITs from the EU 4 2 5 3 2 3 315
CONOMIE 16U internal divisions 3 2 a 3 3 3 30
Economic |Economic problems 4 4 3 2 2 2 28
Diaspora’s economic
Econtmics R 3 3 2 2 2 2 23
societal Pandemic or major
idemic 3 3 5 a4 3 2
Migration a 3 3 2 2 2 26
Societal
Forced i i ith
v o R 3 a 3 3 3 32

The comparative analysis identifies potential priorities for Romania within various
security domains. First of all, the analysis shows the already acknowledged threat posed by
the Russian Federation, but the Romanian authorities have to assess the comprehensive
military security environment, addressing the potential Russian aggressions also against key
partners, especially the Republic of Moldova. Moreover, Romania has to shift its defence-
based strategy into a more complex security strategy as unpredictable changes such as Brexit,
with impact over the political, economic, military and societal domains, or a major epidemic
threat like COVID 19 corroborated with the globalisation and massive human movement, are
events not covered by the on-going national defence strategy.

From a bigger picture point of view, Romanian political and security specialists need
to agree with the idea that the threats are not individual, but rather complementary. For
example, Brexit, a country’s decision of leaving a political-economic alliance, could affect the
military security in Eastern Europe, societal problems around Europe and trigger other EXIT
political-economic threats. Another example could be Turkey’s unclear path, with multiple
divergent opinions related with the EU and the migration blackmail. Turkey’s political
decisions might weaken NATO-Russian balance within the Black Sea Region, but also by
allowing a major migration wave, combined with the possible economic problems after
Brexit, and the menace of an uncontrolled epidemic threat, could enable European instability.
Furthermore, an EU internal instability in the long term will enable forced integration, posing
a threat to the national cultures, or will aggravate EU divisions and isolationism, enable
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populism and extremism, or, in the most dangerous scenario trigger a domino EXIT
phenomenon ending the European project.

As a general perspective, the 2020 security environment is characterized by
complexity, volatility and unpredictability, the last decade historical analysis proving that
most of the current threats to Europe and Romania were marginally predicted. For Romania,
the legal need for a new national strategy after the 2019 presidential elections represents an
opportunity for subject matter experts to recommend the shift toward a National Security
Strategy 2020-2024. This document could provide the framework for a more comprehensive
approach toward the current security challenges, without the limitations of the term “defence”,
which usually is attributed to military security. Despite the obvious military security threats,
Romania has to address the imminent priorities like Brexit and the COVID 19 epidemic, with
a high probability to turn into a pandemic threat. In addition to the conversion into a security
strategy, Romania has to think about a long-term document to address this field in order to
project its military, economic, including energetic, political, societal and environmental
security interests for at least 10 years, with legal possibilities to update it due to major shifts
within the environment, rather than internal elections.
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Abstract: Since life originated on Earth, the environment has represented a necessity, an objective and a right,
which was often earned by force. The fight for survival had led to the first forms of migration to areas which
offered favourable/adequate living conditions with productive soils, water sources, lush flora and fauna.
Therefore, it was a fight for access to natural resources. This is why we can say the first conflicts
were environmental, generating military conflicts. The concept of environmental conflict had appeared in the
last 50 years, but it seems to have been the basis of the other types of conflict (political, administrative, social,
economic, ethnic and cultural).
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Introduction

We can sketch a triangle of triggering factors of the environmental conflict, which are
characterized by connectivity and interdependence, and target both environmental conditions
(the ecological sphere), as well as the social and economic sphere. Depending on the
interconnections between these three points, a series of threats and risks can be outlined which
will be the basis of a conflict that may have a cyclical character or which can be considered in
dynamics, being practically visible the “chronic” aspect of the environmental conflicts.

When the social sphere is under the influence of rapid demographic growth, in a
fragile or unstable socio-political, educational environment, the first reflections that appear
are in the economic sphere, this being the direct cause of the appearance of the imbalance in
the living environment.

At this point we begin to discuss the anthropic factor - as a disruptive factor, the
human being carrying out at any given moment, any type of activity that can ensure
immediate economic stability, giving him the fragile image of the sustainability of the created
living environment and the illusion of a state of security. When I say “human being” - | make
clear reference both to the individual, as the link of society and to society - as a whole, made
up of a group of individuals who have common goals and strategies and policies aimed at
achieving them. Thus, a series of conflicts can arise which are based on the way of managing
the resources - these can generate territorial-administrative conflicts, or in economic-socio-
environmental conflicts, which concern the whole process of sustainable development. As a
result, the anthropic factor represents the oldest and most persistent threat to the environment,
in general and to climate conflict in particular.

Today, the environmental conflict is a factual state, based on the conflict between two
or more actors involved; one party challenging the way the other involved party ignores or
acts against policies and measures that ensure a sustainable environment.

The role of the anthropic factor in the dynamics of the environmental conflict
At present, the environmental conflict does not only manifest itself in a certain time,
between two or more parts of a dispute aimed at obtaining natural resources or better
environmental conditions, but we can also speak of an environmental conflict between
generations, a concept that imposes an increasingly important place in the classification of
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conflict typology. This conflict seems to be of an emotional, psychological type, unfolding
with a permanent character, through a portal that gives us a desolate image, of a poor planet,
with a population affected by congenital diseases, genetic mutations or simply not adapted to
environmental conditions. The psycho-emotional segment can be easily used as a “weapon” in
political development strategies, but like any weapon, it can be used for both defence and
attack. In the following figure we tried to summarize the scenario regarding the dynamics of
the environmental conflict and the importance of the role played by the anthropic factor.

Enviranmental
rESOUNCES

Migration

Environmental
conflict

Climatic changes

-

The influence of the anthropic factor
Fig. 1 The role of the anthropic factor in the dynamics of the environmental conflict

Why did | point out that one of the most disturbing non-military factors in world
security is the environmental conflict? The great discoveries, but also the great conflicts
started from the need to provide resources, thus, the discovery of the Indies, the discovery of
America are examples of critical moments of the demographic dynamics and especially of the
migration phenomenon. Migration to America reached its highest levels after the Second
World War, when it was considered a real refugee crisis. In the post-1970 period, America
remained the main attraction of international migrants, but in 2015 Europe faced the worst
refugee crisis after the Second World War, and in a single year, the EU member states to grant
asylum to over 700,000 refugees. According to data presented in the European Commission
Report in 2016, the EU has more than three times the number of refugees registered in
Australia, Canada and the United States together in that year.

The data presented raised the issue of ensuring regional security and the environmental
conflict with the international impact.

The USA, since 1996, has emphasized the existence in the category of non-military
risks “of stringent problems regarding natural resources and transnational environmental
issues”, being considered an important asset in the US Security Strategy, being established the
first analysis offices of ecological and environmental issues at the level of the State
Department and the National Security Council.

The global warming phenomenon has started to create concerns since 1960, when, as a
result of the large-scale development of the industrial sector and its effects, mainly referring
to the increase of the concentration of greenhouse gases, these being considered as the main
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trigger factor and accelerator of this phenomenon. Following the studies, the statistical
processing of the existing data and the use of mathematical models for estimating climate
change, the specialists in the field estimate a variation of the phenomenon of climate
warming, which will be based on temperature increases of 1.1°C up to 6,4°C throughout the
century?, scenarios that place a special emphasis on polar areas, which, it seems, will warm up
the most, the consequences being estimated to be dramatic.

The global warming phenomenon has been strongly felt over the last two years,
producing devastating effects for some regions. In 2016, in India there was a temperature
record, in the area of Phalodi city - a region of northern India, with a very high population
density, which could barely stand to the recorded 51°C2. Excessive heat caused hundreds of
deaths in a few days, drought affecting agriculture in 13 Indian states and displacement of
tens of thousands of locals. According to the same sources, the ocean currents have changed
their direction under the influence of the global temperature rise, the result having an effect on
the melting of glaciers. And in 2017, in the Balkans area, a high percentage of deaths were
registered, as a result of the “Lucifer” heat wave. The years 2018 and 2019 were in turn,
considered the warmest and driest years for northern Europe.

In the article “Europe warms up and shows no signs of cooling in the near future”, the
European Data Journalism Network (EDJNet)® published the results of research on the
evolution of the climate warming phenomenon in Europe, stressing that the most affected
areas are Andalusia and the south-east area of Romania, where temperatures have risen by 1.6
and 1.5°C more than those registered in the last century, respectively. This period of
accelerated growth of global warming, coupled with the impact of the anthropic factor, leads
to a considerable diminution of water sources worldwide.

The European Union also takes care of the vulnerabilities of the neighbouring regions,
bearing in mind the fact that in order to maintain a state of peace and security within the EU,
inter-regional stability is needed. History has shown that the lack of water can affect peace
and security, as well as being able to generate significant human and economic costs and
implicitly a series of direct implications for the EU, the most frequent being the change of
migration flows.

In the Joint Communication to the European Parliament and the Council, held in May
2019 on the topic “European Union and Central Asia: new opportunities for a stronger
partnership”, the situation of Central Asia has been emphasized from the beginning, which
“is facing greater and greater challenges in the environmental field. The combined impact of
climate change, which has begun to reduce the flow of water by reducing the glaciers that
feed Central Asia's rivers and the rapid population growth, will exacerbate some of the
region's environmental problems, generating potential implications for economic
development, security and migration.”*

Throughout human evolution, the source of water has been decisive in establishing
and developing habitats, as the need for water and food is often a source of conflict of all
kinds, including armies. The way in which “the human being” has managed the water sources
over time, have led to imbalances of the ecosystems and implicitly to the local social
conflicts, which have often had an amplification of the effects at regional level. One such

Y Lupta impotriva schimbarilor climatice, ONU Conference, Paris, 2015, https://www.europarl.europa.eu/
factsheets/ro/sheet/72/lupta-impotriva-schimbarilor-climatice accessed Feb. 15, 2020.

2 Oraan Mirculescu, Incalzirea globald e mai rapidda decdt s-a estimat, Revista Stiinta si tehnica, 8 iunie 2017.
https://stiintasitehnica.com/incalzire-globala-rapida/ accessed Feb. 15, 2020.

3 European Data Journalism Network, Europa se incdlzeste si nu aratd niciun semn de rdcire in viitorul
apropiat, (article translated by Claudiu Pop), https://voxeurop.eu/ro/2019/nc-lzire-global-5124127 accessed Feb.
15, 2020.

4 Comunicare comund citre Parlamentul European si Consiliu, Uniunea Europeand si Asia Centrald: noi
oportunitdati pentru un parteneriat mai puternic, Bruxelles, May 15, 2019
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example is the drying of the entire Aral Sea, considered in the past one of the largest lakes in
the world, and which had to suffer with the start, in 1960, of large hydro technical works that
changed the course of two large rivers, Syr Darya and Amu Darya pouring into the lower
basin of the Aral Sea®. The purpose of this grand project was strictly related to the need for
water supply of the Kyzylkum desert area, which was to become an area with favourable
living conditions. Since 1960, the surface of the Aral Sea has changed from year to year,
especially during the droughty years like 2005-2009. In 2014, the sea dried up completely,
and the population of the area migrated, being on the one hand forced by job losses - most
being fishermen, and on the other hand, the security of the region was affected. Everything
turned into a desert in which a full air of toxic dust was inhaled as a result of contamination
with salts, fertilizers and remaining pesticides.

Fig. 1 The Aral Sea in 2000 on the left and 2014 on the right. Photograph: Atlas Photo
Archive/NASAS

And the largest freshwater lake in the world, Lake Baikal, which was considered to
represent almost a quarter of the world's freshwater reserve, was placed in 2016 on a “list” of
potential ecological disasters due to the anthropic factor and stimulated by the effects of
global warming. And in this case, the trigger factor is people's desire to ensure good living
conditions, without analysing the long-term effects. Mongolia has proposed and started a
grandiose project to build a chain of hydroelectric power stations and dams along the Selenga
River and its tributaries, a river that completes its course in Lake Baikal. A member of the
Russian parliament, Oleg Lebedev, said that these interventions lead to limiting access ‘to
freshwater, which was already difficult, of inhabitants of the regions of Buryatia and Irkutsk”,
with studies showing that the lake level is already low, the effect being felt at only 300 km
away, where the wells have already dried’. This case was treated in 2016 as a Russian-
Mongolian political-economic conflict, but it can be categorized as a real environmental
conflict, characterized by a series of variables, of political, economic and social order, which
highlight the vulnerabilities of any state in the occurrence of an induced ecological risk.

5 Nicu Parlog, Cazul Aral: o mare in moarte clinicd, 01.09.2013, https://www.descopera.ro/natura/10439989-
cazul-aral-o-mare-in-moarte-clinica accessed Feb. 15, 2020.

® Enjoli Liston, Satellite images show Aral Sea basin ‘'completely dried’, 1 Oct. 2014
https://www.theguardian.com/world/2014/oct/01/satellite-images-show-aral-sea-basin-completely-
dried?CMP=fb_gu) accessed Feb. 15, 2020.

" Adrian Nicolae, Lacul Baikal riscd sa dispard asemenea mdarii Aral, Stiintd si Tehnicd, 03.06.2016,
https://stiintasitehnica.com/lacul-baikal-risca-sa-dispara-asemenea-marii-aral/ accessed Feb. 15, 2020.
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An alarm signal is being fired by environmental activists from Azerbaijan® and the
Caspian Sea, who are facing a situation that is compared by specialists with that of the Aral
Sea, rapidly lowering the water level, and the marine biodiversity is severely affected.
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Fig. 2 Areas of Central Asia with environmental and socio-economic imbalances
as a result of climate change under the direct influence of the anthropic factor

These are just a few of the situations identified in the Central Asia area that are, under
the impact of the anthropic factor and climate change, or can become anytime, triggering
factors of environmental conflicts, which as a result of the ecosystem imbalances, can
culminate with the severe reduction of vital resources, and implicitly in migratory waves or
the emergence of pandemics.

Considered to be multipliers of threats to the security of nations, climate change and
the effects of environmental degradation, they will be the subject of conversations of
representatives of EU and Central Asian countries on policies and actions to prevent conflict,
humanitarian and development actions, as well as reduction strategies of disaster risks
throughout Central Asia.

Conclusions

Within the global strategy for the European Union's foreign and security policy, three
priorities are aimed at strengthening partnerships with Central Asian countries in order to
increase resilience, namely: partnerships for resilience, prosperity and better collaboration.
The ability to anticipate and address the challenges affecting the socio-economic objectives
and security of these countries will be considered, in order to strengthen their capacity to
carry out new reforms in vulnerable sectors. The partnerships will have as basic principles
democracy, human rights and the rule of law, stimulating cooperation on the implementation
of the Paris commitments on climate change and addressing trans regional environmental
challenges, "to turn them into opportunities and increase cooperation on migration. ”°

Related to the strategy of the European Union, the increase of the resilience of Central
Asia is a major interest, but which, as we have pointed out, requires a strengthening of the
capacity of the component countries, "to anticipate and resist external and internal pressures,
to adopt reforms and to address the challenges generated by globalization, rapid population
growth, climate change, environmental degradation, pressure on water and energy resources,
labor migration and new security threats.”°

8 Ilinca Dragos, Marea Caspicd este in pericol!, Evenimentul zilei, 01.05.2019, https://evz.ro/marea-caspica-
soarta-marea-aral.html accessed Feb. 15, 2020.

® Comunicare comund citre Parlamentul European si Consiliu, Uniunea Europeand si Asia Centrald: noi
oportunitati  pentru un  parteneriat ~ mai  puternic, Bruxelles, 15.5.2019, https://eur-
lex.europa.eu/LexUriServ/LexUriServ.do?uri=JOIN:2019:0009:FIN:RO:PDF) accessed Feb. 15, 2020.

10 Ibidem, p. 3.
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In November 2018, the working meetings of the members of the EU Council on water
diplomacy!! took place, and the conclusions presented emphasized the need for a regional
promotion of an agenda for water, peace and prosperity, being considered a priority for
increasing regional resilience. To this end, mutually acceptable solutions to improve regional
cooperation relations and fair management of cross-border water resources will be
encouraged. The agenda provides for permanent collaboration with relevant UN agencies'?
and with state and non-state partners, encouraging cooperation around the Aral Sea, as well as
the implementation of the Agreement on the legal status of the Caspian Sea®®.

Also, the General Congress of the United Nations declared the years 2018-2028
"International Decade of Action - Water for Sustainable Development™, which began with the
marking of the World Water Day last year, 2018. "We leave no one behind" , it was titled the
central theme of the 2019 edition of World Water Day and at the same time the central
promise of the 2030 Agenda adopted by the United Nations in 2015, which set the goals of
sustainable development of humanity for the period 2015-2030. The 6th Sustainable
Development Goal (SDG) is the one that proposes that the entire population of the planet have
access to quality water resources by 2030, including objectives on the protection of the natural
environment and reducing pollution. From the statistical data presented by the UN, alarm
signals can be highlighted regarding the effects of acute water shortages, which by 2030 could
cause the migration (displacement) of over 700 million people worldwide*.
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Abstract: The new security environment has undergone major transformations, and actors who must counteract
hybrid aggression are trying to adapt to the new reality. Through its wide applicability, the modern - hybrid -
conflict has repercussions in almost all areas of activity of a nation, its harmful consequences manifesting both
in the civilian life and in the military environment. From this perspective, studying hybrid actions is essential for
establishing the most appropriate directions and paths of action, as well as choosing the most effective methods
and means against hybrid aggression. Thus, actions aimed at counteracting hybrid threats are part of a larger
register, covered under the heading of crisis management, with aspects which are debated in the specialized
military literature. NATO, like the international community, first came into contact with the hybridity of the
modern conflict in March 2014, when it appeared that the Alliance was taken by surprise by the emergence, out
of nowhere, of “little green men” without military insignia, but well armed, who proceeded to block and occupy,
over the next few days, the main military and political strategic sites of the Crimean Peninsula. As a result, the
efforts of the EU and NATO, as political-military organizations, as well as individual Member States, focus on
the development of various Armed Forces, in training and materiel, to execute actions specific to the new type of
conflict. They also try to augment the overall readiness levels of society by increasing the resilience of people
and institutions to hybrid risks, vulnerabilities and threats.
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Introduction

At the beginning of this millennium, the security environment registered major
changes from a conceptual point of view, in particular through the emergence of hybrid
conflicts. As a result, defence actors are also trying to adapt to the new reality, having to
identify and counteract hybrid threats and aggressions. However, although the physiognomy
of the wars has undergone major changes, the participants in the conflict still resort to violent,
purely military actions.

From this perspective, the study of the hybrid conflict and of the transformations that
this type of war brings in the foreground is essential for establishing the most suitable
directions and paths of action and choosing the most effective methods and means against
hybrid aggression. By its wide applicability, the modern hybrid conflict has implications in
almost all fields of activity of a nation, its harmful consequences manifesting both in civilian
life and in the military environment. Because of the effects it produces, which are usually
determinating factors for the political-military decision-making structures of a state, the real
problem from the perspective of hybrid threats is not only understanding the phenomenon, but
also identifying solutions to counteract this type of threat.

NATO, like the entire international community, first encountered the hybrid warfare
concept in March 2014, and in the beginning, the Alliance appeared to be totally surprised by
the sudden emergence of little green men, without military insignia but well-armed and who
blocked and occupied in a few days the main military and political strategic objectives of the
Crimean Peninsula.

In the fall of the same year, at the NATO Summit in Wales (September 4-5, 2014),
Robert G. Bell, the civilian representative of the US Secretary of Defence in Europe and the
US ambassador for defence in NATO, supported the inclusion of hybrid conflict on the
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agenda of the reunion and based his proposal on the conclusions of the analysis of the
conflict in Ukraine: “Which can be described as asymmetrical, of unassigned aggression, with
surrogate forces, covert support, cyber-attacks, people in green without military insignia, in
addition to propaganda campaigns and economic, political pressures, as well as open
military pressure at the border, for sending the message. And even invoke the threat with the
nuclear option. The problem is what we must do to make the deterrent effective not only
against the 20,000 soldiers who threaten to cross the border, but also for situations like the
one described in Ukraine, which we saw in Georgia, in Transnistria. We are working on this
now, in counteracting the hybrid type war, in contingency plans, in the political lines that we
will update, and these things will determine what kind of political, military, civilian
capabilities NATO must have in order to have a deterrent effective against this kind of war’2.

NATO's concept of countering hybrid actions

Generally, the efforts that both NATO and the EU, as well as the individual member
states, undertake are geared towards the evolution of the Armed Forces (AF) in terms of
training and materiel in order to successfully execute actions, operations or campaigns
specific to the new type of conflict, but also to the society as a whole, in order to increase the
resilience of the population and institutions in the face of hybrid threats.

Since its establishment and until now, the North Atlantic Alliance has made constant
efforts to update its strategic concept in line with the new types of risks that threatened the
security and safety of the Member States. If, during the Cold War, the enemy was known
(USSR / Warsaw Pact) and the threats were relatively easy to identify and combat, the
emergence of the hybrid conflict raises a new concern among NATO (and EU) members for
successfully counteracting it.

Inside NATO, the approach to the field of hybrid threats has two stages, the first
being generated by the emergence in the US military society of hybrid war theories, and the
second triggered by the ongoing crisis in Ukraine.?

Thus, in a first phase, the debates in the American military academic environment on
the topic of hybrid warfare gave birth in 2010, at the Allied Command for Transformation
(ACT), of a document in which the concept is defined very generally: “Hybrid threats are
generated by adversaries who have the ability to use both conventional and unconventional
means simultaneously to achieve their goals™. In addition, it was appreciated that the
combination of non-military means (political, economic, and diplomatic) with military ones
generates difficulties for NATO which, as a political-military organization, must unload most
of the actions to counter hybrid threats to the area of authorities and civil societies in Member
States.

The year 2014 constituted the transition to a new phase in the evolution of the
organization, when NATO returned to the mission for whom it was set up - collective defence
— with the emergence of the crisis in Ukraine and the way of manifesting the hybrid threats.
But the inability to identify the aggressor as a particularity of the contemporary hybrid

! Luca A. Popescu, US official on Russia's threat to Europe: "he is such a reckless adversary that he collides
with  a NATO military force?”, article published by the online news agency Mediafax,
https://lwww.mediafax.ro/externe/oficial-nato-despre-rusia-e-adversarul-atat-de-nesabuit-incat-sa-se-ciocneasca-

cu-o-forta-nato-13063080 accesed 04.03.2019.

2 Teodor Frunzeti, Marinel-Adi Mustatd, Cristian Toader, Cristian Barbulescu, Increased resilience to hybrid
threats through good governance, Report related to the research project, The Academy of Romanian Scientists,
pp.27-29,http://www.aosr.ro/wp-content/uploads/2018/02/Raport-Proiect-AOSR_final-1.pdf

accesed18.02.2019.

3 *x* Bi-SC input to New NATO Capstone Concept for the Military Contribution to Countering Hybrid Threats,
NATO, August 25, 2010, p. 2, https://www.act.nato.int/images/stories/events/2010/20100826_bi-sc_cht.pdf
accesed 24.02.2020.
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conflict makes the activation of art. 5 of the Washington Treaty (the act establishing NATO)
more difficult and less certain, this solidarity clause being conceived against conventional and
traditional military threats when the treaty was signed.

In NATO's vision, the main sectors of action for increasing the resilience of the Allied
nations are critical infrastructure and civil society.* To this end, Member States are urged to
take all necessary measures to ensure the continuity of management and safety of critical
infrastructure systems (transport, energy, communications, finance, etc.), the preparation of
the population for action in crisis situations, and the maintenance of logistics lines for AF if
they are to be deployed.

Moving from theory to practice, counteracting hybrid warfare has come to NATO's
attention since July 2009, when the International General Staff (IMS) requested the Alliance's
strategic commands, Supreme Allied Commander (SAC) and ACT, several points of view to
develop a fundamental concept regarding the military contribution in order to counteract these
types of threats.

The following year, on 25 August 2010, SAC and ACT submitted to the Member
States a project entitled Military Contribution to Countering Hybrid Threats®, which was not
approved by the North Atlantic Council (NAC) and was frozen until 2014. Following the
annexation of the Crimean Peninsula by the Russian Federation and the outbreak of the crisis
in South-Eastern Ukraine, discussions on the topic of hybrid warfare resumed, with emphasis
on threat assessment, identification and evaluation of response measures, as well as on the
capabilities needed to counteract the military aspects of hybrid threats, while simultaneously
preparing forces and means especially designed to respond to such threats.®

In the opinion of the NATO Secretary General (SG) of that period, Anders Fogh
Rasmussen, the Alliance did not have at its disposal the most suitable methods and means of
counteracting hybrid threats. NATO SG appreciated that the response to a possible hybrid
conflict against the Alliance does not fall within the normal competences of the Allied
commandments, which are prepared to carry out mainly military operations, not actions in the
sphere of economic and social life, such as those in the economic (prohibition of access to
advanced resources and technologies, economic sanctions, etc.) or informational sectors
(cyber attacks in order to block the activity of public institutions or to interrupt the supply of
drinking water and electricity, propaganda, manipulation or different types of attacks
information specific to the social-media domain, etc.).’

This variety of features and manifestations of the hybrid conflict forced the North
Atlantic Alliance to make sustained efforts to defend its members. From this perspective,
some actions, such as the transformation of the AF, the flexibility of the combat units and the
increase in mobility (for force projection and rapid reaction), including the prepositioning of
advance elements (with small troops and technical deposits, ammunition and other military
materials), are necessary but not enough. In order to complete the set of measures to counter
hybrid threats, it is necessary for NATO to identify those measures which, when applied in an
integrated manner by Member States at Alliance level, will either minimize the use of armed
forces in some cases or multiply their effects in other situations.

4 *** Commitment to enhance resilience, Commitment to strengthen the resilience assumed by the allied states
at the NATO Summit in Warsaw (July 6-8, 2016), https://www.nato.int/cps/en/natohg/official_texts_133180.htm
accesed 24.02.2020.

5 %** Bj-SC input to New NATO Capstone Concept for the Military Contribution to Countering Hybrid Threats.
® peter Pindjak, Deterring hybrid warfare: a chance for NATO and the EU to work together?, in NATO
Magazine, November 18, 2014, https://www.nato.int/docu/review/articles/2014/11/18/deterring-hybrid-warfare-
a-chance-for-nato-and-the-eu-to-work-together/index.html accesed 24.02.2020.

" Viorel Buta, Valentin Vasile, Perspectives on the evolution and influence of the concept of hybrid warfare (I1),
in the Romanian Military Thought magazine no.4, October-December 2015, The Romanian General Staff
publishing house, Bucharest, 2015, p. 20.
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At present, like other Romanian authors®, we consider that informational attacks are
one of the main threats of hybrid type to the security state of NATO member states. The
complexity of these threats has caused major concerns at Alliance level, which were
addressed in a framework document that envisaged the future security environment in the
perspective of the 2030s and presents the strategic military principles: operational agility,
security networking, shared resilience, strategic awareness and strategic communication
(StratCom).® As we can see, the vast majority of the actions that these strategic directions
involve are based on the informational environment, from the security of the information
networks to the strategic communication.

From NATQO’s point of view, ensuring the security of computer networks requires a
proactive attitude not only from the Member States, but also from the Alliance's partners, in
order to be able to anticipate, overcome and neutralize hybrid threats. In addition to the ability
to model the informational environment through a continuous interaction, both physical or
virtual, we should increase the importance and weight of the information operations in the
actions of counteracting the hybrid actions, in order to attract as many partners as possible to
their own strategic goals and thus achieving the proposed tactical and operational objectives.

Another important concept for the Alliance that is closely correlated with the
informational domain is the strategic communication (StratCom), which represents the
coordinated use of diplomatic, public relations, informational operations (InfoOps) and
psychological operations (PSYOPS), coordinated at all levels and synchronized with military
actions, in order to achieve the Alliance's goals and objectives.

Currently, InfoOps can be included in the unconventional pattern of hybrid
aggressions due to the nonviolent features they impose. Although they belong exclusively to
the military field, InfoOps are of particular importance in modern hybrid conflicts, though
they have their origins during the Cold War. After the Second World War, the conflict
between the two big blocs, NATO and the Warsaw Pact, not only meant a confrontation
between the military potentials of the two politico-military organizations, but also a collision
of the systems of social organization, communism and capitalism. This confrontation of
ideologies gave birth to new concepts, such as ideological or ideas warfare, political
communication, psychological operations, etc., which created confusion because they used
weapons that were not truly distinct, all belonging to a single domain - media (radio, TV,
press). After the end of the Cold War, an explosion of the level of access of the population to
the public means of information took place, which will be at the basis of the importance of the
InfoOps role in the confrontation between East and West. However, it is surprising, given the
widespread public access to the media (especially the so-called social media), how successful
Russia's misinformation actions have been in Ukraine, but also internationally, including
Europe and the US.

Shortly after the annexation of the Crimean Peninsula and the start, in our opinion, of
a frozen conflict in South-Eastern Ukraine, the North Atlantic Alliance is forced to take
concrete steps towards countering hybrid threats. Thus, in the statement of the NATO Summit
in Wales, several directions of action are presented for the preparation of the Member States
in order to counteract the hybrid threats, on the command line, education and training,
communications, military intelligence (INTELL), interoperability, protection, weapons of
mass destruction (WMD) and network systems.

8 Cristian, Petre, Information component - essential element of military operations in the third millennium, in the
Romanian Military Thought magazine no.l, January-March 2016, The Romanian General Staff publishing
house, Bucharest, 2016, pp.172-173.

9 %% MCM-0199 2015 — Framework for Future Alliance Operations, Supreme Allied Commander
Transformation, Enclosure 1 to MCM-0199-2015, https://www.act.nato.int/images/stories/media/doclibrary/ffao-
2015.pdf accesed 24.02.2020.
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In general, NATO's mode of action is based on four strategic directions, construction,
deterrence, employment and stabilization which, although interdependent, are not always
strictly applicable in a predetermined order and can be used simultaneously or even partially.
It is precisely this relative independence which can successfully counteract hybrid aggression,
of course by applying the specific methods and means of the hybrid domain and considering
their main characteristics.

Also, in order to successfully counteract hybrid aggression, NATO intends to create a
set of complementary methods and actions, covering all fields of activity, political,
diplomatic, economic, social, informational, military, etc., while identifying means and
directions of action to achieve this goal, which is, in itself, a time-consuming process.

At the same time, the Alliance must make efforts to raise awareness among Member
States and allies or partners of the obligation to respond firmly to any type of aggression
against the safety and security of nations, whether conventional or hybrid, and this obligation
requires these states to engage long term because security can only be maintained through
consultations, deterrence, defence, crisis management and partnerships with law enforcement
agencies, local authorities and other relevant actors in this context.

The EU approach to counteracting hybrid actions

With NATO's hybrid efforts as its basis and an example worth emulating, the EU also
took the necessary steps to define, identify and counteract hybrid threats immediately after the
crisis in Ukraine. Thus, in July 2014, the President of the European Commission, Jean-Claude
Juncker, declared that the member states of the Union are now required to better coordinate
their national policies so that “Europe will be stronger in terms of security and defence”°.

The first initiative in this domain belongs to the European Commission, which, on 28
April 2015, adopted the European Security Agenda, a programmatic document outlining the
main directions of action of the Union in the period 2015-2020 for: improving the exchange
of information; the prevention of radicalization; combating terrorism, organized crime and
cyber crime; protecting citizens and critical infrastructures. The Agenda also warned that
Hthreats such as those posed by cyber terrorism and hybrids may intensify in the coming
years”!L,

Subsequently, on May 18, 2015, the Foreign Affairs Council (FAC) called on the EU
to develop a Joint Framework for Counteracting Hybrid Threats, which would contribute to
increasing the resilience of EU member states and partners. One year later, Federica
Mogherini, the EU High Representative for Foreign Affairs and Security Policy, together with
the European Commission, proposed (April 6, 2016) the Joint Framework on Countering
Hybrid Threats - A European Union Response*? which, as the title also shows, describes the
hybrid threats and outlines the main ways of counteracting them from a European perspective,
as follows:

- "The concept (AIN hybrid threat) aims to encompass the mix of coercive and
subversive activities, conventional and unconventional methods, which can be used in a
coordinated manner by state or non-state actors to achieve specific goals, but still below the
state threshold of officially declared war. Usually, the focus is on exploiting the
vulnerabilities of the target and on generating ambiguity in order to prevent decision-making

10 Jean-Claude Juncker, Let's get Europe moving, speech in the European Parliament, July 15, 2014, Strasbourg,
https://ec.europa.eu/commission/sites/beta-political/files/juncker-political-guidelines-speech_ro.pdf accesed
14.06.2019.

11 ++* Commission takes steps to strengthen EU cooperation in the fight against terrorism, organised crime and
cybercrime, The European Agenda on Security, The European Commission, Strasbourg, April 28, 2015, p. 13,
https://ec.europa.eu/commission/presscorner/detail/en/IP_15 4865 accesed 24.02.2020.

12 %% Joint framework for countering hybrid threats - A response from the European Union, Brussels, 6.4.2016
JOIN(2016) 18 final.
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processes. Massive misinformation campaigns, which use social media platforms to control
political discourse or to radicalize, recruit and coordinate intermediary actors can be vectors
of hybrid threats '3,

- EU member states have their own responsibility for countering hybrid threats,
because each presents specific vulnerabilities, while the EU supports this process only for
common threats, such as those that manifest across borders (eg immigration, organized crime,
drug trafficking, persons, weapons, hazardous materials, etc.);

- The European vision for countering hybrid threats is based on existing sectoral
strategies (such as the EU Global Strategy, the Cyber Security Strategy, the Energy Security
Strategy, the Maritime Security Strategy);

- In order to counteract hybrid threats, cooperation between the EU and NATO is
needed.

EU responses to counteracting hybrid aggression include proposals for action by
Member States, but also valid at Union level, such as: recognizing the hybrid threat and
empowering Member States to identify their own vulnerabilities and their specific
indicators; increasing the level of resilience of governmental institutions and national societies
as a whole; improving the crisis management system, with emphasis on prevention, response
and return to the status quo ante; last but not least, the development of collaboration and
coordination relations with NATO, in particular regarding early warning and strategic
situation awareness, strategic communication, cyber security and crisis prevention and
management.

From the perspective of some Romanian authors', the notion of hybrid has an added
connotation in the European approach by integrating a series of different threats that do not
automatically have a connection with each other (such as terrorism, cyber attacks and the
conventional threat represented by Russia), but they produce effects throughout the European
territory. For this reason, two types of hybrid threats are identified in the European literature:
one in which the actions are led by a state actor and the second in whom they belong to a non-
state entity. The novelty of the European approach, however, is how to counteract the
aggressions associated with the hybrid war, respectively by resilience to hybrid threats.

Considering the need to counter threats and the request of the FAC to the EU on the
elaboration of the Joint Framework for Countering Hybrid Threats, the European Council
adopted, on 28 June 2016, the EU's Global Strategy on Foreign and Security Policy, in which
hybrid threats are considered the main risks to the Union, along with terrorism, organized
crime, cyber attacks, economic volatility, climate change and energy insecurity (but even
these can be considered at particular points in time to belong to the hybrid domain if used
properly by an innovative aggressor). Also identified are the main areas of action:
strengthening the security of the member states, increasing the resilience of the states in the
Eastern and Southern vicinity of the EU, the integrated approach to conflicts, the dimensions
of regional cooperation and the rules of behavior for ensuring peace and security, prosperity
and democracy at the international level.®

To apply the stipulations of the Global Strategy, the EU High Representative for
Foreign Affairs and Security Policy, F. Mogherini, submitted (14 November 2016) a plan to
the Council of the European Union, entitled the Security and Defence Implementation Plan,
which complements the series of EU documents on security and defence of the Member
States and stresses the importance of strengthening countries' defence and response capacities

13 Ibidem, p. 2.

14T, Frunzeti, M.A. Mustatd, C. Toader, C. Barbulescu, op.cit, pp. 24-27.

15 V. Buta, V. Vasile, Counteracting hybrid threats from the perspective of the European Union, in the
Romanian Military Thought magazine no.l, January-March 2017, The Romanian General Staff publishing
house, Bucharest, 2017, pp. 51-53, 57-58.
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in the event of conflict or external crisis, including combating hybrid aggression, while
proposing further directions for action. It is worth noting the mention in the Plan according to
which “civilian or military experts can make a significant contribution to increasing the EU's
capacity for analysis and interaction in a state where there is a risk of violence, instability or
hybrid threats,

Also, the European institutions adopted the EU Operational Protocol for
Counteracting Hybrid Threats (EU Council, 14 November 2016), the European Defence
Action Plan (European Commission, 30 November 2016), as well as various EU sectoral
strategies, including the EU Cyber Security Strategy (published in February 2013 and
completed in December 2015 with the Directive on Network and Information Security), the
Strategy on Maritime Security (2014) or the Strategy for Energy Security (2014).

The EU Operational Protocol for Counteracting Hybrid Threats has been drafted on
the basis of requests submitted by the Joint Framework for Countering Hybrid Threats to the
European Commission and the High Representative for Foreign Affairs and Security Policy,
the two EU institutions being induced, in cooperation with the Member States, to develop “a
joint operational protocol for conducting periodic exercises to improve the strategic decision-
making capacity, in response to complex hybrid threats based on crisis management
procedures and EU integrated crisis response mechanisms”’. In fact, the Operational
Protocol contains “effective procedures that can be followed in the case of hybrid threats,
from the initial phase of identification to the final phase of the attack, and which specify the
role of each institution and each EU actor during this process™®. Through these procedures,
an EU-level institutional coordination in INTELL domain is described, the necessary
capabilities are inventoried, and the political directives and decision-making process in the
case of hybrid aggression against Member States and partners are presented. Likewise, the
levels of coordination (political-strategic, operational and technical) for the management of
actions in the hybrid field and the training needs of the EU and the Armed Forces of the
Member States are specified. Furthermore, the Protocol capitalizes on and develops existing
mechanisms at EU level for crisis management and cooperation with partner organizations,
primarily with NATO.

As a highlight of the EU's efforts in the hybrid sphere, on 21 November 2016, the
Undersecretary of State and Deputy Director General in the Department of European Affairs
of the Government of Finland, Jori Arvonen, announced the initiation of the procedures for
setting up in the capital of Finland, Helsinki, a Center of Excellence (CoE) of the EU for
combating hybrid actions. According to the Finnish official, the initiative to set up this CoE
was supported by NATO and the US, aimed at “strengthening the resilience of the parties
involved and preparing them to deal with hybrid threats through training, applied research
and the exchange of good practices”!®. With its inauguration (3 October 2017), the CoE from
Finland joins other initiatives taken at European level (eg StratCom Working Group of the
European External Action Service) and Euro-Atlantic (NATO CoE from Latvia in the
StratCom domain), complementary to the hybrid domain. On 14 November 2018, Romania
signed the participation memorandum and thus becomes the 19th Member State, together with
Austria, Canada, Czech Republic, Denmark, Estonia, Finland, France, Germany, Italy, Latvia,
Lithuania, Norway, Poland, Spain, Sweden, Netherlands, UK and USA.

16 Ibidem, p.11.

17 %% Joint Framework on Countering Hybrid Threats, Action 19, The European Commission, JOIN(2016) 18
final, Brussels, April 7, 2016, p.17, https://eur-lex.europa.eu/legal-content/EN/TXT/?
uri=CELEX%3A52016JC0018 accesed 24.02.2020.

18 **x Joint Staff Working Document: EU Operational Protocol for Countering Hybrid Threats — EU Playbook,
Council of the EU, SWD(2016) 227 final, Brussels, July 7, 2016, p. 2.

19 Jussi Rosendahl, Finland Plans to Set up Center to Counter ‘Hybrid’ Threats, Reuters World News,
November 21, 2016.
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NATO-EU partnership to counter hybrid actions

To successfully counteract hybrid aggression, the EU works with regional or
international organizations, such as the Organization for Security and Cooperation in Europe
(OSCE) and the United Nations (UN), but its special military partner is the North Atlantic
Alliance. The EU and NATO cooperate in many areas to identify and counteract hybrid
threats, such as strategic situation awareness, STRATCOM, security of cyber space, crisis
prevention and response, with a formal and informal dialogue, constantly synchronizing the
efforts of the two entities.

On 16 December 2002, the first formalization of EU-NATO collaborative relations
took place, with the adoption of a joint declaration by which the two organizations have opted
for a strategic cooperation type of partnership, political consultations and mutual support for
crisis management and conflict prevention, with NATO to support EU operations or
campaigns with information and planning capabilities or military resources.

A few months later, the Berlin+ agreement was signed (March 1, 2003), which
represents a continuation of the Berlin Summit in 1996, when NATO-EU cooperation was
first discussed. This new Berlin+ agreement was needed to provide for the ways in which
NATO can indirectly support crisis management at EU level with resources and capabilities
for operational planning and command-control (C2).

Until the crisis in Ukraine broke out (2014), although several initiatives were taken at
EU level to implement a Common Defence and Security Policy, no significant actions were
taken in the Union's partnership with the North Atlantic Alliance. After the occupation of the
Crimean Peninsula by Russia and the outbreak of fighting in Donbass (the Donetsk and
Lugansk regions of South-Eastern Ukraine) between pro-Russian separatists and Ukrainian
forces, the NATO SG, A.F. Rasmussen appreciated (August 2014) that ,,more than NATO will
be needed to effectively counter such a hybrid war”?.

Considering the number of actions carried out by both the EU and NATO before the
Ukrainian crisis, compared to the activities following the annexation of the Crimean
Peninsula, we can see that 2014 is the crossroads point in the hybrid threat research for both
organizations.

Thus, starting with the NATO Summit in Wales (September 2014), NATO began to
pay much more attention to the hybrid domain. By the statement adopted at the NAC meeting
on September 6, 2014, the leaders of the Allied countries wanted to ensure that “NATO is
able to effectively address the specific challenges of hybrid warfare threats, which involve
the use of a wide range of open, military, paramilitary and civilian measures undercover, in
architecture with a high degree of integration. It is essential that the Alliance has the tools
and procedures necessary to effectively deter and respond to the threats of hybrid warfare,
as well as the capabilities to strengthen national forces. This also includes the development
of strategic communications, the development of hybrid warfare exercise scenarios and the
strengthening of coordination between NATO and other organizations, according to
relevant decisions taken, in order to improve information exchange, political consultation
process and internal coordination %,

At the same time, the leaders of the NATO countries “express their interest in
continuing the dialogue and cooperation between NATO and the EU. Our consultations

20 |an Traynor, Ukraine crisis: NATO plans East European bases to counter Russia (NATO chief announces
move in response to Ukraine crisis And says Alliance is dealing with a new Russian military approach), article in
The Guardian, August 27, 2014, https://www.theguardian.com/world/2014/aug/26/nato-east-european-bases-
counter-russian-threat accesed 24.02.2020.

2L **x Statement of the NATO Summit in Wales, adopted by the Heads of State and Government attending the
North Atlantic Council meeting in Wales, September 4-5 2014, art.13,
https://www.mae.ro/sites/default/files/file/2014/pdf/2014.09.06_declaratie_summit.pdf accesed 21.02.2020.
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have expanded to cover issues of concern to both organizations, including security challenges
such as cyber defence, proliferation of WMD, counter-terrorism and energy security. We will
also seek to work more closely in a number of other areas, including maritime security,
capacity building in the field of defence and security, and to address hybrid threats in
accordance with the decisions taken 2.

Beginning with 2016, the EU also started to focus more on working with NATO to
successfully combat hybrid aggression. In this regard, the Joint Framework on Countering
Hybrid Threats - A European Union response attaches particular importance to cooperation
with NATO in identifying the most appropriate action options for counteracting hybrid
aggression. From the perspective of this document, the two organizations are asked to work
together to fulfill the common purpose represented by unconventional, asymmetrical or
hybrid threats against the Member States.

A few months away, the European Union's Global Strategy on Foreign and Security
Policy aims to “deepen the partnership with NATO by coordinated development of defence
capabilities, exercises in parallel and synchronized, mutual support actions to strengthen the
capabilities of our partners, countering hybrids threats and cyber security, as well as
promoting maritime security”?®. In addition, the EU intends that this Global Strategy
establishes the level of political-military ambition and the directions of capacity development
that the Member States will dislocate under European mandate for carrying out missions,
independently or in cooperation with NATO.

On the other hand, the declaration adopted at the ending of the 2016 NATO Summit in
Warsaw (July 8-9) announced the Alliance's long-term plans for “a strategy on the role of
NATO in countering the hybrid war, which will be implemented in coordination with the
European Union”?*, At the same time, the participants in the summit agreed to support the
establishment of the EU CoE for combating hybrid actions, which Romania would eventually
join in 2018.

The Warsaw Summit also saw a NATO-EU Joint Declaration, which was signed by
the EU Council President Donald Tusk and the European Commission President, J.C.
Juncker, and from NATO by the SG of Alliance, Jens Stoltenberg. Through this statement, the
two organizations highlighted the level of cooperation and the results obtained during the
almost 15 years since the establishment of the strategic partnership, and for the future
emphasize the need for measures to “increase the common capacity to counter hybrid threats,
including strengthening resilience and development of the cooperation for the analysis,
prevention and early identification (of threats), timely mutual information and carrying out,
at the possible level, the exchange of intelligence, coordination of strategic communication
and response measures”?,

At European level, the EU Council adopted (14 November 2016) the Implementation
Plan on Security and Defence, in which F. Mogherini, leading the European External Action
Service at the time, emphasized thr mutual defence and solidarity clauses provided for in the
Treaty on European Union (TEU), at art. 42, paragraph (7), and the Treaty on the Functioning
of the European Union (TFEU), at art.222. The plan states that “NATO remains the

22 1bidem, art.104.

23 #** Shared Vision, Common Action: A Stronger Europe. A Global Strategy for the European Union’s Foreign
and Security Policy, European Council, Brussels, June 2016, p. 37, https://eeas.europa.eu/
archives/docs/top_stories/pdf/eugs_review_web.pdf accesed 24.02.2020.

28 %x% NATO Warsaw Summit Communiqué, adoptat de sefii de stat si de guvern participanti la summit-ul NATO
de la Varsovia, 8-9 iulie 2016, art. 37, lit. i, https://www.nato.int/cps/en/natohg/official_texts_133169.htm
accesed 24.02.2020 art.37, lit.i.

25 **x Joint Declaration, Joint statement by the President of the European Council, the President of the European
Commission and the Secretary General of NATO, Warsaw, July 8, 2016.
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foundation for the collective defence for those States which are members of it”?%, specifying
that the seven areas of cooperation with the Alliance provided for in the NATO - EU Joint
Declaration adopted at the NATO summit are maintained by developments during the
Warsaw Summit, respectively: counteracting hybrid threats; operational cooperation,
including maritime and related to the migration of persons; cyber security and defence;
developing defence capabilities; military industry and scientific research; exercise planning;
and supporting partners in Eastern and Southern Europe to develop security and defence
capabilities.

Just a week away (23 November 2016), the European Parliament adopted the
Resolution on the Implementation of the Common Security and Defence Policy, welcoming
the NATO - EU Joint Declaration of Warsaw, but at the same time appreciated that it
,»describes informal practices [which are] well established, rather than bringing EU - NATO
cooperation to a new level”, stressing “the need to deepen cooperation and further complete
the generation of capabilities corresponding to hybrid and cyber threats...”?’. Due to rather
negative appraisals, the European Parliament resolution emphasized that EU security, often
perceived as deeply interconnected, is rather interdependent and vulnerable because Member
States “react to common threats and risks in an uncoordinated and fragmented way, which
complicates and often even hinders their unitary approach”, considering that the EU “does
not have the resilience to effectively counter hybrid threats, which often have a cross-border
dimension™?8,

Conclusions

Countering the threats specific to any type of war (conventional, asymmetrical, hybrid,
etc.) requires different capabilities related to all areas of human life (political, military,
diplomatic, economic, social, informational, etc.), as well as capitalization on the power
potential they offer, but in accordance with the pattern of conflict. In this way, the main EU
programmatic documents in the field of the Common Security and Defence Policy (CSDP)
must be interpreted - the European Security Agenda, the European Union's Global Strategy
on Foreign and Security Policy and the sectoral strategies on cyber, energy and maritime
security.

The study of hybrid threats, which characterize modern confrontations, and the need to
counteract them, has led to the need to supplement EU sectoral strategies with other
documents that scientifically argue and justify / legitimize the ways and directions of action to
combat hybrid aggression, characterized by the combined use of methods and the traditional /
conventional means with the unconventional ones (asymmetrical / hybrid). Thus, the Joint
Framework for Countering Hybrid Threats, the EU Operational Protocol for Countering
Hybrid Threats, the Security and Defence Implementation Plan and the European Defence
Action Plan appear.

At Euro-Atlantic level, we appreciate that, as a predominantly military alliance,
NATO does not have the possibility to cover the full range of hybrid threats, especially those
that do not involve the use of violence or those that involve the use of violence, but are within
the competence of law enforcement. Still, we acknowledge that it has taken concrete and
important steps in the development of plans and strategies or in the creation and development

26 *** |mplementation Plan on Security and Defence, High Representative of the Union for Foreign Affairs and
Security Policy, Vice-President of the European Commission, and Head of the European Defence Agency, EU
Council, Brussels, November 14, 2016, p. 4, https://www.consilium.europa.eu/media/22460/eugs-
implementation-plan-st14392en16.pdf accesed 24.02.2020.

27 **x Eyropean Parliament Resolution on the Implementation of the Common Security and Defence Policy,
based on the Council's Annual Report to the European Parliament on the Common Foreign and Security Policy,
2016/2067(INI), Strasbourg, November 23, 2016, pct. 36.

28 |bidem.
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of specialized structures to combat unconventional risks and threats (such as counter-terrorism
and cyber defence). For this reason, it is necessary to deepen NATQ's partnership with other
international organizations, but especially with the EU, due to the large number of states
belonging to both organizations, 21 of the 27 member states of the Union and 29 respectively
in the case of the North Atlantic Alliance.

All political or military-political organizations are based on a mutual assistance clause,
whether it is called a collective defence clause in NATO or a mutual defence clause in the
EU, so that an attack on a Member State will automatically trigger everyone's reaction, being
obliged by the treaty to establish the alliance / union to intervene in the support of the
aggressed state. The stipulations of this principle, also known as the motto “All for one, one
for all!”, are generally similar regardless of organization, at EU level being stipulated in Art.
42 paragraph (7) of the TEU, in the case of NATO in art. 5 of the North Atlantic Treaty, being
recognized including by the Charter of the United Nations, at art. 51. Going back to the dual
membership status of many European states, both EU and NATO, we can see that the two
organizations are almost doubling their system of mutual security guarantees that the Member
States benefit from.

But, in the case of hybrid threats, it is particularly difficult if not impossible to identify
the attacker, whether it is a state or a non-state entity, which is one of the characteristics of
hybridity. In these circumstances, more than likely, the potential aggressor denies the
interference and the paternity of the attack, which will lead to the impossibility of reaching
the necessary consensus regarding the definition of aggression as an armed attack against a
Member State. From this perspective, the invocation of the TEU mutual defence clause or the
principle of collective defence in the North Atlantic Treaty will depend on the possibility of
identifying the aggressor and classifying his actions in the category of armed attack against a
Member State.

So, in order to identify and counteract hybrid actions, there is a need for a set of means
and methods that the Alliance cannot have due to the limitations generated by the role and
missions that were the basis of its establishment, the best solution being the cooperation with
EU. This issue is in the attention of the two organizations, between which there is already a
very good cooperation in the field of cyber defence, but that can be extended to other areas
specific to hybrid threats, because the EU has a wide range of tools that can be used to combat
the most specific components of this type of conflict. Given that there are 21 states with dual
membership of the EU and NATO, the Union is the most appropriate solution to increase the
Alliance's capabilities in the hybrid domain, the two organizations being able to offer a wide
and comprehensive range of military and non-military resources (diplomatic, political and
economic) to counteract hybrid threats. The NATO - EU strategic partnership is already
recognized by the 2014 NATO Summit (Wales) final statement, and the hybrid threats to the
Euro-Atlantic states will lead to its development.

But at the same time, the potential of the EU and NATO partner states, especially
those located in the buffer zones between one of the two organizations, NATO or the EU,
with the Russian Federation or other problematic states (Iran, Korean DPRK) must not be
forgotten, and neither those which have a pro-Western orientation, as is the case of Georgia,
Moldova and even Ukraine.
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Abstract: The popularization of the concept of hybrid conflict begins with the aggression of the Russian
Federation against Ukraine, resulting in the illegal annexation of the Crimean Peninsula and the conflict with
freezing tendencies in South-Eastern Ukraine. Thus, starting in 2014, states have begun to review their security
policies and strategies, succeeding in defining their vulnerabilities, risks and threats of hybrid type and, to a
lesser degree (and with few exceptions), adapting their doctrines and institutions to the new reality. To date, few
States have achieved a developed level of hybrid capabilities. Apart from “the big three”, the USA, the Russian
Federation and the People’s Republic of China, other states, political-military organizations and even non-state
actors have begun to take important steps in the field. The states with important doctrines and capabilities, we
mention the United Kingdom, Germany, France, Italy and Israel, and at the level of organizations, only the
Western ones, NATO and the EU, have policies and means of enforcement that cover to a certain extent the
spectrum of unconventional aggression. Non-state entities, such as the terrorist organizations Al-Qaeda and
ISIL, which have only asymmetrical capabilities, some of which are significant, should not be overlooked. If
Russia has already begun to implement hybrid strategies, doctrines and tactics, we naturally ask ourselves why
the West seems to have lagged behind in this area and what it could do to reduce the distance between it and
Russia in coping with this type of aggression.

Keywords: unconventional threats, asymmetric, hybrid warfare, terrorism, security policies and strategies.

Introduction

The popularization of the concept of hybrid conflict starts with the aggression of the
Russian Federation against Ukraine, resulting in the annexation of the Crimean Peninsula and
the start of the secession war in the Donetsk and Lugansk provinces of South-Eastern Ukraine
(Donbass region). Thus, the majority of states started, in 2014, to review their security
policies and strategies, in an attempt to define their hybrid risks, vulnerabilities and threats, as
well as adapting doctrines and institutions to the new geopolitical reality.

Currently, at most 10 nations have achieved hybrid capabilities. Apart from the “big
three” who have unconventional capabilities - the US, Russian Federation and People's
Republic of China - only some states, organizations or other actors have started to take
important steps in this field. Of these, the UK, Germany, France, Italy and Israel have
important hybrid doctrines and capabilities, while some non-state entities, such as the terrorist
organizations Al Qaeda and the Islamic State of Iraq and the Levant (ISIL) have only
asymmetrical capabilities, some of there quite significant. Another group of states, including
India and Australia, as well as two major politico-military organizations - NATO and the EU -
have policies and means of enforcement that cover, to some extent, the entire spectre of
unconventional aggressions.

If the Russian Federation has already begun to implement hybrid strategies, doctrines
and tactics, we ask ourselves the natural question why the West seems to have lagged behind
in this area and what it could do to reduce the discrepancy between it and Russia's advance in
using this type of aggression.

Theoretically, the concept of hybrid warfare has emerged and has been debated in the
American literature, being taken over and adapted by European specialists, especially after the
crisis in Ukraine. It should be noted that, although not as such, it was studied and analyzed
before the Ukrainian crisis by Russian military theorists. So, the development of the concept
evolved unnaturally, meaning it was limited to the level of each school of thought. However,
the hybrid war remains a theoretical concept launched in the United States after the 2006
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Lebanon conflict and whose theoretical value has been highlighted in the literature after the
protest movements in the Middle East and North Africa since the early 2010s, known under
the name of “Arab Spring”, when the Russian military theoretical school assimilated, in the
category of lessons identified and learned, the mode of action of the West in the Middle East,
while the European school mainly looked towards the aggression of Russia in Ukraine and the
danger represented by terrorism and migration.

In this context, focusing efforts on specific theoretical concepts or related to modern
warfare is more than necessary to understand the evolution of hybrid conflict theory.
Increasing the degree of understanding of the hybrid concept can be achieved through a brief
analysis, even comparative, of the theoretical approaches specific to each school - Western
and Eurasian - focused on the components of the war, such as the nature of the aggressor, the
objectives targeted, the tactics, techniques and procedures (TTP) used, the approach towards
confrontation and counter strategies.

Hybrid type actions in the Western vision
Even though the term ‘hybrid warfare’ was first introduced in the text of the NATO
Summit Declaration in Wales on 5 September 2014, references about hybridity have
generated much debate and even controversy, especially in the US. Therefore, we will begin
the analysis of hybrid actions in the Western vision with American military thinking, but we
will also refer to some allied states (Great Britain) or partners (Sweden).

Western organizations (NATO, EU)

Major changes in the physiognomy of conflicts prove that maintaining national
security exceeds the capacity and area of responsibility of a single country, even an
organization. Moreover, security can no longer be guaranteed by the strict application of
military power alone, but by a comprehensive conceptual approach and a new intensity of
civil-military actions, including unconventional TTP’s in order to achieve strategic objectives.
From this perspective, some authors! consider that a systemic and multilateral approach of the
adversary is required, such the PMESII model (Political, Military, Economic, Social,
Information and Infrastructure, especially the critical one).

NATO

The influence of American military concepts exercised directly or through the North
Atlantic Alliance, has inspired numerous analyses, debates and conferences, fueled opinions
and substantiated key decisions on military doctrines, organization and use of Armed Forces
of the allied states and partners. The takeover of American models has undoubtedly
contributed to the development of inter-operability between the armies of NATO member
states, an essential condition for success in the case of real missions. Without being an
exception, the translation of the concept of hybrid warfare from the space of American
doctrinal debates into the content of NATO operational concepts, of the armies of the Member
States, of partners and beyond, confirms once again the force of attraction of the military
theories of American origin.

A first attempt by NATO to define this new type of threat occurred in 2009, at the
Supreme Allied Command for Transformation (HQ SACT), when the hybrid threat was
described as “perceived by any established or potential adversary, whether it is non-state or
terrorist states or actors, who have the ability, demonstrated or probable, to use both
conventional and unconventional means simultaneously and in an adaptable way to achieve
their stated goals™.?2

! Craisor-Constantin Ionitd, Potential national measures to counteract hybrid forms of war, in The Romanian
Military Thought magazine no.2, April-June 2015, The Romanian General Staff publishing house, Bucharest, pp.
25-26.

2 *** Multiple Future Projects. Navigating towards 2030. Findings and Recommendations, NATO Allied
Command Transformation, Apr. 2009.
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The influence of American concepts regarding the hybridity of the contemporary
conflicts is evident in the Allied Joint Doctrine, promulgated on December 21, 2010 by the
NATO Standardization Agency, according to which the analysis of the current security
environment confirms “the existence of numerous arguments in favor of continuing the
process of blurring the boundaries between state and non-state actors (insurgent, terrorist or
criminal groups), leading to the conclusion that NATO could face adversaries capable of
using both conventional and unconventional means. Threats could be compound, when the
actors exercising them act unsynchronised and uncoordinated, or hybrid when implemented
simultaneously and coordinated by a particular adversary.”® This doctrine takes into
consideration a possible exploitation of NATO vulnerabilities by some adversaries able to
resort to difficult-to-anticipate hybrid threats, without complying with Western legal and
ethical norms, for achieving long-term strategies focused not on gaining victory but on
avoiding defeat.

The NATO Strategic Concept for the Defence and Security of the Members of the
North Atlantic Treaty Organisation approved at the Lisbon summit on 19 November 2010
shows that, to a degree, the Alliance has adapted to the new risks and threats, but has certain
limits as well. The positive elements include the confirmation of intent on the part NATO
member states to pursue collective defence in the face of an attack, “including against novel
threats”. Among these threats against the Alliance, the following were quoted — nuclear
aggression, terroristic, criminal and cybernetic. The big gain of this strategic concept is to
emphasize the crucial importance of developing NATO capabilities in the cyber domain,
which has become the new “star” of budget allocations in the US and in NATO member
states. The negative part is the absence, almost entirely, of the Alliance's declarative concern
regarding the informational, psychological, media, cultural, religious, image-based and
symbolic aggressions in the moral domain that is the category of risks and threats based on
soft means. It can be assumed that this burden was left on the shoulders of nations,
individually, to undermine the perception of the other great powers (Russia and China), but
the lack of coordination in the mentioned areas creates a vulnerability for the Alliance,
including through its internal erosion, as demonstrated in recent years with the launch of the
Kremlin's propaganda offensive.

The American perspective on hybrid warfare is transposed into articles and messages
by Alliance officials, saying that “hybrid threat is an umbrella concept”, which includes “a
wide variety of hostile circumstances and actions, including terrorism, migration, piracy,
corruption, inter-ethnic conflicts etc.”* Conventional (states) as well as non-conventional
(asymmetric and non-state) actors can generate hybrid threats through dissimulation of their
hostile intentions and referring to hidden actions and through proxies, by unidentifiable forces
or attributing a false identity, capable of acting for a long time under adverse conditions.
Complementary to the classic application of armed force, the hybrid war refers a variety of
non-military instruments used in a coordinated manner before, during and after the real
military actions.

The very mention of the concept of hybrid war in the declaration of the NATO summit
in Wales (2014) testifies to the considerable influence of American military thinking at the
level of the doctrinal debates of Allied Commands and the transatlantic circulation of ideas,
terms and definitions, as well as their transition from scientific research to experimentation
and implementation in NATO exercises and operations. Besides, the characteristics of
American concepts regarding hybrid threats and warfare were reflected in NATO documents
before the adoption of the Summit Declaration in Wales. In this regard, the activity of the
NATO Working Group for Strategic Planning and Concepts is quite relevant, since, in
February 2010, it defined the hybrid threat as “the one that occurs from any adversary,

3 *** Allied Joint Doctrine AJP-01 (D), NATO Standardization Agency (NSA), december 2010, pp. 2-6.

4 Michael Aaronson, Sverre Diessen, Yves de Kermabon, Mary Beth Long, Michael Miklaucic, NATO
Countering the Hybrid Threat, PRISM, A journal of the Center for Complex Operations, vol.2, nr.4, 09/2011, p.
115, https://www.jstor.org/stable/26469152?seq=3#metadata_info_tab_contents accesed Febryuary 21, 2020.
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current or potential, states, non-state entities and terrorist group, which has the ability,
demonstrated or probable, to use both conventional and unconventional means
simultaneously and adaptively in order to achieve their own objectives”.®

The NATO Summit Declaration in Wales mentioned:

- The essential characteristics of the hybrid war (coordination, synchronization and
superior integration of the military operations with the actions of the paramilitary forces and
the support activities carried out by the civil institutions and agencies at political, diplomatic,
economic and informational levels, before, during and after the end of the armed conflict);

- The objectives of the hybrid type conflict (increasing NATO response capacity, the
need to equip Alliance members with the most appropriate tools for preventing and countering
hybrid threats, implementing the Alliance Action Plan for increasing operational capacity -
Readiness Action Plan);

-The lines of action (improving information exchange, improving political
consultation processes and internal coordination to strengthen NATO cooperation with other
organizations and optimize strategic communication and elaborate NATO exercise scenarios
based on the particularity of specific hybrid war threats).

NATO's concept of hybrid warfare represents the shift from the classic approach of
conducting military actions to a comprehensive approach, which combines military and non-
military means in the campaigns conducted so as to allow the state that employed them to
deny direct involvement. Indirectly, but closely related to the hybrid type conflict, there are
other concepts when we refer to the operational side of the hybrid warfare, among which the
informational war, lawfare (the use of national and international law in other ways than those
provided by the creator to achieve strategic or political military objectives) or the 4%
generation war (the disappearance of the boundary between war and politics, combatants and
civilians).

For the current security situation, but also for the future, some Romanian analysts®
appreciate that NATO is able to reconfigure its general approach to simultaneously respond to
all challenges by: discouraging threats from hostile states, isolating threats from non-state
entities, protecting and defending the infrastructure and territories of its member states, the
lines of communication and the common goods. The new hybrid threats will no longer be
countered by masive armies, created by methods and procedures that belong to the past
(compulsory military service and / or mobilization), but the need for deterrence, both nuclear
and classical / military, will be kept in order to reduce the effectiveness of terrorist threats and
weapons of mass destruction on the part of the opponent. Deliberately, the current conflicts no
longer tend towards the complete destruction of the enemy, being more convenient to buy it,
compared to its destruction by costly action, with numerous victims on both sides. The logic
of a total war must yield in favor of a limited war, very similar to the economic one.

Given the complexity of the hybrid conflict, the Alliance member states and NATO as
a whole are facing the need to identify new solutions to counteract these new TTPs applied by
Russia in Ukraine, which rely on “creating fear for similar actions in other parts”’. At
Alliance level, counteracting hybrid threats is a permanent concern for realizing a concept
regarding military contribution in order to counteract these threats and the allied ability to
respond to the challenges and risks associated with hybrid warfare, speed of reaction /
response, informational operations, cyber domain, social groups that can be used as targets /
tools and critical infrastructure issues.

5 *** Hybrid Warfare: Briefing to the Subcommittee on Terrorism, Unconventional Threats and Capabilities,
Committee on Armed Services, p. 15.

® Florian Ianosiu Hangan, Marcel-Petru Ivut, The strategic directions of action of the Alliance and its adaptation
to the new models of military operations, in The Romanian Military Thought magazine no.3, July-September
2015, The Romanian General Staff publishing house, Bucharest, 2015, p. 142.

" John Blau, Russia’s Periphery: Who’s Next?, Deutshe Welle, March 20, 2014, URL:
https://www.dw.com/en/russias-periphery-whos-next/a-17509323 accesed Febryuary 21, 2020.
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We can see that some important Member States are adapting more slowly to the
current security environment compared to the US or its traditional rival, Russia, as follows:
Germany announced in 2015 a new Security Policy White Paper, the old one being in force
since the year 2006, and the defence policy was enacted in 2011, while France revised its
White Paper on national defence and security in 2013. Also, the programmatic document in
the United Kingdom security and defence field, updated at the end of 2015 and titled National
Security Strategy and Strategic Review of Defence and Security 2015. A safe and prosperous
United Kingdom refers to “more aggressive, authoritarian and nationalist behavior of
Russia” and its use of hybrid tactics in order to undermine international standards of
cooperation, so that it can secure its own interests.

European Union

Compared to NATO, the EU is far from approaching the hybrid domain, and the
Union's security policies need major corrections to become viable, although there is already
awareness of this type of threat or aggression. On 6 October 2015, the President of the
European Council, Donald Tusk, pointed out that “gradually we are witnessing the birth of a
new form of political pressure, and some even speak of a new type of war, a hybrid, in which
migratory waves become a tool, a weapon for the neighbors. This requires a great deal of
sensitivity and responsibility on our part”®,

The contribution of the European school to the development of the hybrid concept
comes, with small exceptions, from the area of British and Swedish schools, being late and in
direct relation with the evolution of, and the level of perception regarding, the security risks
and threats manifested in the European space, where the Russian threat occupies a central
place. In a larger vision, which is not specific to the Russian model, the European approaches
claim that hybrid aggression is limited to the combined, synchronized, simultaneous and
innovative application of conventional (military) and unconventional (political, diplomatic,
economic, informational) means, available for a state or non-state entity in order to reach a
certain strategic objective proposed in relation to another actor, whose vulnerabilities are
exploited and whose centers of gravity are attacked (political, economic, military, social
information).

The theoretical model of hybrid warfare developed by Erik Reichborn-Kjennerud and
Patrick Cullen (2015) is perhaps the most representative way to illustrate the European
approach to hybrid warfare, which “is characterized by the appropriate use of all power tools
on the vulnerabilities of the opponent”.® In the model described by the two autors, the notion
of hybrid is not limited only to the means and power tools and their combination to achieve
the set objective, but also to the way in which they are used and to the coordination and
synchronization functions for achieving synergistic effects regarding purpose, the
synchronization emphasizing the multiplicative effect of hybrid aggression.

The thesis of the American F.G. Hoffmann, on the “uniqueness of hybrid warfare”, is
taken over and developed by the European school. Between the context in which the
confrontation between two actors and the strategic options of the aggressor there is a direct
conditionality, since the context and the multitude of causes that determine it are unique. This
makes the way in which the means and the power tools are combined in hybrid aggression
unique in every single instance.

As an argument that supports the prevalence of non-military means and methods in the
hybrid type conflict, another component of the threat manifestation - lawfare, an older and
reinvented American concept in the context of the crisis in Ukraine - is highlighted in the
European literature. In a more simplistic view, it designates a form of war that consists in
using the legal system (national and especially international) against an enemy to delegitimize

8 Donald Tusk, Valul de refugiati este un razboi hibrid impotriva Europei, agentia Agerpres, Bruxelles,
07.10.2015.

® Erik Reichborn-Kjennerud, Patrick Cullen, What is Hybrid Warfare?, Norwegian Institute for International
Affairs, Policy Brief 1/2016, p. 3.
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him. Lawfare is associated with a “strategy for using or circumventing the law, that
substitutes military means for achieving a certain operational objective”’?, the best example
being the Russian interpretation of the allegations regarding the violation of the Budapest
Agreement (1994), which regulates independence and the sovereignty of Ukraine, by
annexing the Crimean peninsula. The official position of Moscow from that date (April 2015)
was that the Budapest Agreement provided, in addition to guaranteeing independence and
sovereignty, the abstention from threatening Ukraine's political independence, and “Russia
did not oppose the will of the Crimean population who expressed its esire for a return to the
Russian Federation™!.

Among the approaches that refer to hybrid actions which were developed before the
Ukrainian crisis, the Swedish one should be noted. In the autumn of 2012, an exercise was
performed for the first time in Sweden based on a scenario running on the hybrid concept of
modern warfare.'? The exercise scenario provided that an imaginary enemy (an island in the
Baltic Sea whose relations with neighboring states, implicitly with Sweden, have been
significantly damaged) is carrying out a series of actions in order to destabilize the Swedish
state, such as cyber attacks against governmental IT systems, threats to a high-ranking
Swedish government official, the destruction of a turbine at a nuclear power plant by infecting
its command-control system with a computer virus (similar to the Stuxnet virus used in the
Iran attack in 2010), the dislocation of a group of Special Forces operators on Swedish
territory or employing Somali pirates to hijack Swedish vessels in the Horn of Africa. This
latter action illustrates the fact that a local conflict can be fueled by actions carried out over a
long distance, in this case the activation of hotspots in the unstable region of the Horn of
Africa. The conclusions revealed that the standard operating procedures existing at that time
generated an efficient response of the authorities on the types of threats addressed
individually, but also the deficiencies of trying to counter the complex threats caused by the
absence of a national strategy defining an integrated and inter-departmental approach.

Hybrid type actions in Eurasian conception

The elements promoted in the theoretical model of hybrid war of American conception
find their correspondence also in the ideas produced by the Russian military school of
thought. What makes this situation possible is precisely the premise from which we must start
in researching the hybrid concept - conflict of this kind has always existed and is currently the
most advanced in the practice of modern warfare, and not a new type of warfare in the true
meaning of the word.

Russian-speaking media from Eurasia, a vast territory that mainly represents the
territory of the Russian Federation and the former component republics of the former Union
of Soviet Socialist Republics (USSR), or the so-called “-stans”, presents the hybrid war as a
military strategy that combines conventional warfare tactics with new generation, cybernetic
means and techniques. In this part of the world, the Russian perspective of the 21% century
warfare prevailed over others, but it is surprisingly much like the Western concept of the
hybrid conflict, resulting from the annexation of the Crimean Peninsula and the clashes
between the Ukrainian armed forces and pro-Russian separatists in the self-proclaimed
Donetsk and Lugansk People's Republics.

On the other hand, the increased interest of Russian military theorists towards the
concept of hybrid warfare (in Russian “gibridnaya voyna”) is due to the intensification of

10 Charles J. Dunlap Jr., Law and Military Interventions: Preserving Humanitarian Values in 21st Century
Conflicts, Humanitarian Challenges in Military Intervention Conference, Carr Center for Human Rights Policy
Kennedy School of Government, Harvard University Washington DC, November 29, 2001.

11 John Moore, Lawfare, The Three Swords Magazine 31/2017, p. 38,
http://www.jwc.nato.int/images/stories/_news_items_/2017/Lawfare_Moore.pdf accesed February 21, 2020.

12 Sacha-Dominik Bachmann, Hakan Gunneriusson, Hybrid wars: The 21st-century’s new threats to global
peace and security, May, 2015, pp. 28, 80, https://www.researchgate.net/publication/307831898 HYBR accesed
February 21, 2020.
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debates in the US military environment. In order to conceptualize the term hybrid, Russian
military analysts have focused on understanding and applying Western / American theory but
from the Russian perspective of the phenomenon of war. Thus, the Russian interpretation of
the hybrid war involves all domains of social life (politics, economy, culture, etc.), as opposed
to the American approach which is reduced to combat actions, largely at the tactical and
operational levels.

From a Chinese perspective, although the primary source of the hybrid concept is
considered the work of Qiao Liang and Wang Xiangsui, Unrestricted War, launched in 1999
by the People's Liberation Army (PLA), there is currently not much data about the Chinese
military's research in the field. Because there are no translations of the work of the two
Chinese authors, the vast majority of Western works use James Perry's article in the
Aerospace Power Journal, published in the summer of the year 2000, as a reference point.
According to J. Perry, who based his appreciation on the laudatory comments on the book in
the official publications and on the fact that Unrestricted War was published by the PLA's
official publishing house, the work of the Chinese military experts enjoyed the support of the
Chinese military-political leadership. “Later, the Western press quoted various sensational
passages from the book and described it in terms that bring it closer to a hyperbole, but the
work of the two Chinese authors was not a plan for a dirty China war against the West, but an
appeal to an innovative thinking about the future of war”, said J. Perry.'®

Eurasian organizations (CIS/CSTO)

The Commonwealth of Independent States (CIS) emerged after the disintegration of
the USSR (1991) as a continuation of cooperation between the former Soviet republics and, as
the name implies, constitutes a union of states based on common historical values and links
but, according to the definition given by the Organization for Economic Cooperation and
Development (OECD), it also represents an international body “established by formal
political agreements between their members that have the status of international treaties;
their existence is recognised by law in their member countries”.!* The purpose for which the
CIS was established, as stipulated in the Charter of the organization, is the multilateral
cooperation (political, economic, social, cultural, etc.) and, although it was reached the
creation of a Eurasian Economic Union (EEU), which would provide economic growth for all
member countries, only 5 of the 9 former member states of the Community, Belarus,
Kazakhstan, Kyrgyzstan, Russian Federation, Armenia, are also in the Eurasian Economic
Union.

In order to ensure its own defence system, CIS established the Treaty on Collective
Security (TSC), according to which the security of the Member States is based on the
principle of collectivity, similar in some way to art. 5 of the North Atlantic Treaty: “in case of
aggression against any Member State, all other Member States will provide all necessary
assistance, including military support, and at the same time support it with all available
means for the implementation of collective defence rights as stipulated by Article 51 of the
UN Charter”®,

In 2002, the TSC becomes an organization — the Collective Security Treaty
Organization (CSTO) - and later, in 2004, it is internationally recognized by the UN and
receives observer status at the General Assembly of the Organization.

13 Julian Chifu, Hybrid Warfare, Lawfare, Informational Warfare. The wars of the future, International Scientific
Conference Strategies XXI, Complexity and Dynamism of the Security Environment vol.1, Center for Strategic
Defense and Security Studies, “Carol I’ National Defense University publishing house, Bucharest, 2015, p. 203.
14%xx OECD Glossary of Statistical Terms, Organization for Economic Cooperation and Development,
https://stats.oecd.org/glossary/detail.asp?1D=1434 accesed February 21, 2020.

15 Anatoliy A. Rozanov; Alena F. Douhan, Collective security Treaty Organization 2002-2012, DCAF Regional
Programmes,  Geneva-Minsk, 2013, p. 4, https://fir.bsu.by/images/departments/ir/ir-materials/ir-
studyprocess/Rozanow/Rozanov%20A.,%20Douhan%20A._RPS 18 CSTO_2002-2012_DCAF%?202013.pdf
accesed February 21, 2020.
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In order to also have a power tool, the OTSC set up in 2009 the Collective Rapid
Response Force (CRRF) to counter both traditional and unconventional military threats, such
as emergency situations. The level of ambition was similar to NATO, in that it wanted CRRF
to be as well-equipped and efficient as those of the North Atlantic Alliance, including in the
hybrid field.

Contrasting the two major military blocs, the CSTO representing the East and NATO
for the West (but mainly the two leading states: Russia and the US), and considering the
policies, strategies and objectives of their member states, Dr. Alexandra Sarcinschi states that,
unlike the countries of the North Atlantic Alliance, where there is a common approach to
security issues involving the member states of the Organization, in the case of CSTO there are
different approaches of its members to NATO / USA. For example, Russia has included in its
national strategy the danger posed by NATO, but other CSTO countries have chosen to
cooperate militarily with the US, as the leader of the Alliance. If, in the case of CSTO
member countries, the strategic conception is built around the idea of collective security, the
specific elements of NATO's strategic conception are found in most of the national strategies
of the members: collective defence, crisis management, security through cooperation and non-
article 5 operations.

NATO and CSTO do not have consistent points of cooperation. Although the Alliance
Is interested in the security situation in the center of the Asian continent, and some CSTO
member countries are part of the NATO Partnership for Peace, the dialogue between the two
organizations is limited. In addition, representatives of the organization are beginning to bring
to the attention of the public the fact that the CSTO will try to strengthen the collaboration
relations with China, including the Shanghai Cooperation Organization (SCO).

As Russia, as heir to the former USSR, holds the monopoly of regional cooperation
and collective security organizations in Eurasia, respectively CIS and OTSC, Russia's national
security strategy and military doctrine are a model for the other member countries.

Also, the lack of information or scientific studies on the issue of hybrid warfare in the
Chinese vision has led us to deepen the research of hybridity in the vision of the Russian
school, which we consider representative for the Eurasian space.

The Russian Federation

Following the study of the evolution of the concept of hybrid conflict in Russia, the
US military analyst of the Office for Foreign Military Studies at Fort Leavenworth (Kansas,
USA), Timothy Thomas, appreciated that the conceptual development of the hybrid concept
in Russian military thinking was accomplished in three stages: studying the American school
and integrating the lessons learned for Russia, the certification of the new generation war by
the Russian Military Academy and the accreditation of the new type of war, a product of the
General Staff of the Russian Armed Forces.

In a first phase, Russian military theorists studied the American concepts of hybridity,
the most representative paper for this period being the article published by the head of the
Russian General Staff, Gl. Valeri Gherasimov, in the Military-Industrial Courier no.8 of 2013,
entitled The value of science in prediction, work taken, commented and analyzed by
numerous Western publications and receiving the generic name of Gherasimov doctrine. In
this article, GI. V. Gherasimov points out that the trends in the conduct of war are in a
continuous dynamic change and underlines the need to return to military science, and the
Russian military academic environment is responsible for identifying innovative, applicable
and usable ideas at the level of the Russian political-military leadership.

However, in order to highlight the continuous transformation of the character of the
war, GL.V. Gherasimov recalls the 1933 work of the professor at the Russian Military
Academy, Col. George Isserson, entitled New forms of combat and in which he appreciated,
contrary to the current era, that “war, in general, is not declared. It simply starts early with
the deployment of the armed forces. The mobilization and concentration of forces does not
refer to the period after the declaration of the state of war, as it was in 1914, but they are
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gradually realized, unobserved, long before that*®. In his turn, Gherasimov concludes that,
,»in the 21st century, the tendency to erase the differences between the state of peace and the
war continues to manifest. Already the wars are no longer declared and, once they have
begun, they are no longer in accordance with an established model”*’.

In the content of his article, Gherasimov highlights the danger represented by the
“colored revolutions” in the so-called Arab Spring (2010), for which the West is responsible,
and refers to NATO operations in Libya since 2011, among which he recalls the establishment
of a no-fly zone, the imposition of a maritime blockade, or the use of civilian contractors in
the battle against armed opposition (Russia will later use private Russian security companies
in Syria, such as the Wagner Group). All of these actions are considered an example of the
modern warfare and point out the main trends of change in the contemporary warfare: wars
are no longer declared and once initiated they unfold after an unfamiliar pattern (blurring the
border between peace and war); an increase in the relevance and the role of non-military
resources for achieving strategic political and military objectives; military means are used to
dissimulate, and regular forces are used in sight only to force the fulfillment of the proposed
goals and most commonly under the pretext of peacekeeping operations.

Due to the difficulties in anticipating the characteristics of future military conflicts,
Gherasimov stresses the importance of the predictive function of military science and
recommends studying the new types of threats and wars by examining atypical approaches at
the Russian Military Academy and General Staff. The fact that modern wars are not declared
and are not legally assumed by the parties involved requires a different kind of analysis about
the circumstances in which they arise, which must take into account the provisions of national
and allied laws, strategies and doctrines, the observance of the norms of international law in
opposition to the realities of the battlefield, whose dimensions exceed the simple military
confrontation through the use of political, diplomatic, economic, informational or
humanitarian means and resources.

In the second stage of Russian hybrid research, the ideas of GIl. Gherasimov are
adopted and developed by the Russian Military Academy. The model of the new generation
war, proposed for debate in 2013 by GL.It. (ret.) Sergei A. Bogdanov and Col. (r.) Sergei G.
Chekinov, shows some similarities with the American theory of hybrid warfare and can be
considered a precursor to the model of the new type of war, later supported and promoted by
the Russian political and military leadership. In our opinion, the elements described by
Chekinov and Bogdanov have a high practical-application value at all levels (strategic,
operational and tactical). In general, the two authors point out that the war of the new
generation will be dominated by informational and psychological operations to discourage the
adversary's forces and population. At the same time, the indirect approach and the
asymmetrical / unconventional actions will prevail in front of a superior adversary from the
military point of view, an aspect reflected in the accentuation of the use of non-military means
(political, economic, informational, technological, cybernetic) and their combination to
maximize the effects.

At the beginning of 2015, the thesis of the new type of war, based on the integration of
lessons learned from the conflicts in which the Western states were involved, in the Middle
East and North Africa, was explained by Gl.It. Andrei V. Kartapolov, former head of the
Operations Directorate of the Russian Joint Chiefs of Staff and former head of the Western
Military Region. Although its approach has to be looked upon with reservations due to the
functions it holds and the strategic geopolitical context, marked by the escalation of tensions
between Russia and the West after the annexation of the Crimean Peninsula (March 2014),
some aspects can be considered useful in determining the Russian view on the new type of
war. Broadly speaking, the new type of war represents “80-90%, propaganda and 10-20%,
violence”, and “the use of the methods specific to the indirect approach leads to the

18 Valeri Gherasimov, Valoarea stiintei in previziune (Tennost nauki v predvidenii), in Curierul militar-industrial
(Voenno-Promislennii Kurier), nr.8 (476), 2013, p. 3.
7 Ibidem, p. 2.
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achievement of military objectives without necessarily having to employ regular forces8, In
other words, in the new type of war imagined by Kartapolov, the indirect actions conducted
by a state against the enemy will predominate, concentrated on the informational dimension
of the confrontation - in the political, economic, informational, cybernetic and psychological
environment of the target and in the international community, where political-diplomatic and
propagandistic actions prevail - the classical means of conducting the (military) war being
taken into account only in the escalation phase of this step.

In the last period, the new type of war was accredited, a moment marked formally by
the publication of the new military doctrine of Russia (December 2014), in which most of the
ideas GIl. Gerasimov are reflected. The new Russian Military Doctrine identifies the risks and
threats to Russia and the possibilities of counteracting them, including by non-military means
(political, economic, etc.), the characteristics of contemporary conflicts, the conditions that
could determine Russia's involvement in a war and the intensity of the response, the types of
operations and how the Russian armed forces should engage in combat, the needs for
economic support or the requirements of developing cooperation within international
organizations, strategic partnerships and bilateral relations.

Modern military conflicts benefit from a detailed description in the new Russian
military doctrine, and the characteristics and particularities that Russian military theorists
attribute to them are similar to those of the followers of the hybridity of contemporary wars.

Conclusions

The approaches and interpretations of the hybrid concept of the Euro-Atlantic and
Eurasian schools of thought are complementary, the differences between them contributing to
the development of the concept even if they have generated some confusion regarding the
terms being used. Each of the analyzed schools (Western and Eurasian) approaches the
problem of hybrid warfare from the perspective of the opponent, regardless of the nature of
his actions, thus restricting the meaning of the war to the threat. To eliminate this kind of
confusion, it would be beneficial to differentiate between concepts that can be attributed
exclusively to the adversary - hybrid actions or hybrid threats - and those that describe the
hybrid nature of the confrontation. Approaching the hybrid conflict only from the adversary's
perspective creates the impression that the aggressor is permanently on the offensive, while
the opponent is in a permanent defensive state. But the war describes a dynamic process, in
which the two forms of manifestation of combat actions, offensive and defence, alternate.
After all, hybrid warfare is nothing more than the transposition into practice of one party's
intentions / will over the other (as in Von Clausewitz's classic vision), intentions that until the
moment of escalation were perceived as threats.

In general, the purpose (objectives) of the actions associated with the hybrid conflict is
presented by these schools in the general way, in principle the theory is that the actors who
utilize a hybrid type of action pursue the achievement of ideological goals - in the case of
non-state entities - or politico-military - in the case of state actors. If the aggressor is a state,
we find that the military / violent side of the confrontation does not prevail, but most actions
take place in the immaterial plane of knowledge. In this sense, the Russian specialty literature
introduces the term adaptive approach to the use of force, usually armed, by which we
understand the use of conventional forces and capabilities (gradually and in different forms),
from the dissimulated use of own forces (under the mask of some activities for training the
opposition forces and hidden missions of the Special Operations Forces) all the way to their
involvement in military actions in sight (according to Gl. Gherasimov, the ratio of forces
would be 1 to 4 in favor of non-military means). The action strategy integrates the methods /
courses of action and the means / resources that can be used for the successive achievement of
specific / partial / phase objectives, which will ultimately contribute to achieving the proposed
political objectives.

18 Ibidem, pp. 31, 33.
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Most of the theories on hybridity in the specialized military literature contain
descriptions of the terms and less those aspects that refer to how to counteract hybrid actions.
Usually, the authors use the model of the American school about the hybrid war or reiterate
the lack of novelty of this type of conflict, the proposed definitions being quite unclear or
confusing and very general, while missing a well-defined demarcation line between the
concepts used - hybrid threats or hybrid actions.

In conclusion, the analysis of the two schools, Western and Eurasian, shows us the
preference of theoreticians from both sides for the study of concepts and hybrid type
confrontation from a military perspective, by emphasizing the changes in the physiognomy of
the war, especially at the operational and tactical levels, caused by the shifts in the operational
environment.

However, in contrast to the American and Russian approaches, references to hybrid
warfare in the European space mainly focus on the side of hybrid threats, with an emphasis on
the informational and cyber dimensions mainly generated by state actors, but also on their
response and counteraction.
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Abstract: The Comprehensive Operations Planning Directive - COPD hinges on two principles:
comprehensivity and proactivity. These drivers set the scene for better and more realistic operations planning.
However, without a mature understanding of the process, the experience of participating in an operational
planning group at any of the strategic, operational or tactical levels, can be an unsatisfying and pointless
experience. This paper explains the interrelationships between the strategic and operational level and offers
ways to avoid the traps that sometimes the COPD lay against us.
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Introduction — a short walk through strategy

In a strict sense, the strategic estimate is a continuous assessment of factors that
influence the determination of missions, objectives, courses of action and addresses mainly
the military domain as an instrument of power. In a much broader sense, the strategic estimate
is a cognitive process that deals with analyzing the way forward for an organization,
establishing its core conceptual elements, the mission, vision and values as well as the
functional elements, ends, ways and means. While strategy rest in the past in the military
domain, the recent developments in the sociopolitical realm pushed for a pervasive adoption
of it.

One such development, the globalization, required leaders in the economy domain, to
enlarge their perspectives in order to grow their companies. Producing and selling to a local
market, requires a minimum effort of vision and planning as it mainly responds to client needs
in a peer-to-peer mode. The manufacture of goods for a global market, however, requires a
deep strategy which includes controlling the supply chains, conducting marketing campaigns
as well as employing or using a logistic footprint.

In the informational domain as well, the necessity to protect the networks, lead to a
protracted fight against a plethora of threats ranging from the physical to the software
security. The permanent escalation of this conflict required a development strategy in order to
provide sustainable growth of the networks. However, the most recent developments
providing cyber-attack capabilities, require also a coherent and coordinated approach in order
to achieve the proposed aims. Moreover, in this domain, exposing one’s vulnerability triggers
a rapid reaction of the adversary in remedying it thereby closing very fast the window of
opportunity for subsequent attacks. This is literally “one shot” option requires a tremendous
amount of effort in assessing the actions as to obtain maximum of effect of the fleeting
opportunity.

One other development that influences strategy is the emergence of the hybrid
conflict. This is by no means a tactical endeavor or a way to fight, although too many times
identified with little green men, but the usage of the whole range of instruments of power,
employed both in conventional and unconventional ways against the opponent. It also
requires strong national leadership dominating the whole instruments of power spectrum
(Russia) and fits less with political-military alliances that are bound to respect the diplomatic
agreements, ha